arXiv:2411.04803v2 [cs.DS] 8 Apr 2025

Unbounded Error Correcting Codes

Klim Efremenko Ben Gurion University

Or Zamir Tel Aviv University

Abstract Traditional error-correcting codes (ECCs) assume a fixed message length, but many scenarios involve ongoing or indefinite transmissions where the message length is not known in advance. For example, when streaming a video, the user should be able to fix a fraction of errors that occurred before any point in time. We introduce unbounded error-correcting codes (unbounded codes), a natural generalization of ECCs that supports arbitrarily long messages without a predetermined length. An unbounded code with rate R and distance ε ensures that for every sufficiently large k, the message prefix of length Rk can be recovered from the code prefix of length k even if an adversary corrupts up to an ε fraction of the symbols in this code prefix.

We study unbounded codes over binary alphabets in the regime of small error fraction ε, establishing nearly tight upper and lower bounds on their optimal rate. Our main results show that:

• The optimal rate of unbounded codes satisfies R < 1 − Ω( √ ε) and R > 1 − O( √ ε log log(1/ε)).

• Surprisingly, our construction is inherently non-linear, as we prove that linear unbounded codes achieve a strictly worse rate of R = 1 − Θ( √ ε log(1/ε)).

• In the setting of random noise, unbounded codes achieve the same optimal rate as standard ECCs, R = 1 − Θ(ε log(1/ε)).

These results demonstrate fundamental differences between standard and unbounded codes.

1 Introduction

Error correction is a fundamental challenge in communication, ensuring that messages can be reliably transmitted even in the presence of noise. Standard error-correcting codes (ECCs) achieve this by encoding messages into longer structured codewords, allowing the original message to be recovered despite a bounded fraction of arbitrary errors [Ham50, Gil52, Var57, Jus72, SS96]. However, standard ECCs assume a fixed message length, which does not align with many real-world scenarios involving continuous or indefinite communication.

Consider a long, continuous transmission—such as a video or audio stream—sent over an imperfect channel. To watch, listen to, or process the stream in real time, the receiver must be able to recover from errors at any point. The ability to transmit an error-resilient stream at a high rate directly affects both buffering frequency and overall streaming performance. In practice, such scenarios are typically handled by partitioning the communication into fixed-length packets, each individually encoded using a standard ECC. However, this approach has a key limitation: while it ensures resilience to an ε-fraction of errors within each packet, it does not guarantee resilience to an ε-fraction of errors across the entire transmission. This works well when errors occur randomly and independently over time but fails in the presence of bursts of noise, correlated errors, or adversarially structured errors. For example, nearly every packet may suffer slightly more than an ε fraction of errors, making it uncorrectable—even though the total fraction of errors across the entire transmission remains below ε. As a result, the effective transmission rate can degrade significantly, potentially approaching o(1), as most packets remain uncorrectable. Other practical solutions, such as packet retransmissions and feedback-based error correction protocols, rely on communication between the receiver and sender. However, beyond requiring interaction, these methods still fail to ensure a high transmission rate under all possible error patterns. Motivated by such scenarios, we introduce a new class of codes called unbounded error-correcting codes (unbounded codes), which extend ECCs to messages of unbounded length in a continuous manner.

An (R, ε)-unbounded code encodes an infinite message over an alphabet Σ into an infinite codeword over an alphabet Γ such that for any sufficiently long prefix of the codeword, the corresponding message prefix can be recovered despite an adversarial corruption of up to an ε fraction of the symbols. More precisely, an encoding C : Σ^N → Γ^N is an unbounded code if for every sufficiently large k, the first Rk symbols of the message can be uniquely determined from the first k symbols of the codeword, even under worst-case noise. For realistic applications, we do not think of the message as truly infinite, but as having an unknown and unbounded length; we then implicitly pad the message with infinitely many following zeroes.

Definition (Unbounded codes). A function C : Σ^N → Γ^N is called an (R, ε)-unbounded code, if there exists k_0 ∈ N such that the following holds. Let x, y ∈ Σ^N, i ≥ k_0, and j ≥^i_R . If x[: i] ≠ y[: i] then d_H (C(x)[: j], C(y)[: j]) ≥ εj, where we use x[: i] to denote the prefix of x of length i, and d_H to denote the Hamming distance.

Unlike traditional ECCs, which are only defined for fixed-length messages, unbounded codes must ensure recoverability at all intermediate points. This structural constraint introduces new trade-offs between rate and error tolerance that differ from standard ECCs. We study unbounded codes over binary alphabets Σ = Γ = F_2 in the regime of small error fraction ε and establish nearly tight bounds on their optimal rate in several natural settings. For a comparison of optimal rates across standard and unbounded codes under various models, see Table 1.

Rate-Distance Tradeoff: We prove a nearly tight bound on the optimal rate of an unbounded code.

Theorem. For every small enough ε > 0 there exists a (R, ε)-unbounded code with R > 1−O (√ ε log log (1/ε) ) . Furthermore, for every (R, ε)-unbounded code it holds that R < 1 − Ω ( √ ε). These bounds reveal that unbounded codes are less efficient than standard ECCs, which achieve R = 1 − Θ(ε log(1/ε)) in the same adversarial setting. The construction we present to achieve this bound is non-linear, we then prove that this is inherent.

Separation Between Linear and Non-Linear Codes: Unlike standard ECCs, where linear constructions achieve optimal rates, we show that linear unbounded codes are strictly sub-optimal.

Theorem. For every small enough ε > 0 there exists a linear (R, ε)-unbounded code with rate R > 1 − O (√ ε log (1/ε) ) . Furthermore, for every linear (R, ε)-unbounded code it holds that R < 1 − Ω (√ ε log (1/ε) ) .

Table 1: Optimal rate R for error ε → 0.

Standard ECCs Unbounded ECCs

Adversarial errors 1 − Θ(ε log(1/ε)) 1 − Θ̃( √ ε) Random errors 1 − Θ(ε log(1/ε)) 1 − Θ(ε log(1/ε))

Noiseless feedback 1 − Θ(ε) 1 − Θ(ε)

Separation Between Adversarial and Random Noise Models: Another divergence from standard ECCs is that for unbounded codes, random and adversarial errors lead to significantly different optimal rates. In the presence of random noise (e.g., a binary symmetric channel with error probability ε), we show that unbounded codes achieve the same optimal rate as standard ECCs

Theorem. For every small enough ε > 0 there exists a (R, ε)-unbounded code resilient to random symbol flips occurring independently with probability ε with rate R > 1 − O (ε log (1/ε)).

The concept of unbounded codes is partly motivated by recent questions posed by [Zam24] in the context of watermarking Large Language Models. In their setting, the encoder receives noiseless feedback: each transmitted symbol is either confirmed as received correctly or flagged as corrupted in real time. Their work highlights an intriguing application of unbounded codes: imagine attempting to covertly transmit secret information by embedding it in an existing communication channel that you do not control (such as a phone call). How can you make the most of whatever transmission window you have, without knowing in advance when the connection will be cut off? In our paper, we formalize and study this problem in the more general and classical framework of coding theory, where no feedback is available and the sender receives no information about which symbols were corrupted.

Within our proofs, we introduce and analyze a new combinatorial object we call subset codes. While a standard error-correcting code is a set of codewords with large pairwise distance, a subset code is a collection of (potentially large) subsets of F^n_2 , each separated by a large distance from the others — though vectors within the same subset may be arbitrarily close. These codes emerge naturally in our constructions and proofs, and in Section 6 we establish tight asymptotic bounds for them. We believe subset codes may also be of independent interest.

1.1 Connections to Prior Works

Error-correcting codes with variable lengths have been previously studied, primarily in the context of interactive protocols.

Our definition of unbounded codes bears some resemblance to tree codes [Sch93, Sch96]. As defined by Schulman, tree codes cannot have rate larger than^1_2 , however, recently Cohen and Samocha [CS20] defined a version of tree codes with rates approaching 1. Nonetheless, there are two crucial differences between our definition and tree codes, as well as their variants. First, in a tree code, each codeword symbol corresponds directly to a single message symbol; in contrast, unbounded codes have no such one-to-one correspondence, and each code symbol may depend on both earlier and later message symbols. Second, the distance property in a tree code is defined only relative to the suffix of the codeword starting from the first point of disagreement between two messages. In contrast, unbounded codes define distance with respect to the entire prefix of the codeword, even if the messages initially agree and diverge only later. For example, we require a minimum distance guarantee even when two messages differ by only their final symbol. As a consequence, while palette-alternating tree codes achieve an optimal rate of 1 − O(H(ε)), unbounded codes attain the weaker rate of 1 − Õ( √ ε), with each rate corresponding to a different notion of distance.

Tree codes and related constructions have been extensively studied in the context of error correction for interactive communication [BR11, GHS14, G^+17, EKS20], where the receiver can actively communicate back to the sender. This feedback allows the sender to adapt and recover from errors, making interaction a key factor in the design of coding schemes for such protocols. In contrast, unbounded codes operate in a strictly one-way setting, where no feedback is available and the sender receives no information about which symbols were corrupted. While the optimal rates we derive for unbounded codes are similar to those achieved in interactive coding under small noise [KR13, Hae14], which are also of the form 1 − Θ̃ ( √ ε), we are not aware of any direct connection between these two models.

A somewhat related notion of anytime capacity [SM06] was studied in the context of control theory. Here, the sender does not have the whole message in advance but receives it online, and the model assumes stochastic (random) noise. The goal is that the probability of making a mistake on a bit’s decoding will decrease exponentially with the time passed since the sender received this bit.

In contrast to all above, our work isolates and studies unbounded codes in a purely one-way, adversarially corrupted, no-feedback model, revealing structural and quantitative distinctions absent in these prior frameworks.

1.2 Organization of the Paper

In Section 2 we give a high-level overview of the constructions and proofs in the paper. In Section 4 we construct linear unbounded codes and also show that their rate improves when the errors are random. In Section 5 we derive a simple upper bound for the rate of linear unbounded codes. In Section 6 we introduce and study subset codes, which we use in the consecutive sections. In Section 7 we present an upper bound for the rate of general unbounded codes as well as improve the bound for linear codes. In Section 8 we improve our construction using non-linear subset codes. Finally, we conclude and present open problems in Section 9.

2 Overview

2.1 Constructions

In Section 4, we present a simple construction of a linear unbounded code achieving R = 1−O (√ ε log (1/ε) ) . This construction follows the spirit of classical ECC designs: each codeword symbol is formed as a random linear functional of the message symbols. The key difference is that each functional draws coefficients only for a prefix of the message, with the remaining coefficients set to zero. We carefully choose how quickly we introduce new message symbols into these functionals to ensure that sufficient redundancy accumulates.

Intuitively, to correct a single message bit in the presence of an error rate ε, we need to add roughly H(ε) bits of redundancy. Suppose we add α bits of redundancy per message bit. Then, on one hand, we would need to wait for around H(ε)/α additional message bits before collecting the H(ε) bits of redundancy necessary to correct that bit. On the other hand, we incur a redundancy cost of α bits per message bit, limiting the achievable rate to at most 1 − max (α, H(ε)/α). The optimal balance is achieved by choosing α = √ H(ε). To improve on this linear construction, we introduce the notion of subset codes in Section 6. A subset code consists of K sets of size T , with large pairwise distance between the different sets (though elements within the same set may be close). Equivalently, this structure can be viewed as an encoding enc : [K] × [T ] → F^n_2 that is (a) injective and (b) satisfies that enc(x_1, y_1) and enc(x_2, y_2) are far apart for x_1 ≠ x_2. Thus, the encoding simultaneously encodes part of the message in a way that is robust to errors and encodes additional information that can be recovered only when no errors occur. Crucially, for large T , we show that the product K · T can significantly exceed the size of a standard ECC with the same distance. These constructions of set families are not linear (i.e., the sets are not linear subspaces).

In Section 7, we use (non-linear) subset codes to construct an improved unbounded code. The construction interleaves two types of redundancy: subset-code encodings of message bits and standard checksum bits computed over the prefix of the codeword so far. This layering yields the following property: after encountering a checksum, we can correct all previously introduced errors and decode all earlier subset-code encodings fully. Between two checksums, even without full correction, the subset codes still allow partial decoding of the error-resilient portions of their inputs.

2.2 Rate Upper Bounds

In Section 5, we establish a simpler, though not tight, upper bound on the rate of linear unbounded codes, showing that R ≤ 1 − Ω( √ ε). The intuition is as follows. Consider the linear rank of the prefix C[: j] of the codeword. Since the rank cannot exceed the length of the prefix, for any position i, the prefix C[: i − 1] has rank less than i. Hence, even in the absence of errors, C[: i−1] cannot uniquely determine the message prefix x[: i]. However, by definition of unbounded codes, a longer prefix C[: i/R] suffices to recover x[: i] despite εi errors. This implies that the segment C[i : i/R] must contain at least εi bits devoted to redundancy (under an appropriate notion of redundancy).

Applying this reasoning repeatedly to intervals of the form C[Ri : i], C[R^2i : Ri], C[R^3i : R^2i], and so forth, we find that the first i bits of the codeword must contain approximately^ε_{1−R} i bits of redundancy. The linear structure of the code ensures that this redundancy accumulates across these intervals. Yet, the code’s rate R guarantees at most (1 − R)i redundancy bits in the first i positions. Equating the two yields the inequality (1 − R)i ≥^ε_{1−R} i, implying that 1 − R ≥ √ ε. In Section 8, we extend this rate upper bound to general (non-linear) unbounded codes and also refine the bound in the linear setting. We follow a similar proof strategy, but in place of linear algebraic arguments, we use information-theoretic tools. Instead of analyzing ranks of codeword prefixes, we reason about their entropy. In the non-linear case, codeword bits may simultaneously carry error-resilient information about some message bits and non-resilient information about others that cannot yet be decoded. This behavior is captured naturally by the structure of subset codes. Accordingly, we also apply bounds on subset codes, derived in Section 6 using isoperimetric inequalities on the hypercube. Stronger lower bounds for linear subset codes allow us to obtain a tight rate upper bound of (1 − R) ≥ Ω (√ ε log (1/ε) ) for linear unbounded codes over F_2 , and recover the rate upper bound of (1 − R) ≥ Ω( √ ε) in the setting of general codes.

3 Preliminaries

We use the (Shannon) entropy function throughout the paper; for a discrete random variable X distributed according to p(x), it is defined as H(X) := ∑ x∈Support(X) −p(x) log p(x). For a detailed reminder of basic

properties of entropy and information theory see for example the book of Gray [Gra11]. We often abuse notation and denote by H(x) := −x log x − (1 − x) log(1 − x) the binary entropy function. Note that d dx H(x) = log(1 − x) − log x, d^2 dx^2 H(x) = − 1 x(1 − x) ln 2 . We also make frequent use of the following helpful corollary of Stirling’s approximation: ( n αn ) = Θ^∗(2^{H(α)n}); or, equivalently, ( n αn ) = 2^{H(α)n} · 2^{Θ(log n)}.

4 Construction of a Linear Unbounded Code

We give a non-explicit construction of a linear code, similar to the classic Gilbert-Varshamov construction [Gil52, Var57]. The two significant differences between the classic construction and the one for unbounded codes are as follows. First, as the number of message coefficients is unbounded, a code coefficient can clearly only be a function of a finite subset of them. Second, as the previous point implies that message coefficients will begin affecting the code coefficients gradually, this also means that when a message coefficient begins affecting the code coefficients it will be initially involved in too few code coefficients to be recoverable after the addition of errors. We solve those problems by choosing the code coefficients to be random linear functions over gradually-increasing prefixes of the message coefficients, and by analysing the distance in a more delicate manner.

Theorem 4.1. For every ε <^1_{17} and R < 1 − 4 √ ε log^1_ε , there exists a linear (R, ε)-unbounded code.

Let ε > 0 be a small enough positive number, and fix R ∈ (0, 1) to be chosen later. Another parameter to be chosen later is τ ∈ (R, 1), which will be the rate of variable introduction. We define the code C as a random variable as follows. The i-th code word coefficient C_i := C(x)_i is drawn as a uniformly chosen linear functional over the first ⌈τi⌉ message coefficients x[1], x[2], . . . , x[⌈τi⌉].

Lemma 4.2. If τ + H (_ε 1−R/τ ) < 1, then C is a (R, ε)-unbounded code with positive probability.

Denote by B_{i,j} for some i and j > i/R, the event that there exist two message words y_1, y_2 such that i is the smallest index for which y_1[i] ≠ y_2[i], and that d_H (C(y_1)[: j], C(y_2)[: j]) < εj.

Claim 4.3. For every i, j for which B_{i,j} is defined,

log Pr (B_{i,j} ) ≤ ( τ + H ( ε 1 − R/τ ) − 1 ) ( 1 − R τ ) j + o(j). Proof. Denote by k := ⌈τj⌉. By definition, the code word coefficients C_1, . . . , C_j are linear functionals supported only on the message coefficients x[1], . . . , x[k]. If y_1, y_2 as in the definition of B_{i,j} exist, then denote by x = y_2−y_1, this is a vector for which the first non-zero coordinate is x[i], and for which wt (C (x) [: j]) < εj. Let x be a vector of length k in which the first non-zero coordinate is x[i]. For every^i_τ ≤ ℓ ≤ j, the functional C_ℓ includes x[i] with probability^1_2 , and hence C_ℓ(x) ≠ 0 with probability^1_2 , and those are independent for different indices ℓ. The number of such functionals C_ℓ is j^′ := j − ⌈^i_τ ⌉ + 1 ≥ j −^i_τ ≥ j −^{Rj}_τ = ( 1 −^R_τ ) j. In particular, taking a union bound we get that

Pr (wt (C (x) [: j]) < εj) ≤ ( j^′ < εj ) 2^{−j′} ≤ 2(^H(^{εj/j′} )^{−1})^{j′ +o(j)}.

Such a vector x has only k − i coefficients that are not predetermined by the definition, and hence another union bound shows that Pr (B_{i,j} ) ≤ 2^{k−i} · 2(^H(^{εj/j′} )^{−1})^{j′ +o(j)}.

We next observe that k − i = ⌈τj⌉ − i ≤ τj − i + 1 ≤ τj^′ + 1, and also that εj/j^′ ≤ ε/ ( 1 −^R_τ ) . We conclude that

log Pr (B_{i,j} ) ≤ τj^′ + ( H ( ε 1 − R/τ ) − 1 ) j^′ + o(j) ≤ ( τ + H ( ε 1 − R/τ ) − 1 ) j^′ + o(j). In the settings of Lemma 4.2, the expression in the outermost parenthesis is negative, and thus we may use the previous inequality j^′ ≥ ( 1 −^R_τ ) j. Proof of Lemma 4.2. Denote by α := − ( τ + H (_ε 1−R/τ ) − 1 ) ( 1 −^R_τ ) , in our settings α > 0. By Claim 4.3, Pr (B_{i,j} ) ≤ 2^{−αj+o(j)} whenever the event is defined. By a union bound, the probability that C is not a (R, ε)-unbounded code with respect to a minimum length k_0, is at most ∞∑ i=k_0 ∞∑ j>^i_R 2^{−αj+o(j)} ≤ ∞∑ i=k_0 1 1 − 2^{−α} 2^{−αi/R+o(i/R)} ≤ 1 (1 − 2^{−α}) ( 1 − 2^{−α/R} ) 2^{−αk0 /R+o(k0/R)}.

In particular, this probability is strictly smaller than 1 for a large enough constant k_0 (that depends only on R, ε). Proof of Theorem 4.1. If there exists τ for which the condition of Lemma 4.2 is satisfied, then a (R, ε)- unbounded code exists as well. Let ε < be a small enough constant, and let R = 1 − 4 √ ε log^1_ε . We show that τ =^R 1− √_{ε log 1/ε} satisfies the condition. We first observe that

τ = R 1 − √ ε log^1_ε = 1 − 4 √ ε log^1_ε 1 − √ ε log^1_ε < ( 1 − 4 √ ε log 1 ε ) ( 1 + 2 √ ε log 1 ε ) < 1 − 2 √ ε log 1 ε , where the first inequality follows as^1_{1−z} < 1 + 2z for all 0 < z <^1_2 . We then see that

H ( ε 1 − R/τ ) = H (√ ε log^1_ε ) < 2 √ ε log^1_ε log √ log^1_ε ε < 2 √ ε log 1 ε ,

where the first inequality follows as H(z) < 2z log(1/z) for all 0 < z <^1_2 , and the second inequality follows as √_{log 1ε}

ε <^1_ε for every ε > 0. We therefore satisfy the conditions of Lemma 4.2.

4.1 Random Errors

The construction and analysis in the presence of random (rather than adversarial) errors is similar. We make use of the fact that now the errors are spread uniformly and in particular a suffix of the code is expected to only contain ε fraction of errors relative to its size, rather than possibly containing εn errors where n is the size of the entire code-word.

Let us start with the definition of unbounded codes w.r.t to random errors.

Definition 4.4 (Unbounded codes for random errors). An encoding C : F^N_2 → F^N_2 is called an unbounded code with rate R resilient to BSC(ε) noise if there exist k_0 ∈ N, c > 0 and a decoder D : F^N_2 → F^N_2 such that the following holds. Let x ∈ F^N_2 , i ≥ k_0, and j ≥^i_R , then Pr ( D(C(x)[: j] ⊕ Ber(ε)^j )[: i] ≠ x[: i] ) ≤ exp(−cj) . Theorem 4.5. For every ε <^1_{17} and R < 1 − H(3ε), there exists a linear (R, ε)-unbounded code resilient to BSC(ε) noise.

To avoid repetition, we defer the proof to Appendix A.

5 Simple Upper Bound for Linear Codes

A unbounded code C is called linear if the code function C is a linear function.

Theorem 5.1. For every linear (R, ε)-unbounded code it holds that R ≤ 1 − √ ε. Let C : Σ^N → Σ^N be a linear code. Denote by P_i : Σ^N → Σ^i be the projection to the first i coordinates.

Denote by H(i) := dim (Im (P_i ∘ C)) the dimension of the projection of C to the first i coordinates. We observe that H(0) = 0 and H(i + 1) ≤ H(i) + 1 for every i, hence also H(i) ≤ i. For every i, let H^{−1}(t) be the minimal integer i such that H(i) ≥ t. For every i we also denote by r(i) := i − H(i) ≥ 0 the redundancy of the i-prefix of the code C.

Lemma 5.2. Let C be a (R, ε)-unbounded linear code. For every i ≥ k_0 we have r(i) ≤ (1 − R)i + 1.

Proof. Assume that r(i) > (1 − R)i + 1. Hence, H(i) = i − r(i) < Ri − 1. On the other hand, by the definition of a distance R (unbounded) code, all possible messages of length ⌊Ri⌋ must have distinct code prefixes of length i, and thus H(i) ≥ ⌊Ri⌋ ≥ Ri − 1, which is a contradiction.

Lemma 5.3. Let C be a (R, ε)-unbounded linear code. For every i, j ∈ N with i ≥ k_0 and j ≥^i_R it holds that r (j) − r ( H^{−1} (i) ) ≥ εj − 1.

Proof. Since C is linear and is a (R, ε)-unbounded code, for every x such that x[1 : i] ≠ 0 we have wt (C (x) [1 : j]) ≥ εj. Denote by L = span ({e_1, . . . , e_i}) ∼= ImP_i be the linear subspace of vectors whose support is in the first i coordinates. We have dim L = i. For k to be picked later, consider the linear map P_k ∘ C applied to L. As a restriction to a subspace, we have dim Im_L (P_k ∘ C) ≤ dim Im (P_k ∘ C) = H(k). Hence, dim Ker_L (P_k ∘ C) ≥ i − H(k). In particular, we set k := H^{−1}(i) − 1 and thus H(k) = i − 1, and dim Ker_L (P_k ∘ C) ≥ 1. We conclude that there exists 0 ≠ v_0 ∈ L such that P_k (C (v_0)) = 0. This is a non zero message vector v_0 of length at most i, with a corresponding code word that begins with k zeros.

Next, consider the kernel of P_k when applied to P_j ∘C, this is the linear subspace T of all code-word prefixes of length j in which the first k coordinates are zero. As P_k ∘ P_j ∘ C = P_k ∘ C and as dim Im (P_k ∘ C) = H(k), we have that dim T = H(j)−H(k) = H(j)−i+1. There is a subset S ⊆ [k +1 : j] of |S| = dim T coordinates such that T projected to S is of full rank. In particular, there exists a linear basis t_1, . . . , t_{dim T} of T such that every t_j has zeros in all but one coordinate of S. If there exists any j for which C^{−1}(t_j )[1 : i] ≠ 0 then denote by v = C^{−1}(t_j ). Otherwise, consider the unique linear combination y := C(v_0) + ∑ j α_j t_j in which all the coordinates of S are zero. As we have v_0[1 : i] ≠ 0 and C^{−1}(t_j )[1 : i] = 0 for every j, then we may set v := C^{−1}(y) and have v[1 : i] ≠ 0.

We constructed a message vector v such that v[1 : i] ≠ 0, C(v)[1 : k] = 0 and wt (C (v) |_S ) ≤ 1. We conclude that

εj ≤ wt (C (v) [1 : j]) ≤ j − k − dim T + 1 = j − ( H^{−1}(i) − 1 ) − (H (j) − i + 1) + 1 = (j − H (j)) − ( H^{−1} (i) − i ) + 1 = r (j) − r ( H^{−1} (i) ) + 1.

Proof of Theorem 5.1. Let n^′, n ∈ N be large enough integers, we think of n as much larger than n^′, and of n^′ as a large constant. When we write o(1) or ω(1) throughout the proof, it is with respect to n^′ → ∞ and^n_{n′} → ∞. We define the sequence n_0, . . . n_k recursively by n_0 := n, then n_{k+1} := H^{−1} (⌊Rn_k⌋) for every k ≥ 0, and finally K is the largest k such that n_k > n^′. For every 0 ≤ k < K by using Lemma 5.3 with j = n_k, i = ⌊Rn_k⌋, we have r(n_k )−r(n_{k+1}) ≥ εn_k −1. Also for every k, we have n_{k+1} = H^{−1} (⌊Rn_k⌋) ≥ ⌊Rn_k⌋ ≥ Rn_k − 1. By iterative application of the previous inequality, we also have n_k ≥ R^kn_0 −^1_{1−R} . This also implies that K = ω(1). Consider the following telescopic summation,

r (n_0) − r (n_K ) = K−1∑ k=0 (r (n_k) − r (n_{k+1})) ≥ K−1∑ k=0 (εn_k − 1)

= (1 − o (1)) ε K−1∑ k=0 n_k

≥ (1 − o (1)) ε K−1∑ k=0 ( R^kn_0 − 1 1 − R )

= (1 − o (1)) εn K−1∑ k=0 R^k

= (1 − o (1)) (1 − R^K )εn 1 − R = (1 − o (1)) εn 1 − R .

We finally observe that r(n_K ) ≥ 0, and that by Lemma 5.2 we also have r(n_0) ≤ (1 − R)n + 1. We conclude with the following chain of inequalities, beginning with the above.

r(n_0) − r(n_K ) ≥ (1 − o (1)) εn 1 − R (1 − R)n + 1 ≥ (1 − o (1)) εn 1 − R (1 − R)^2 ≥ (1 − o (1)) ε 1 − R ≥ (1 − o (1)) √ ε, And as R, ε are fixed constants, this implies that R ≤ 1 − √ ε as desired.

6 Subset Codes

In both the upper bound and construction for non-linear codes we make use of a combinatorial object we call Subset Codes. An error correcting code is a set of points in F^n_2 that are far apart from each other, a subset code is a set of subsets of F^n_2 such that each two such subsets are far from each other.

Definition 6.1. A (K, T, δ, n)-subset code is a collection S = {S_1, . . . , S_K } of subsets S_i ⊂ F^n_2 such that every subset is of size |S_i| ≥ T and moreover for every i ≠ j, x ∈ S_i and y ∈ S_j we have |x − y| > δn.

Or equivalently, one can define it as

Definition 6.2. A (K, T, δ, n)-subset code is a mapping C : [K] × [T ] → F^n_2 such that C is one-to-one and for x_1 ≠ x_2 and any y_1, y_2 it holds that |C(x_1, y_1) − C(x_2, y_2)| ≥ δn.

For example, we can construct a ( 2, (_n <(^{1−δ}_2 )n ) , δ, n ) -subset code by taking one subset to be all vectors

with weight <^{1−δ}_2 n and the other to be all vectors with weight >^{1+δ}_2 n. We observe that a subset code gives us an interesting type of encoding: Consider the encoding function e : [K] × [T ] → F^n_2 , that maps a pair k ∈ [K], t ∈ [T ] into the t-th element of S_k, according to some consistent orderings. Due to the distance property of subset codes, even if we add^δ_2 n errors to e(k, t), we can still recover k; On the other hand, if there are no errors at all, we can recover both k and t from e(k, t) as it is injective. Hence, a subset-code gives us an encoding that allows us to recover a certain number of message bits if there were errors added to the codeword, and a larger number of message bits if there were no errors added to the codeword. The simple construction sketched in the beginning of this paragraph, for example, allows us to recover 1 bit in the presence of δ/2 errors, and (1 − θ(δ^2))n bits if there are no errors present.

Next, we give upper and lower bounds for the best parameters possible in a subset code. The following isoperimetric inequality for vertices in the hypercube is due to Harper (see [Har66, Bol86, Cal04, Rät20]).

Theorem 6.3 (Harper’s Inequality). For every m, r_1, r_2 ∈ N such that r_1 + r_2 ≤ m, and any A ⊆ F^m_2 of size |A| ≥ |B(r_1)|, we have |A + B(r_2)| ≥ |B(r_1 + r_2)|. Here B(r) is the Hamming ball of radius r in F^n_2 .

As a corollary of Harper’s inequality, we deduce the following.

Lemma 6.4. Let k ≤ n, and let r be the minimal radius such that the size of the radius r ball in F^n_2 is at least |B(r)| ≥ 2^{n−k}. Then, for any δ > 0 there is no ( 2^k, (_n ≤⌈r−δn/2⌉+2 ) , δ, n ) -subset code.

Proof. Let B_{δ/2} := B (⌊δn/2⌋) be the Hamming ball of radius ⌊δn/2⌋ around 0 in F^n_2 . By Harper’s Inequality, for any code subset S_i ∈ S, |S_i + B_{δ/2}| ≥ |B (⌈r − δn/2⌉ + 2 + ⌊δn/2⌋) | ≥ |B (r + 1) | > 2^{n−k}. As ∑_2k

i=1 |S_i + B_{δ/2}| > |F^n_2 |, there must be i_1 ≠ i_2 such that S_{i1} + B_{δ/2} intersects S_{i2} + B_{δ/2}. In particular there are x ∈ S_{i1} and y ∈ S_{i2} of distance at most 2⌊δn/2⌋ ≤ δn from each other.

Denote by α = 1 −^k_n , note that^r_n = H^{−1} (α) + o(1) as n → ∞. We also note that due to the concavity of the binary entropy function, H(x − δ) ≤ H(x) − H^′(x) · δ. We furthermore note that H^′(x) = Θ (log (1/x)). We hence have ( n ≤ ⌈r − δn/2⌉ + 2 ) = 2^H(^{rn − δ2} )^{n+o(n)} ≤ 2^H(^{rn} )^{n−H′} (^{rn} )^{δ2 n+o(n)} = 2^{αn} · 2^{−Θ(δ log(n/r))n+o(n)}.

We also note that log (_n r ) = Θ ( log^1_α ) . We thus conclude from 6.4 the following.

Corollary 6.5. For any α, δ > 0, there is no ( 2^{(1−α)n}, 2^{(α−Θ(δ log(1/α)))n}, δ, n ) -subset code for all large enough n.

We next show that the above bound is asymptotically tight by constructing a subset code with similar parameters.

Lemma 6.6. Let k ≤ n, and let r be the maximal radius such that the size of the radius r ball in F^n_2 is at most |B(r)| ≤ 2^{n−k}. Then, for any δ > 0 there exists a ( 2^{k−1},^1_2 (_n ≤⌊r−δn⌋ ) , δ, n ) -subset code.

Proof. We construct the subset code greedily with the following algorithm.

1. Set S_0 = ∅, P_0 = F^n_2 .

2. For i = 1, . . . , 2^{k−1} do:

(a) Pick point s_i such that B(s_i, r − δn) ∩ P_{i−1} ≥ |B(r − δn)|/2. (b) Denote by S_i = B(s_i, r − δn) ∩ P_{i−1}. (c) Set P_i = P_{i−1} \ B(s_i, r) and S_i = S_{i−1} ∪ {S_i}.

Note that |B(r)| ≤ 2^{n−k} and hence |P_i| ≥ 2^n − 2^{n−k} · i ≥ 2^{n−1}. In particular, for a random point s_i the expected size of B(s_i, r − δn) ∩ P_{i−1} is at least |B(r − δn)|/2 and therefore we can always execute line number 2a in the greedy algorithm.

Also, note that for every x ∈ S_i and y ∈ P_i it holds that d_H (s_i, x) ≤ r − δn and d_H (s_i, y) ≥ r therefore by triangle inequality d_H (x, y) ≥ δn. Since for all j > i, S_j ⊂ P_i it holds that the distance of the subset code S = S_2k−1 is at least δn.

As before, we analyze the asymptotic of the parameters in the construction. Note that for any x ∈ (0, 1/2) we have H(x − δ) ≥ H(x) − H^′(x)δ − Θ (_{δ2} x ) . We conclude the following.

Corollary 6.7. For any α > 0 and 0 < δ ≪ α/ log (1/α), there exists a ( 2^{(1−α)n}, 2^{(α−Θ(δ log(1/α)))n}, δ, n ) - subset code for all large enough n.

6.1 Linear Subset Codes

Definition 6.8. A subset code S is called linear if every subset S_i ∈ S is an affine subspace of F^n_2 .

We next show that contrary to standard error correcting codes, in the case of subset codes linear constructions are not asymptotically optimal.

Lemma 6.9. For any α, δ > 0 there is no linear ( 2^{(1−α)n}, 2^{(α−Θ(δ log(δ/α)))n}, δ, n ) -subset code for all large enough n.

Proof. Assume S was such a linear subset code. Consider some S_i ∈ S, as it is an affine subspace we have S_i = u + V where u ∈ F^n_2 is some vector and V is a linear subspace of F^n_2 of exactly log |S_i| dimensions. As such, there exists a subset I ⊂ [n] of log |S_i| coordinates that are shattered by V (and S_i), that is, the projection of S_i to these coordinates is surjective. Therefore, the size of S_i+B(δn/2) is at least |S_i|· (_{n−log |Si|} ≤δn/2 ) ;

That is because for every possible binary assignment to the coordinates of I, there is a vector in S_i respecting it — and thus, at least (_{n−log |Si|} ≤δn/2 ) such vectors in S_i + B(δn/2). Finally, we observe that |S_i| · ( n − log |S_i| ≤ δn/2 ) ≥ 2^{(α−Θ(δ log(δ/α)))n} · ( αn ≤ δn/2 ) > 2^{αn}, and thus there are i ≠ j such that S_i + B(δn/2) intersects S_j + B(δn/2) — contradicting S being a subset code of distance δ.

To illustrate the parameters, consider for example fixing some α ∈ (0, 1) and taking δ → 0; For general subset codes, we have seen that for K = 2^{αn} the optimal size of each subset is T = 2^{(1−α−Θ(δ))n}; On the other hand, for linear subset codes this optimal size is T = 2^{(1−α−H(δ))n}, which does not improve the total size of T · K from the bound for the size of standard error correcting codes.

7 Upper Bounds

We emulate the proof for linear codes with some more technical complications.

Theorem 7.1. For every (R, ε)-unbounded code we have R ≤ 1 − Ω ( √ ε), if the code is also linear then we have R ≤ 1 − Ω (√ ε log (1/ε) ) . Let x = (x_1, x_2, . . . , x_n, . . .) be a message vector chosen uniformly at random. Denote by H(i) := H (P_i ∘ C (x)) the entropy of the first i bits of the code-word of the uniformly chosen message x. Notice that this definition coincides with that of the linear case if C is linear. We observe that it still holds that H(0) = 0 and H(i + 1) ≤ H(i) + 1 for every i, hence also H(i) ≤ i. For every i we again denote by r(i) := i − H(i) ≥ 0 the redundancy of the i-prefix of the code C. We also follow with an analog to Lemma 5.2.

Lemma 7.2. Let C be a (R, ε)-unbounded code. For every i ≥ k_0 we have r(i) ≤ (1 − R)i + 1.

Proof. By definition, the first i bits of a code-word of C are enough to recover the first k := ⌊Ri⌋ bits of the message. In particular, the function P_k ∘ C^{−1} is well-defined and we have ( P_k ∘ C^{−1} ) (C (x) [: i]) = x[: k] for every x. We hence have

H(i) = H (C (x) [: i]) ≥ H (( P_k ∘ C^{−1} ) (C (x) [: i]) ) = H (x[: k]) = k,

where the first inequality is known as the data processing inequality and the last equality is simply the entropy of a uniform random variable over 2^k elements. We conclude that r(i) = i − H(i) ≤ i − k ≤ i − Ri + 1.

Lemma 7.3. Let C be a (R, ε)-unbounded code. For every i, j ∈ N with i ≥ k_0 and j ≥^i_R it holds that r ( j − ⌊ j − i 4 ⌋ ) − r (i − 1) ≥ c · (εj) , for some universal constant c > 0.

Lemma 7.3 is similar to Lemma 5.3, albeit its proof is substantially more technical. In this proof we make use of the bounds on subset codes from Section 6.

Definition 7.4. We say that a message prefix x_0 is (T, n)-heavy for a code-word prefix c_0, if | | |{C(x)[: n] | C(x)[: |c0|] = c0 and x[: |x0|] = x0} | | | > T, that is, there are more than T different code-word prefixes of length n that begin with c_0 and encode a message that begins with x_0. More generally, for a set X of message prefixes, all of some length i, we say that X is (T, n)-heavy for a code-word prefix c_0 if | |{C(x)[: n] | C(x)[: |c0|] = c0 and x[: i] ∈ X} | | > T. Lemma 7.5. Let i ≥ k_0, j ≥ i/R, ℓ < j, and (j − ℓ)/8 ≤ k ≤ (j − ℓ)/4. Let c_0 be a code-word prefix of length ℓ. Let X_1, X_2, . . . , X_2k be 2^k sets of message prefixes of length i that are pairwise disjoint. Then, not all of the sets X_p are (T, j)-heavy for c_0, for T := 2^{(1−γ)(j−ℓ)−k} and some γ = Θ (_{εj} j−ℓ ) . Proof. Assume the contrary, thus every set X_p for 1 ≤ p ≤ 2^k is (T, j)-heavy for c_0. For each p, by definition of (T, j)-heaviness, we know that there are more than T distinct code-prefixes C(x)[: j] of length j such that C(x)[: ℓ] = c_0 and x[: i] ∈ X_p; Let S_p be the set of the suffixes C(x)[ℓ + 1 : j] of those codeprefixes. The sets {S_p}^{2k}_{p=1} each contain more than T vectors of length m := j − ℓ. By Corollary 6.5, there is no ( 2^k, T,^{εj}_m , m ) -subset code, as we chose T = 2^{m−k−Θ}(^{εjm} )^m. Therefore, there must be c_1 ∈ S_{p1} and c_2 ∈ S_{p2} such that p_1 ≠ p_2, and |c_1 − c_2| ≤ (_{εj} m ) m = εj. We conclude that there are messages x^′_1, x^′_2 such that x^′_1[: i] ∈ X_{p1} , x^′_2[: i] ∈ X_{p2} , hence x^′_1[: i] ≠ x^′_2[: i], and also

|C(x^′_1)[: j]−C(x^′_2)[: j]| = |C(x^′_1)[: ℓ]−C(x^′_2)[: ℓ]|+|C(x^′_1)[ℓ+1 : j]−C(x^′_2)[ℓ+1 : j]| = |c_0 −c_0|+|c_1 −c_2| ≤ εj,

which is a contradiction to C being a (R, ε)-unbounded code.

Corollary 7.6. Let i ≥ k_0, j ≥ i/R, ℓ < j, and (j − ℓ)/8 ≤ k ≤ (j − ℓ)/4. Let c_0 be a code-word prefix of length ℓ. There are less than 2^k message-prefixes {x_p} of length i that are (T, j)-heavy for c_0, for T as defined in Lemma 7.5.

Proof. If there are 2^k distinct such code-prefixes x_1, . . . , x_2k , we apply Lemma 7.5 with X_p := {x_p} and get a contradiction.

Corollary 7.7. Let i ≥ k_0, j ≥ i/R, ℓ < j, and (j − ℓ)/8 ≤ k ≤ (j − ℓ)/4. Let c_0 be a code-word prefix of length ℓ. Define T as in Lemma 7.5. Let X be the set of all message prefixes of length i which are not (T, j)-heavy for c_0. Then, X is not ( 2^{k+1} · T, j ) -heavy for c_0.

Proof. Pick an arbitrary order x_1, x_2, . . . , x_{|X|} of the prefixes in X. Denote for 1 ≤ p ≤ |X| by X_p := {x_1, x_2, . . . , x_p} the subset of X containing the first p prefixes in the order. Denote by t_p the largest integer t for which X_p is (t, n)-heavy for c_0, we let t_0 := −1. As each x_i is not (T, j)-heavy for c_0, it holds that t_{p+1} − t_p ≤ T − 1 for every 1 ≤ p < |X|. Assume by a way of contradiction that X = X_{|X|} is ( 2^{k+1} · T, j ) -heavy for c_0; That is, t_{|X|} ≥ 2^{k+1} · T .

Hence, we may greedily partition the sequence x_1, . . . , x_{|X|} into 2^k consecutive subsequences with each being between T and 2T − 1 heavy in the following manner: Let q_1, q_2, . . . , q_2k be defined as q_1 being the first index r for which t_r ≥ T , and then iteratively q_p being the first index r for which t_r − t_{qp−1} ≥ T . We observe that the process ends as t_{pq} ≤ (2T − 1) · q for every q. We also observe that for every q, the set X_{pq} \ X_{pq−1} is (T, j)-heavy for c_0, and that these 2^k sets are disjoint. We therefore get a contradiction by applying Lemma 7.5.

Proof of Lemma 7.3. Denote by ℓ := i − ⌊^{j−i}_4 ⌋, by m := j − ℓ, and by k := ⌊^{j−i}_4 ⌋ − 1. We note that (j − i) ≈ 4 5 (j − ℓ) and hence^1_8 (j − ℓ) ≤ k ≤^1_4 (j − ℓ). Let x be a uniformly drawn message, define the random variables C_0 := C(x)[: ℓ], C_1 := C(x)[ℓ + 1 : j]; We will estimate the conditional entropy H (C_1 | C_0). Let T be as defined in the statement of Lemma 7.5. Denote by B the indicator variable of the probabilistic event that x[: i] is (T, j)-heavy for any code-prefix c_0 of length ℓ. By Corollary 7.6, there are at most 2^k prefixes x[: i] that are (T, j)-heavy for each specific c_0, and thus Pr[B = 1] ≤ 2^{ℓ+k−i} ≤^1_2 . For any possible assignment c_0 to C_0, and conditioned on the event B = 0, Corollary 7.7 tells us that the support of C_1 is of size less than 2^{k+1} · T . Hence, H (C_1 | C_0 = c_0, B = 0) < log ( 2^{k+1} · T ) . As the previous holds for any c_0, we also get H (C_1 | C_0, B = 0) < log ( 2^{k+1} · T ) . As the support of C_1 is always of size at most 2^m, we also have H (C_1 | C_0, B = 1) ≤ m. Therefore,

H (C_1 | C_0, B) = Pr[B = 1] · H (C_1 | C_0, B = 1) + Pr[B = 0] · H (C_1 | C_0, B = 0) < Pr[B = 1] · m + Pr[B = 0] · log ( 2^{k+1} · T ) = Pr[B = 1] · m + Pr[B = 0] · ( 1 + ( 1 − Θ ( εj m )) m )

= Pr[B = 1] · m + Pr[B = 0] · (m − Θ (εj)) = m − Pr[B = 0] · Θ (εj) .

We further notice that

H (C_1 | C_0) ≤ H (C_1, B | C_0) = H (B | C_0) + H (C_1 | C_0, B) ≤ H (B) + H (C_1 | C_0, B) ≤ 1 + H (C_1 | C_0, B) .

Finally, we deduce r(j) − r(ℓ) = (j − H (j)) − (ℓ − H (ℓ)) = m − (H (j) − H (ℓ)) = m − (H (C_0, C_1) − H (C_0)) = m − H (C_1 | C_0) ≥ m − H (C_1 | C_0, B) − 1 ≥ Pr[B = 0] · Θ (εj) − 1 ≥ Ω (εj)

We finally wrap up and the proof of Theorem 7.1

Proof of Theorem 7.1. The proof that R ≤ 1−Ω(ε) is essentially identical to the proof of Theorem 5.1 where Lemma 5.2 is replaced with Lemma 7.2, and Lemma 5.3 is replaced with Lemma 7.3.

Let n^′, n ∈ N be large enough integers, we think of n as much larger than n^′, and of n^′ as a large constant. When we write o(1) or ω(1) throughout the proof, it is with respect to n^′ → ∞ and^n_{n′} → ∞. We define the sequence n_0, . . . n_k recursively by n_0 := n, then n_{k+1} := ⌊Rn_k⌋ − ⌊^{nk −⌊Rnk ⌋}_4 ⌋ for every k ≥ 0, and finally K is the largest k such that n_k > n^′. For every 0 ≤ k < K by using Lemma 7.3 with j = n_k, i = ⌊Rn_k⌋, we have r (n_k) − r (n_{k+1}) ≥ c · εn_k. Denote by R̄ := 1 − R. For every k, we have n_{k+1} ≥ ( 1 −^5_4 R̄ ) n_k − 2. By iterative application of the previous inequality, we also have n_k ≥ ( 1 −^5_4 R̄ )_k n_0 −^8_{5R̄} . This also implies that K = ω(1). Consider the following telescopic summation,

r (n_0) − r (n_K ) = K−1∑ k=0 (r (n_k) − r (n_{k+1})) ≥ c K−1∑ k=0 εn_k

= c · ε K−1∑ k=0 n_k

≥ (1 − o (1)) c · ε K−1∑ k=0 ( 1 − 5 4 R̄ )_k n_0

= (1 − o (1)) c · εn · 1 5R̄/4 . We finally observe that r(n_K ) ≥ 0, and that by Lemma 7.2 we also have r(n_0) ≤ R̄n + 1. We conclude that R̄ ≥^{4c}_5 · ε/R̄, and in particular that R̄ ≥ Ω ( √ ε). For linear codes, we can use the improved bounds for linear subset codes to replace ε with ε log (1/ε) in the proof. Consider the sets

S_{c0,x0} := | | |{C(x)[: n] | C(x)[: |c0|] = c0 and x[: |x0|] = x0} | | |, as defined in Definition 7.4. When C is linear, every set S_{c0,x0} is an affine subset of F^n_2 . Furthermore, for a fixed c_0 every set S_{c0,x0} that is not empty is exactly the same size. Thus, in the proof of Corollary 7.6 we may use Lemma 6.9 instead of Corollary 6.5 and thus set γ = Θ (_{εj} j−ℓ log (_{j−ℓ} εj )) = Θ (_{ε log(1/ε)j} j−ℓ ) instead

of γ = Θ (_{εj} j−ℓ ) in the definition of T . For the proof of Corollary 7.7 we recall that if there is any non-empty non-heavy S_{c0,x0} for a fixed c_0, then all of these are of the same size. If the number of non-empty such sets is ≤ 2^k then we just think of them all as heavy, otherwise we can use Lemma 6.9 again and obtain the same T . Therefore, in the case of a linear C we end up with R̄ ≥ Ω (√ ε log (1/ε) ) .

8 Improved Construction

In this section we improve the construction of unbounded codes by using the (non-linear) subset codes of Section 6. The other building block we use is standard error correcting codes, in particular, we use systematic codes or checksum bits. A systematic code is an error correcting code in which the codeword contains the message itself. It is well known that any linear error correcting code can be converted into a systematic code of the same rate and distance [Bla03]. In particular, the following is standard.

Fact 8.1. For every δ > 0 and large enough n there exists a linear map CS_δ : F^n_2 → F^{H(δ)n}_2 such that the concatenation (x||CS_δ (x)) is an ECC with distance δ.

Using checksum bits, a natural construction for unbounded codes is the following: Repeatedly transmit a certain number of new message bits, and afterwards transmit a checksum CS_ε on the entire prefix of the code beforehand. Right at the end of the checksum bits, the codeword prefix is a true ECC of distance ε. On the other hand, if we consider a prefix of the codeword that ends right before a checksum, then the entire last chunk of new message bits must be ignored as we are unable to resolve any corruption within it. If the size of the code is n before such an iteration, and we add αn new message bits then add the ≈ H(ε)n checksum bits, then the rate of the code is at most min (_α α+H(ε) , 1 − α ) where the former term comes from the code bits we “waste” on the checksums and the latter term comes from the last chunk of new message bits we might have to ignore. These two terms equalize at rate 1 − √ H(ε).

B_1B_2. . .B_{ℓ−1}b_1b_2. . .b_{ℓ−1} C_1C_2 C_{ℓ−1}

Figure 1: Partition of the new message bits into blocks and sub-blocks, and their participation in the subset codes.

Our construction of unbounded codes uses checksums and subset-codes in interleave. We remind the reader that a subset code can be viewed as an injective encoding C̄ : [2^{k1} ] × [2^{k2} ] → F^n_2 that has the following two properties: (i) Due to e being injective, from e(x, y) we can recover x and y; (ii) Due to the properties of the code, even if we add errors to e(x, y) we can still recover x. In particular, if we use subset-codes to encode the new message bits instead of writing them explicitly, then even before seeing a checksum we would be able to recover some (e.g., k_1) of the new message bits despite possible corruptions. After seeing the checksum, we would be able to recover all of the new message bits (e.g., k_1 + k_2).

Theorem 8.2. For every small enough ε > 0 and R < 1 − Ω (√ ε log log^1_ε ) , there exists a (R, ε)-unbounded code.

Our construction is iterative. We start by encoding the first k_0 (constant) bits of the message with a standard ECC of distance ε and set k = k_0. Then we show how we can take an unbounded code prefix of length k and extend it by roughly √ ε log^1/εk bits. Fix R = 1 − Ω( √ ε log log^1/ε).

Lemma 8.3. Let C_0 : F^k_2 → F^{kR}_2 be a code that admits properties of an (R, ε) unbounded code for k_0 ≤ i ≤ k and furthermore has relative distance 2ε in its entirety. Let k_1 = k + k · √ ε log(^1/ε) then we can extend C_0

into a longer code C : F^{k1}_2 → F^{k1R}_2 that admits both of these properties as well.

Proof. We construct the new code as a concatenation C_0||C_1||CS_{2ε}, where C_0 is the shorter code we start with, CS_{2ε} are O(H(2ε)k_1) parity bits on C_0||C_1 that will ensure that the relative distance of the whole code is at least 2ε, and we next detail the construction of C_1. The code C_1 encodes k_1 −k = k √ ε log(^1/ε) new message bits. We partition these message bits into ℓ =^{log 1/ε}√_{log log 1/ε} consecutive blocks B_1, B_2, . . . , B_ℓ each of size s = k √ ε log log^1/ε. The last block, B_ℓ, we further partition into ℓ−1 sub-blocks B_ℓ = b_1||b_2|| . . . ||b_{ℓ−1} of size^s_ℓ ≈ k^{√ε log log 1/ε}

log^1/ε each. Each pair (Bj , bj ) of a block and a corresponding sub-block will be encoded together using

a subset code. Let C̄ : F^s_2 × F^{s/ℓ}_2 → F^r_2 be a ( 2^s, 2^{s/ℓ}, 2 √_ε log log^1/ε , r ) subset code. By Corollary 6.7 we have

such a subset code for r = s · ( 1 +^1/ℓ + Θ (√ ε log log^1/ε · log (ℓ) )) = s · ( 1 +^1/ℓ + Θ (√ ε log log^1/ε )) . We

then define C_1 := C̄_1||C̄_2|| . . . ||C̄_{ℓ−1} where C̄_j := C̄(B_j , b_j ). See Figure 8 for an illustration of how the new message bits are partitioned into blocks and sub-blocks, and which of these are used in every subset code.

We first observe that while we encode k √ ε log(^1/ε) new message bits, we extend the code-word by

(ℓ − 1) · r + O(H(2ε)) ≤ (ℓ − 1) · (( s + s ℓ ) · ( 1 + Θ (√ ε log log^1/ε ))) + O(H(2ε)) ≤ k √ ε log^1/ε · ( 1 + Θ (√ ε log log^1/ε ))

bits. Hence, the overall rate is as we desire, as well as the relative distance of the entire code (due to the checksum). It is thus only left to verify that strict prefixes of C_0||C_1||CS_{2ε} (that are not prefixes of C_0) also satisfy the distance property. We observe that the size of every C̄_i is r and the total number of corrupted bits is bounded by εk_1 and therefore the relative error within each subset code is at most^{εk1}_r < 2 √_ε log log^1/ε .

Hence, for every C̄_j that is fully contained in the prefix we are able to recover B_j despite the errors (but not b_j ). This is the reason for the ordering of the new message bits: at the end of each C̄_j we recover B_j , and only after the final checksum we recover all b_j ’s (that is B_ℓ) as well. Suppose that our prefix ends in the middle of some C̄_j , we will calculate how many message bits that were encoded we are unable to recover: First, as we are in the middle of a subset code we have no guarantees for it, so we can not recover B_j , for every previous C̄_i for i < j we are able to recover B_i. Thus, the length of the prefix we have minus the length of C_0 is < j · r, and the number of message bits we recover is (j − 1)s. Thus, the length of the prefix of C_1 we see minus the number of new message bits we can recover is at most r + (j − 1)(r − s) ≤ r + ℓ ( s · (_1 /ℓ + Θ (√ ε log log^1/ε ))) = O(s) = O ( k √ ε log log^1/ε ) .

We conclude the proof of Theorem 8.2 by applying this extension lemma iteratively.

9 Summary and Open Problems

We introduced and initiated the study of Unbounded Error Correcting Codes. Several natural questions remain open. Primarily, the gap between Ω ( √ ε) and O (√ ε log log (1/ε) ) in the rate of an optimal code remains open. Furthermore, many of the questions that were studied in the context of standard ECCs are relevant for unbounded ECCs as well: Can we make the best constructions explicit? Can we have fast encoding and decoding algorithms? A natural starting point will be an explicit construction for subset codes, as the one we present takes exponential time.

9.1 Alphabet Size

In the vast majority of this paper we focus on the binary alphabet Σ = Γ = F_2 , which is equivalent to the case of an alphabet of any arbitrary constant size |Σ|, |Γ| = O(1). Nonetheless, the same questions we present may also be asked for an alphabet size that is related to ε. In standard Error Correcting Codes, the optimal rate of 1 − R = Θ(ε log(1/ε)) as ε → 0 is refined to 1 − R = Θ ( ε ( log_q (1/ε) + 1 )) when the alphabet size q := |Σ| is taken into account. In our construction of the linear code of Section 4, the bound is similarly refined to 1 − R = O (√ ε ( log_q (1/ε) + 1 )) when the dependence on q is considered. In particular, when q = Ω

(_1 ε ) we obtain a linear code with rate 1 − R = O ( √ ε). On the other hand, the rate upper bound for linear codes in Section 5 is independent of the alphabet size and thus shows 1 − R ≥ √ ε for any q, which is tight for q = Ω

(_1 ε ) . Acknowledgments

Or Zamir’s research is supported in part by the Israel Science Foundation, Grant No. 1593/24, and by the Blavatnik foundation.

Klim Efremenko’s research is supported by the European Research Council (ERC), Grant No. 949707.

References

[Bla03] Richard E Blahut. Algebraic codes for data transmission. Cambridge university press, 2003.

[Bol86] Béla Bollobás. Combinatorics: set systems, hypergraphs, families of vectors, and combinatorial probability. Cambridge University Press, 1986.

[BR11] Mark Braverman and Anup Rao. Towards coding for maximum errors in interactive communication.

In Proceedings of the forty-third annual ACM symposium on Theory of computing, pages 159–166, 2011.

[Cal04] Chris Calabro. Harper’s theorem, 2004.

[CS20] Gil Cohen and Shahar Samocha. Palette-alternating tree codes. In Shubhangi Saraf, editor, 35th Computational Complexity Conference, CCC 2020, July 28-31, 2020, Saarbrücken, Germany (Virtual Conference), volume 169 of LIPIcs, pages 11:1–11:29. Schloss Dagstuhl - Leibniz-Zentrum für Informatik, 2020.

[EKS20] Klim Efremenko, Gillat Kol, and Raghuvansh R Saxena. Interactive error resilience beyond 2/7.

In Proceedings of the 52nd Annual ACM SIGACT Symposium on Theory of Computing, pages 565–578, 2020.

[G^+17] Ran Gelles et al. Coding for interactive communication: A survey. Foundations and Trends® in Theoretical Computer Science, 13(1–2):1–157, 2017.

[GHS14] Mohsen Ghaffari, Bernhard Haeupler, and Madhu Sudan. Optimal error rates for interactive coding i: Adaptivity and other settings. In Proceedings of the forty-sixth annual ACM symposium on Theory of computing, pages 794–803, 2014.

[Gil52] Edgar N Gilbert. A comparison of signalling alphabets. The Bell system technical journal, 31(3):504–522, 1952.

[Gra11] Robert M Gray. Entropy and information theory. Springer Science & Business Media, 2011.

[Hae14] Bernhard Haeupler. Interactive channel capacity revisited. In 55th IEEE Annual Symposium on Foundations of Computer Science, FOCS 2014, Philadelphia, PA, USA, October 18-21, 2014, pages 226–235. IEEE Computer Society, 2014.

[Ham50] Richard W Hamming. Error detecting and error correcting codes. The Bell system technical journal, 29(2):147–160, 1950.

[Har66] Lawrence H Harper. Optimal numberings and isoperimetric problems on graphs. Journal of Combinatorial Theory, 1(3):385–393, 1966.

[Jus72] Jørn Justesen. Class of constructive asymptotically good algebraic codes. IEEE Transactions on information theory, 18(5):652–656, 1972.

[KR13] Gillat Kol and Ran Raz. Interactive channel capacity. In Dan Boneh, Tim Roughgarden, and Joan Feigenbaum, editors, Symposium on Theory of Computing Conference, STOC’13, Palo Alto, CA, USA, June 1-4, 2013, pages 715–724. ACM, 2013.

[Rät20] Eero Räty. Uniqueness in harper’s vertex-isoperimetric theorem. Discrete Mathematics, 343(4):111696, 2020.

[Sch93] Leonard J Schulman. Deterministic coding for interactive communication. In Proceedings of the twenty-fifth annual ACM symposium on Theory of computing, pages 747–756, 1993.

[Sch96] Leonard J Schulman. Coding for interactive communication. IEEE transactions on information theory, 42(6):1745–1756, 1996.

[SM06] A. Sahai and S. Mitter. The necessity and sufficiency of anytime capacity for stabilization of a linear system over a noisy communication link—part i: Scalar systems. IEEE Transactions on Information Theory, 52(8):3369–3395, 2006.

[SS96] Michael Sipser and Daniel A Spielman. Expander codes. IEEE transactions on Information Theory, 42(6):1710–1722, 1996.

[Var57] Rom Rubenovich Varshamov. Estimate of the number of signals in error correcting codes. Docklady Akad. Nauk, SSSR, 117:739–741, 1957.

[Zam24] Or Zamir. Undetectable steganography for language models. Transactions on Machine Learning Research, 2024.

A Proof of Theorem 4.5

Proof. Our construction is similar to the adversarial case. Each code symbol is a random linear combination of a prefix of the message. That is, we pick random coefficients a_{i,j} and set

C(x_1, x_2 . . .)[j] := r_0·j∑

i=1 a_{i,j} x_i, for some R < r_0 < 1 − h(3ε) to be chosen later. Our decoding procedure is to output the closest codeword in hamming distance, we next show that its corresponding message is consistent with a long prefix of the original message.

Claim A.1. Fix j. With positive probability over the choice of all coefficients a_{i,j} the following holds: For every x ≠ y such that k ≤ Rj is the minimal for which x[k] ≠ y[k], we have d_h(C(x)[1, . . . j], C(y)[1, . . . j]) ≥ 3ε(j −^k_{r0} ).

Proof. Let us first fix j and k. Set n_0 = j −^k_{r0} . Note that n_0 ≥ j −^R_{r0} j = j(1 − R/r_0). The claim holds iff for every x such that x[1, . . . k−1] = 0 and x[k] = 1 it holds that wt(C(x)[1 . . . j]) ≥ 3εn_0. Next note that for any such x, C(x)[^k_{r0} , . . . , j] is a random vector. Also note that L = {C(x)[1, . . . j] : x[0, . . . k − 1] = 0, x[k] = 1} is an affine space of dimension at most j · r_0 − k = n_0 · r_0. Thus the probability for some vector in L to be of weight at most 3εn_0 is at most 2^{−n0} |B(2ε, n_0)| . Thus by union bound any vector in L will have such a weight with probability at most 2^{−n0+r0n0} |B(3εn_0, n_0)| ≤ 2^{−n0(1−r0−h(2ε)−o(1))}. Thus, if r_0 < 1 − h(3ε), this will be exponentially small. Now note that since n_0 ≥ j(1 − R/r_0) for a fixed j, the sum of this probability over all k will be at most^1_{1−r0−h(2ε)} 2^{−j(1− Rr}0^). Thus for a large enough k_0, the summation over all j > k_0 will be less than 1.

Now let η = (η_1, η_2 . . . η_j ) be the noise vector. From a standard Chrenoff argument, it follows that the probability that for some i ≤^R_{r0} j the sub-vector η[i, . . . j] has a relative weight more than 1.5ε is at most exponentially small in j. Now let us show that for every η = (η_1, η_2 . . . η_j ) that does not satisfy this the decoding of C(x) + η will return x[1, . . . Rj]. Let y be different from x in first Rj coordinates. Let k be the first coordinate where they are different. Then C(x), C(y) are equal in first^k_{r0} coordinates; thus, noise in these coordinates will not make any difference to prefer x or y. Since by the Claim C(x), C(y) differ in 3ε fraction of the remaining coordinates and since relative noise in these coordinates less than half of this C(x) will be closer to the C(x) + η that C(y).