arXiv:2409.13667v1 [quant-ph] 20 Sep 2024

Information Reconciliation for Continuous-Variable Quantum Key Distribution Beyond the Devetak-Winter Bound Using Short Blocklength Error Correction Codes

Kadir Gümüş, João dos Reis Frazão, Aaron Albores-Mejia, Boris Škorić, Gabriele Liga, Yunus Can Gültekin, Thomas Bradley, Alex Alvarado, and Chigo Okonkwo

Abstract—In this paper we introduce a reconciliation protocol with a two-step error correction scheme using a short blocklength low rate code and a long blocklength high rate code. We show that by using this two-step decoding method it is possible to achieve secret key rates beyond the Devetak-Winter bound. We simulate the protocol using short blocklength low-density parity check code, and show that we can obtain reconciliation efficiencies up to 1.5. Using these high reconciliation efficiencies, it is possible double the achievable distances of CV-QKD systems.

I. INTRODUCTION

Concerns about data security have been growing in the past couple of years with the advent of quantum computing [1], and as a result quantum key distribution (QKD), first proposed in [2], has turned into a widely researched topic. Powerful enough quantum computers could break existing cryptography protocols using Shor’s algorithm [3]. QKD allows for the sharing of unconditionally secure keys between two communicating parties, Alice and Bob, without an eavesdropper Eve being able to recover the keys, even if Eve were to have access to a powerful quantum computer.

In general, QKD is categorised into two different streams: discrete-variable (DV) [2], and continuous-variable (CV) QKD [4]. The main difference lies in the measurement of the quantum states, where in DV-QKD single photons are measured, while for CV-QKD a significantly attenuated coherent signal is

This work was supported by the Dutch Ministry of Economic Affairs and Climate Policy (EZK), as part of the PhotonDelta National GrowthFunds Programme on Photonics and the QuantumDeltaNL National Growthfunds on Quantum Technology. (Corresponding author: Kadir Gümüş) Kadir Gümüş, João dos Reis Frazão, Aaron Albores-Mejia, Thomas Bradley, and Chigo Okonkwo are with the High Capacity Optical Transmission Laboratory, Electro-Optical Communications Group, Eindhoven University of Technology, 5600 MB, Eindhoven, The Netherlands. (emails: k.gumus@tue.nl, j.c.dos.reis.frazao@tue.nl, a.albores.mejia@tue.nl, t.d.bradley@tue.nl, cokonkwo@tue.nl)

Aaron Albores-Mejia, Alex Alvarado, and Chigo Okonkwo are with CubiQ Technologies, De Groene Loper 5, Eindhoven, The Netherlands (e-mails: aaron@cubiq-technologies.com, alex@cubiq-technologies.com, chigo@cubiq-technologies.com)

Boris Škorić is with the Department of Mathematics and Computer Science, Eindhoven University of Technology, 5600 MB, Eindhoven, The Netherlands (e-mail: b.skoric@tue.nl)

Gabriele Liga, Yunus Can Gültekin, and Alex Alvarado are with the Information and Communication Theory Lab, Signal Processing Group, Eindhoven University of Technology, 5600MB, The Netherlands (e-mails: g.liga@tue.nl, y.c.g.gultekin@tue.nl, a.alvarado@tue.nl)

detected. The advantage of CV-QKD is that standard telecommunication components can be used for the implementation, allowing for a more cost-effective product which is easier to fit into the current telecommunication network. On the other hand, for DV-QKD expensive single photon detectors are required [5]. Where DV outshines CV, however, is in the complexity of the post-processing. For DV-QKD the postprocessing is relatively simple, while for CV-QKD it is one of the main bottlenecks of the system [6].

An essential part of the post-processing for CV-QKD is the reconciliation. The goal of reconciliation is to perform error correction to allow for the exchange of bits between Alice and Bob using the transmitted and measured quantum states in a secure manner. These bits will be used to distill the key during privacy amplification. Multi-dimensional reconciliation, introduced in [7], is a popular choice for reconciliation as it performs well for long-distance links, while for shorter distance links, slice reconciliation [8] is the preferred option. Other reconciliation protocols have been proposed as well, such as a rate-adaptive protocol[9], one involving multiple decoding attempts [10], and a protocol using random codebooks [11].

The performance of these error correction codes used during reconciliation determines both the achievable secret key rates (SKRs) and distance for the CV-QKD protocol. Therefore, the error correction codes used have long blocklengths such that they operate close to the Shannon capacity [6]. Additionally, because of the low signal-to-noise ratio (SNR) of the quantum channel, the rates of the error correction codes are low, making the decoding of these codes complex [12]. In [13], [14] low rate low-density parity-check (LDPC) codes were designed for reconciliation, Raptor codes have been studied in [15], Polar codes have been studied in [16], and recently LDPC codes concatenated with Polar codes have been proposed in [17]. Because the decoding of these codes is complex, the information throughput is significantly lower compared to the rest of the CV-QKD system, hence limiting the practically achievable key rates.

The reconciliation efficiency β plays a big role in the performance of a CV-QKD system. The reconciliation efficiency is a measure of how close the error correction performance is to the Shannon capacity and is defined as the rate of the code R divided by the capacity I_{AB} of the quantum channel.

Normally, the assumption is that β is bounded by 1, as it is impossible to reliably transmit information at a higher rate than the Shannon capacity [18]. During reconciliation, the frame error rate (FER), which is the fraction of frames which are rejected, of the error correction is allowed to be high, as we can simply discard any incorrectly decoded frame. Therefore, if we operate at a high FER, it is possible to reliably transmit information using error correction codes with β > 1 without violating the Shannon capacity [19].

In this work, we propose a new reconciliation protocol involving a two-stage decoding process with a low rate short blocklength error correction code and a high rate long blocklength error correction code. We show that by rejecting most frames, it is possible to achieve reconciliation efficiencies above 1 and get non-zero SKRs. By using our proposed protocol, it is possible to more than double the distance of CV-QKD links by operating at reconciliation efficiencies up to 1.5.

The remainder of the paper is organized as follows. We describe our proposed protocol in Section IV, while in Section III we analyse the SKR of our system. We simulate short blocklength LDPC codes to validate our protocol in Section V. Finally, we conclude our paper in Section VI and propose further research avenues.

II. MULTI-DIMENSIONAL RECONCILIATION

Multi-dimensional reconciliation, first introduced in [7], is a commonly used reconciliation protocol, especially for longdistance CV-QKD systems [6]. As direct reconciliation is limited by the 3 dB limit [5], we will only consider reverse reconciliation. The goal of the reconciliation is to share a string of bits s, which will be used to distill the keys in the privacy amplification, between Alice and Bob such that they have more information on s than Eve. An overview of mutli-dimensional reconciliation is given in Fig. 1.

At the start of the CV-QKD protocol, Alice transmits a sequence x = [x^I_1, x^Q_1 , · · · , x^I_{N/2}, x^Q_{N/2}] of length N over the quantum channel, where I and Q refer to the in-phase and quadrature component of the quantum states. Thus, [x^I_i , x^Q_i ] corresponds to a constellation point in a constellation X and is randomly sampled using a quantum random number generator (QRNG). For the rest of the paper, we will write the sequence as x = [x_1, x_2, · · · , x_N ] such that [x_{2i−1}, x_{2i}] = [x^I_i , x^Q_i ] ∀i ∈ 1, 2, · · · , N/2. In the quantum channel, which is assumed to be an additive white Gaussian noise (AWGN) channel, noise z gets added to x. This noise is Gaussiandistributed with a distribution of N (0, σ^2_z /2), where σ^2_z is the total noise variance over both the in-phase and quadrature component of the noise.

Using a coherent quantum receiver, Bob measures the quantum symbols and obtains a sequence y = x + z. He generates a random bit string s using QRNG of length N · R, where R is the rate of the error correction code. Using an encoder, Bob encodes s creating the sequence c, which is a codeword from the family of codewords C from the error correction code. He transforms the bits of his codewords to a sequence of BPSK symbols u such that u_i = (−1)^{ci} ∀i ∈ 1, 2, · · · , N. Bob

x+z

Quantum Channel

Classical Channel

Alice

Coherent Quantum TransmitterDecode LLR Demap Hashing

x r l ŝ Bob Coherent Quantum Receiver QRNG Encode

BPSK Map Hashing

y s scu m h_ŝy/n

Fig. 1. An overview of multi-dimensional reconciliation.

uses a mapping function M(u, y) which maps u and y to a sequence m of length N such that applying the inverse of the function to m and y will give u, i.e., M^{−1}(m, y) = u. More detail on the mapping function is given in [7]. Bob transmits m over the classical channel, which is assumed to be errorfree, to Alice.

Alice receives m and applies the inverse of the mapping function using x to get r = M^{−1}(m, x). Because y is a noisy version of x, the demapped result r will not be equal to u. Instead, a virtual channel has been created where r = u + n, where n is the noise of the virtual channel. To retrieve c, error correction needs to be performed to get rid of the noise. Alice calculates the log-likelihood ratios (LLRs) l of her received message and uses these LLRs to attempt to decode the codeword. After decoding, she will be left with ĉ, an estimate of c. To check whether the codeword was decoded correctly, Alice first checks whether the syndrome of ĉ is equal to 0, i.e, cH^T = 0, where H is the parity check matrix of the error correction code. If this is not the case a frame error has occurred, and Alice discards the frame. If the syndrome is equal to 0, ĉ is a valid codeword of C, however this does not guarantee that ĉ = c.

One final confirmation step is done by performing a universal hash function on ŝ, the information bits of ĉ, and transmitting the result h_ŝ to Bob. Bob compares h_ŝ to the hashing result of s, h_s. If they are the same, Alice and Bob can say with very high confidence that ŝ = s, and they will use these bit strings for distilling keys during the privacy amplification. If the hashing results are not the same, a frame error has occurred and the entire frame is discarded. This hashing reveals some information on the bits, as h_ŝ is transmitted over the classical channel. This reduces the total SKR, but, because the blocklengths of the error correction codes are quite long, this leakage of information is negligible. As an example, in [12] a 32 bit cyclic redundancy check (CRC) is used for the hashing of a R =^1_{50} code with N = 10^6. The CRC bits are discarded after the hashing, meaning that they are not used for key distillation. Hence, the total rate of the code, and thus the reconciliation efficiency, decreases slightly and becomes R^′ =^{RN−32}_N = 0.019968, a 0.16% decrease in rate. This decreases the reconciliation efficiency by approximately 0.16% as well, which has some impact on the SKR, but is mostly negligible.

III. SECRET KEY RATE CALCULATIONS The SKR calculations for a CV-QKD system using multidimensional reconciliation is given by [5]:

SKR = (1 − FER)(βI_{AB} − χ_{BE} ), (1)

where β =^R_{IAB} is the reconciliation efficiency of the code, FER is the frame error rate, I_{AB} is the mutual information (MI) between Alice and Bob, and χ_{BE} is the Holevo information. A trade-off exists between β and FER, as FER increases as β increases. There is a sweet spot where the SKR is maximised for a β − FER pair, which depends on the performance of the error correction code. The SKR has two important bounds associated with it. The lower bound for the maximum achievable SKR is the Devetak-Winter bound, which is when β = 1 and FER = 0 [20]. The upper bound is given by the PLOB bound [21], which is purely dependent on the transmittance of the channel and is equal to − log_2(1 − T ) where T is the transmittance. For a fibre channel with an attenuation of α dB/km, T = 10^{(−αd)/10}, where d is the distance in km.

As mentioned before, in most works the reconciliation efficiency is assumed to be bounded by 1. In [22] it was shown that it is possible to achieve reconciliation efficiencies higher than 1 if the FER is allowed to be arbitrarily close to 1. In the same work a concern was also raised about the validity of the SKR equations if we are allowed to operate in this particular regime, claiming that eq. 1 implies a violation of the Shannon capacity. When we operate with β > 1 we extract βI_{AB} > I_{AB} per accepted codeword. However, we discard codewords which are not decoded correctly and thus do not extract information from them. The total rate of the code used in reconciliation then is actually (1 − FER)βI_{AB} , which has to be smaller or equal to I_{AB} . Therefore, in [22]), the claim is that when calculating the reconciliation efficiency, we have to multiply β by (1 − FER) to get the true reconciliation efficiency. The SKR equation should then be SKR = (1 − FER)βI_{AB} − χ_{BE} .

In this paper we argue differently. It is indeed true that the total information rate gets lowered by a factor (1 − FER), as we throw away the rejected frames, and hence do not extract any information from them. Therefore, by operating at a high FER and β > 1 we do not operate beyond Shannon capacity in a CV-QKD system. This particular result has also been shown in [19], where a lower bound for the FER is derived for when the rate of the code exceeds capacity. However, in [22] they do not apply this term to χ_{BE} , unlike in eq. 1. This would imply that Eve can extract information on the accepted frames from frames that were rejected. All frames are completely statistically independent from each other, as both x and s are generated using QRNG, and the quantum channel is assumed to be a memoryless channel, so z is independently distributed as well. Therefore, rejected frames do not leak any information on accepted frames, i.e., Eve can not extract any information on the accepted frames from the discarded frames. So the total Holevo information that Eve gathers is also lowered by a factor (1 − FER) as well. Thus, the (1 − FER) factor should apply to βI_{AB} − χ_{BE} , instead of only applying to βI_{AB} , and eq. 1 is correct.

00.20.40.60.81 10^0 10^1 10^2

I_{AB} = 0.2 I_{AB} = 0.1 I_{AB} = 0.02

FER_l β_l

Fig. 2. The theoretical bound of β vs FER. The dashed lines correspond to the maximum β for different I_{AB} .

There is a relation between the maximum achievable β given a particular FER:

(1 − FER)βI_{AB} < I_{AB} (2)

(1 − FER)β ≤ 1 β ≤ 1 1 − FER . This implies that as FER→ 1, β → ∞, while operating within the capacity bounds. Therefore, it is possible to operate with β > 1, while not violating the Shannon capacity. Additionally, β is bounded by I_{AB} , as β =^R_{IAB} and R ≤ 1 because the rate of a code can never be higher than 1. Therefore β → ∞ only if both FER → 1 and I_{AB} → 0, i.e., higher reconciliation efficiencies can be achieved over channels with lower signalto-noise ratios (SNRs). In Fig. 2 we show the relation between β and FER. These results are an upper bound to the achievable β, however, that does not guarantee that codes that can achieve this bound exist.

The implication of operating with β > 1 is that, although the total information throughput decreases because of the high FER, the total secret information that is shared increases because Alice is capable of extracting relatively more information from the accepted frames compared to Eve, who can only ever extract χ_{BE} per bit from the accepted frames. By allowing a very high FER, we are essentially only accepting frames which have fewer errors than average, allowing for them to be decoded. This principle is similar to the advantage distillation used in classical cryptography [23] and device independent QKD protocols [24].

As shown in [22], it is possible to operate with β > 1 using the standard long blocklength LDPC codes with a β = 1.09 with an FER of 0.9999. However, this long blocklength significantly reduces the performance in this regime. Normally, long blocklengths are desirable as they approach the performance of infinite blocklength codes, which are said to be capacity achieving when completely random [18]. However,

Quantum Channel

Classical Channel

Alice

Coherent Quantum Transmitter

Multi-dimensional Reconciliation Demapper

Short Blocklength

Low Rate Decoder

High Rate Long Blocklength Encoder

Bob^{CoherentQuantum}Receiver

Short Blocklength

Low Rate Encoder

Quantum Random Number Generator

Multi-dimensional Reconciliation Mapper

High Rate Long Blocklength Decoder

x_1· · ·x_Kx^1· · ·x^K

++z1

· · · z_K y_i· · ·y_K y_1· · ·y_K m_1· · ·m_K s_1· · ·s_Kc_K

· · · c_1

l_1

· · · l_K ŝ_{idx1}

· · · ŝ_{idxK·AF R} idx_1· · ·idx_{K·AF R} s_K· · ·s_1 p c_{hr} ĉ_{hr}

Fig. 3. An overview of our proposed reconciliation protocol based on multi-dimensional reconciliation.

when operating with β > 1, using a long blocklength code is actually a disadvantage. As shown in [19], the lower bound on the FER decreases when the blocklength decreases as well. Therefore, a small blocklength is desirable when β > 1 to reduce the FER as much as possible. One downside, however, is that for short blocklength codewords it is not possible to confirm that the codeword was decoded correctly using a universal hash function without significantly reducing the rate of the code. As discussed before, for long blocklength codes the decrease in reconciliation efficiency caused by revealing the result of the universal hash function over the classical channel is negligible. But when the codeword length is short, the relative amount of information revealed by transmitting h_ŝ is quite high, causing a significant reduction in β.

IV. PROPOSED RECONCILIATION PROTOCOL

Our proposed protocol is based on both the multidimensional reconciliation and the reconciliation protocol using random codebooks in [11] and aims to operate at β > 1 using short blocklength error correction codes. In Fig. 3, an overview of our proposed protocol is shown. The protocol has two decoding steps, the first with a short blocklength low rate code, the second with a long blocklength high rate code.

At that start of the protocol, Alice has K sequences x_i of length N_l, where N_l is chosen to be small, which she transmitted over the quantum channel and Bob has K sequences y_i of length N_l. For all K of these sequences, Bob generates a bit string s_i, encodes it using a short blocklength low rate encoder of rate R_l getting a sequence c_i which is a codeword of the error correction code. Using a mapping function, m_i is calculated from y_i and c_i and transmitted over the classical channel. Alice demaps m_i and calculates the LLRs of the demapped message to get l_i. She then uses l_i and tries to decode the codeword and gets an estimate ĉ_i. So far, all steps have been the same as in the standard multidimensional reconciliation protocol, except that we use a short blocklength error correction code.

She then orders these codewords based on the log aposteriori probability ratios at the output of the decoder l_{i,out}. For each codeword, Alice calculates q_i = ∑_{Nl} j=1 |l_{i,outj} |. The higher q_i is, the more certain the decoder is about the correctness of the decoded codeword. After sorting the codewords based on q_i, Alice decides to accept only a fraction of the codewords with the highest q_i. This fraction is the accepted frame rate (AFR) and is equivalent to (1 − FER) in standard reconciliation. The cut-off value q_c for which to accept or reject decoded codewords to obtain a given AFR can be determined through simulations. Then, all decoded codewords for which q ≤ q_c are accepted, while the others are discarded. It is important to note that all codewords are completely independent from each other.

The accepted frames are not necessarily decoded correctly, but have a relatively low bit error rate (BER). Normally, a hashing function is applied to both Alice’s and Bob’s information bits, but as mentioned before in the short blocklength case this would significantly impact the reconciliation efficiency. Therefore, we need to correct the residual bit errors which are still in the accepted information bits. To achieve this, Alice concatenates all of the estimated information bits together to create one very long string of bits c_h of length N_h = K · N_l · AFR, as shown in Fig. 4. It is important to note that c_h is a random bit sequence, and therefore not

5 s_{idx1}s_{idx2}· · ·s_{idxK·AFR−1} s_{idxK·AFR} c_h

Syndrome Calculation p_A ŝ_{idx1}ŝ_{idx2}· · ·ŝ_{idxK·AFR−1} ŝ_{idxK·AFR} c^′_h Decoder ĉ_h idx_1idx_2idx_{K·AF R−1} idx_{K·AF R} · · ·

Fig. 4. An overview of the second error correction step using a high rate code.

necessarily a codeword of the high rate error correction code. Alice calculates the syndrome of this bit sequence using the parity check matrix H_h of the high rate code, and transmits a one-time padded version of this syndrome p_A in addition to the indices of all accepted codewords idx to Bob.

Bob concatenates the corresponding information bits based on idx together to create c^′_h. He also calculates the syndrome of this own bit string to get p_B , and does an xor operation with Alice’s syndrome. The resulting syndrome indicates the bit difference between Alice’s and Bob’s sequences, which can be shown easily. Let t be any arbitrary codeword from the family of codewords C_h from the high rate error correction code. In that case, Alice’s bit string c_h is equal to t⊕a, where a is a binary sequence indicating the bit positions at which c_h and t are different. Similarly, for Bob’s bit string c^′_h = t ⊕ b. As mentioned before, c_h is equal to c^′_h with some bit flips, i.e., c_h = c^′_h ⊕ e, where e indicates the positions of the erroneous bits. Therefore, c^′_h = t ⊕ a ⊕ e. When the syndrome of c_h and c^′_h are added together, the result will be the syndrome of the error pattern e. The complete mathematical derivation is given below:

c_h = t ⊕ a (3) c^′_h = t ⊕ b = t ⊕ a ⊕ e p_A = c_hH^T_h p_B = c^′_hH^T_h p_A ⊕ p_B = c_hH^T_h ⊕ c^′_hH^T_h = (t ⊕ a ⊕ t ⊕ a ⊕ e)H^T_h = eH^T_h ,

By decoding this syndrome, it is possible for Bob to get ê, which is an estimate e. He applies it to c^′_h to get ĉ_h = c^′_h ⊕ê, which is an estimate of c_h.

The FER of the second step is chosen to be very low (FER < 10^{−9}), such that Alice and Bob can be completely sure that their bit strings are the same. Therefore, an additional hashing step to confirm the correctness of the decoding is not necessary, but could optionally be done.

For our proposed protocol, we have to use some secret key material when doing the one-time padding of p_A for transmission over the classical channel. This key material needs to be detracted when calculating the SKR. The amount of key material used is equal to the length of p_A. In the following we will show that this reduction in key material is equivalent to a reduction in reconciliation efficiency.

The length of a syndrome for any arbitrary block code is equal to N(1 − R). For the high rate code, the blocklength is N_h = KAFRN_lβ_lI_{AB} , where β_l =^{Rl}_{IAB} is the reconciliation efficiency of the first decoding step. The rate of the code depends on the amount of bit errors in the accepted frames BER_{AF} , which can statistically be determined by doing simulations for a given channel, code, and AFR. The capacity of the binary symmetric channel (BSC) created by discarding and concatenating the low rate codewords is 1 − h(BER_{AF} ), where h(x) is the binary entropy function. The rate of the high rate code is determined to be R_h = β_h(1 − h(BER_{AF} )), where β_h =^{Rh}

(1−h(BER_{AF} )) is the reconciliation efficiency

of the high rate code. Therefore, the length of p_A is equal to N_h(1 − R_h) = KAFRN_lβ_lI_{AB} β_hh(BER_{AF} ), which if we normalise it to the amount of key material used per bit transmitted over the classical channel, where we transmit a total of KN_l bits, becomes AFRβ_lI_{AB} β_hh(BER_{AF} ). The secret key rate for our proposed protocol is then:

SKR_t = (1 − FER_h)(AFR(β_lI_{AB} − χ_{BE} ) (4) − AFRβ_lI_{AB} β_hh(BER_{AF} )) SKR_t = AFR(1 − FER_h)(β_lβ_h(1 − h(BER_{AF} ))I_{AB} − χ_{BE} ) SKR_t = (1 − FER_t)(β_tI_{AB} − χ_B ),

where FER_t = (1 − AFR(1 − FER_h)) is the total FER of the protocol, and β_t = β_lβ_h(1 − h(BER_{AF} )) is the total reconciliation efficiency of the protocol. Because the high rate code operates at a very low FER (FER_h < 10^{−9}), (1 − FER_t) ≈ AFR.

V. RESULTS

To show the performance of the proposed protocol, we have simulated the protocol assuming the use of short blocklength LDPC codes for the first decoding step. For the second decoding step, we take into account two different scenarios: one

00.020.040.060.080.1 10^{−4} 10^{−3} 10^{−2} 10^{−1} 10^0 0.2 0.40.6 0.81 AFR

BERAF (—)

1 − h(BERAF ) (---)

β_1 = 1.6 β_1 = 1.5 β_1 = 1.4 β_1 = 1.3 β_1 = 1.2 β_1 = 1.1

Fig. 5. BER_{AF} (—) and 1 − h(BER_{AF} ) (---) vs. AFR for different β_l. The error correction code used is a R =^1_{50} TBP-LDPC code with N_l = 500.

00.020.040.060.080.1 1 1.2 1.4 1.6 AFR βt

β_l = 1.6 β_l = 1.5 β_l = 1.4 β_l = 1.3 β_l = 1.2 β_l = 1.1 Optimal

Fig. 6. β_t vs. AFR for our proposed protocol for different β_l, assuming β_h = 1. The error correction code used is a R =^1_{50} TBP-LDPC code with N_l = 500.

where the second decoding step is perfect (β_h = 1,FER_h = 0) and one where it is sub-optimal (β_h = 0.9, FER_h = 0).

In Fig. 5 we show the AFR against both BER_{AF} and 1 − h(BER_{AF} ), assuming the use of a type-based protograph (TBP) LDPC code with R =^1_{50} with N_l = 500 taken from [14]. We have the simulation for different values of β_l. As can be seen, when the AFR decreases, BER_{AF} decreases as well. This is because we order the frames based on the l_{i,out}, so based on how certain the decoder is that a particular codeword was decoded. The fewer frames we accept, the more certain we are about the accepted codewords, hence a lower BER. Conversely, the channel capacity of the resulting BSC will increase when the AFR decreases. When β_1 increases, BER_{AF} increases as well, meaning that a lower rate correction code is required during the second decoding step.

In Fig. 6 we show that the optimal β_l to choose depends on the the target AFR. As we increase AFR, the capacity of the BSC increases faster for the higher β_l then for the lower ones. As a result, at some point the R_h will be so low, that choosing a lower β_l will lead to a higher β_t for the same AFR. In general though, we want β_t to be as high as possible and we do not care as much about the AFR as we want to increase the distance of the CV-QKD system.

In Fig. 7 we show β_t against the AFR optimised over our possible choices of β_1 comparing ideal decoding in the second step with sub-optimal decoding. We also compare it to the results from [22]. Even assuming very sub-optimal decoding, β_t of up to 1.4 can still be achieved. When we compare it to using the standard reconciliation protocols, only a β_t of up to 1.09 can be achieved, while using a very low AFR of 0.0001, which significantly throttles the achievable SKRs.

We have also investigated how the blocklength of short blocklength LDPC code influences the performance of our protocol. These results are shown in Fig. 8. As the blocklength decreases, the performance of the protocol increases as well, as was expected. However, when N_l becomes too small

00.020.040.060.080.1 1 1.2 1.4 1.6 AFR βt

[22] β_l = 1.09, FER_l = 0.9999 Our method β_h = 1, FER_h = 0 Our method β_h = 0.9, FER_h = 0

Fig. 7. β_t vs. AFR for our proposed protocol with optimised β_l compared to the state-of-the-art. The error correction code used is a R =^1_{50} TBP-LDPC code with N_l = 500.

the performance degrades significantly, as can be seen for N_l = 200. This is a consequence of the error correction code used, as the code from [14] was designed for very large blocklengths. When N_l becomes too small, the performance of the code breaks down as the parity check matrix becomes too dense because of the variable nodes with very high degrees. Additionally, because of the smaller blocklength, if a frame was wrongly decoded the relative amount of errors is much higher, e.g., if there 1 bit error in an accepted frame the BER of that one frame is 0.25 when N_l = 200, while for N_l = 500 the BER would be 0.1.

Now we look at how using β_t > 1 influences the possible achievable distances for the CV-QKD systems. We assume the use of Gaussian modulation with the following variables:

00.020.040.060.080.1 1 1.2 1.4 1.6 AFR βt

N = 200 N = 500 N = 1000 N = 2000

Fig. 8. β_t vs. AFR for our proposed protocol for different N_l assuming β_h = 1.The error correction code used is a R =^1_{50} TBP-LDPC code.

050100150200250300 10^{−6} 10^{−4} 10^{−2} 10^0 d (km)

SKR(bits/symbol)

Devetak-Winter Bound PLOB Bound β_t = 1.5, AFR = 0.003„ V_A ≤ 8 β_t = 1.5, AFR = 0.003„ V_A ≤ 10^4

Fig. 9. SKR vs. distance comparing the performance of our protocol, for N = 500 and β_h = 1, assuming asymptotic. The results are compared to the Devetak-Winter bound and the PLOB bound.

quantum efficiency η = 0.6, electronic noise v_{el} = 0.01, excess noise on Bob ξ_{Bob} = 0.001, and α = 0.2 dB/km. First, we consider the asymptotic case, where the privacy amplification block size N_{privacy} is infinite. The results are shown in Fig. 9. We compare our protocol to both the Devetak- Winter bound and the PLOB bound. We further consider two different settings for our protocol, one where the modulation variance V_A < 8, and one where V_A < 10^4. What we can see is that when the modulation variance is kept low, our protocol performs firmly below the Devetak-Winter bound. However, when we allow V_A to be very large our protocol can achieve key rates above the Devetak-Winter bound for longer distances. An issue, however, is that the SKRs of our protocol are also above the PLOB bound, which is supposedly an upper bound to the SKR. Further research needs to be done on why this is the case, but we conjecture that the assumptions made in the derivations of the PLOB bound don’t correspond to our protocol.

We also compare our protocol to results obtained using conventional multi-dimensional reconciliation. Here, the V_A is optimised for each data point and can take values between 0 and 50, and N_{privacy} = 10^7. The results are shown in Fig. 10. Compared to standard implementations, we can more than double the achievable distance when using high β_t, even with sub-optimal decoding. Even at shorter distances, there are cases where with our protocol higher SKRs are achievable, because the increase in β_t outweighs the low AFR. Compared to the results in [22], SKRs are several orders of magnitude higher and distance are still almost doubled.

VI. CONCLUSION In this paper we have proposed a new information reconciliation protocol based on the use of low rate short blocklength error correction codes used in concatenation with a second high rate long blocklength code. We show that with this method, it is theoretically possible to achieve β_t > 1, with

020406080100120140 10^{−7} 10^{−6} 10^{−5} 10^{−4} 10^{−3} 10^{−2} 10^{−1} 10^0 d (km)

SKR(bits/symbol)

β_t = 1.5, AFR = 0.003 β_t = 1.3, AFR = 0.021 β_l = 1.09, FER_l = 0.9999 [22] β_l = 0.99, FER_l = 0.99 [14] β_l = 0.95, FER_l = 0.1 [14]

Fig. 10. SKR vs. distance comparing the performance of our protocol, for N = 500 and β_h = 0.9, to the results from [22] and [14].

no limit to the value of β_t. We implemented short blocklength LDPC codes and show that with these codes it is possible to achieve β_t up to 1.5, which would allow us to more than double the distances for CV-QKD links. In the future, further research on different designs for different families of short blocklength codes, such as Polar codes and Turbo codes should be conducted. Investigation on why the PLOB bound is exceeded needs to be performed. Furthermore, we want to implement our protocol in a practical CV-QKD system and see how the performance is in an experimental system. With this work, we think we have opened up the possibility for new exciting research for information reconciliation for CV-QKD.

REFERENCES

[1] L. Gyongyosi and S. Imre, “A survey on quantum computing technology,” Computer Science Review, vol. 31, 2019.

[2] C. H. Bennett and G. Brassard, “Quantum cryptography: Public key distribution and coin tossing,” Theoretical Computer Science, vol. 560, pp. 7–11, 2014, ISSN: 0304-3975.

[3] P. W. Shor, “Polynomial-time algorithms for prime factorization and discrete logarithms on a quantum computer,” SIAM review, vol. 41, no. 2, pp. 303–332, 1999.

[4] F. Grosshans and P. Grangier, “Continuous variable quantum cryptography using coherent states,” Phys. Rev. Lett., vol. 88, p. 057 902, 5 2002.

[5] F. Laudenbach, C. Pacher, C.-H. F. Fung, A. Poppe, M. Peev, B.

Schrenk, M. Hentschel, P. Walther, and H. Hübel, “Continuous-variable quantum key distribution with Gaussian modulation—the theory of practical implementations,” Advanced Quantum Technologies, vol. 1, no. 1, 2018.

[6] S. Yang, Z. Yan, H. Yang, Q. Lu, Z. Lu, L. Cheng, X. Miao, and Y. Li, “Information reconciliation of continuous-variables quantum key distribution: Principles, implementations and applications,” EPJ Quantum Technology, vol. 10, no. 1, p. 40, 2023.

[7] A. Leverrier, R. Allé aume, J. Boutros, G. Zémor, and P. Grangier, “Multidimensional reconciliation for a continuous-variable quantum key distribution,” Physical Review A, vol. 77, no. 4, 2008.

[8] G. Van Assche, J. Cardinal, and N. Cerf, “Reconciliation of a quantumdistributed gaussian key,” IEEE Transactions on Information Theory, vol. 50, no. 2, pp. 394–400, 2004.

[9] X. Wang, Y.-C. Zhang, Z. Li, B. Xu, S. Yu, and H. Guo, “Efficient rate-adaptive reconciliation for continuous-variable quantum key distribution,” arXiv preprint arXiv:1703.04916, 2017.

[10] K. Gümüş, T. A. Eriksson, M. Takeoka, M. Fujiwara, M. Sasaki, L. Schmalen, and A. Alvarado, “A novel error correction protocol for continuous variable quantum key distribution,” Scientific reports, vol. 11, no. 1, p. 10 465, 2021.

[11] A. A. Ray and B. Škorić, “Continuous-variable QKD with key rates far above Devetak-Winter,” arXiv preprint arXiv:2402.04770, 2024.

[12] M. Milicevic, C. Feng, L. M. Zhang, and P. G. Gulak, “Quasi-cyclic multi-edge LDPC codes for long-distance quantum cryptography,” npj Quantum Information, vol. 4, no. 1, 2018.

[13] H. Mani, T. Gehring, P. Grabenweger, B. Ömer, C. Pacher, and U. L. Andersen, “Multiedge-type low-density parity-check codes for continuous-variable quantum key distribution,” Physical Review A, vol. 103, no. 6, p. 062 419, 2021.

[14] K. Gümüş and L. Schmalen, “Low rate protograph-based LDPC codes for continuous variable quantum key distribution,” Proc. ISWCS 2021, 2021.

[15] C. Zhou, X. Wang, Y.-C. Zhang, Z. Zhang, S. Yu, and H. Guo, “Continuous-variable quantum key distribution with rateless reconciliation protocol,” Phys. Rev. Appl., vol. 12, Aug. 2019.

[16] P. Jouguet and S. Kunz-Jacques, “High performance error correction for quantum key distribution using polar codes,” Quantum Information and Computation, vol. 14, Apr. 2012.

[17] Z. Cao, X. Chen, G. Chai, and J. Peng, “Ic-ldpc polar codes-based reconciliation for continuous-variable quantum key distribution at low signal-to-noise ratio,” Laser Physics Letters, vol. 20, no. 4, p. 045 201, 2023.

[18] C. E. Shannon, “A mathematical theory of communication,” The Bell system technical journal, vol. 27, no. 3, pp. 379–423, 1948.

[19] C. E. Shannon, “Probability of error for optimal codes in a gaussian channel,” The Bell System Technical Journal, vol. 38, no. 3, pp. 611– 656, 1959. DOI: 10.1002/j.1538-7305.1959.tb03905.x.

[20] I. Devetak and A. Winter, “Distillation of secret key and entanglement from quantum states,” Proceedings of the Royal Society A: Mathematical, Physical and engineering sciences, vol. 461, no. 2053, pp. 207–235, 2005.

[21] S. Pirandola, R. Laurenza, C. Ottaviani, and L. Banchi, “Fundamental limits of repeaterless quantum communications,” Nature communications, vol. 8, no. 1, pp. 1–15, 2017.

[22] S. J. Johnson, A. M. Lance, L. Ong, M. Shirvanimoghaddam, T. Ralph, and T. Symul, “On the problem of non-zero word error rates for fixed-rate error correction codes in continuous variable quantum key distribution,” New Journal of Physics, vol. 19, no. 2, p. 023 003, 2017.

[23] U. Maurer, “Secret key agreement by public discussion from common information,” IEEE Transactions on Information Theory, vol. 39, no. 3, pp. 733–742, 1993.

[24] E. Y.-Z. Tan, C. C.-W. Lim, and R. Renner, “Advantage distillation for device-independent quantum key distribution,” Phys. Rev. Lett., vol. 124, p. 020 502, 2 Jan. 2020.