arXiv:2409.06926v1 [cs.HC] 11 Sep 2024

Minimum Viable Ethics: From Institutionalizing Industry AI Governance to Product Impact

ARCHANA AHLAWAT, Princeton University Center for Information Technology Policy, USA AMY WINECOFF, Center for Democracy and Technology, USA JONATHAN MAYER, Princeton University Center for Information Technology Policy, USA

Across the technology industry, many companies have expressed their commitments to AI ethics and created dedicated roles responsible for translating high-level ethics principles into product. Yet it is unclear how effective this has been in leading to meaningful product changes. Through semi-structured interviews with 26 professionals working on AI ethics in industry, we uncover challenges and strategies of institutionalizing ethics work along with translation into product impact. We ultimately find that AI ethics professionals are highly agile and opportunistic, as they attempt to create standardized and reusable processes and tools in a corporate environment in which they have little traditional power. In negotiations with product teams, they face challenges rooted in their lack of authority and ownership over product, but can push forward ethics work by leveraging narratives of regulatory response and ethics as product quality assurance. However, this strategy leaves us with a minimum viable ethics, a narrowly scoped industry AI ethics that is limited in its capacity to address normative issues separate from compliance or product quality. Potential future regulation may help bridge this gap.

CCS Concepts: • Human-centered computing → Empirical studies in HCI.

Additional Key Words and Phrases: AI ethics, organizational change, product impact, industry practice

1 INTRODUCTION In recent years, a nascent class of AI ethics and governance professionals have joined technology companies to work on identifying and mitigating risks from AI. At the same time, AI policy has gained steam with several prominent proposals for regulation worldwide [20, 64]. As regulatory standards develop alongside frontier AI systems, major developers of AI products and systems influence direction both for policy and what its implementation in practice looks like. Emerging regulatory approaches that rely on internal compliance will necessarily depend on ethics professionals’ judgment and abilities to wield power internally. The resourcing of new ethics and governance roles alongside coinciding AI principles may signal that companies are motivated to address values and societal impacts of AI carefully [23, 40]. But some critics view the trend as ethics-washing, suggesting that these do not lead to significant impact on technology development or business decisions [38, 68]. Still, in the absence of concrete regulations or a robust third-party auditing ecosystem, corporate ethics and governance work is clearly a critical first-line component of building systems that are safe, fair, and aligned with societal values.

AI ethics and governance professionals attempt to reshape the values embedded in company decisions through new practices. As the field develops, it is unclear whether these initiatives are truly leading to robust organizational change or a state of ad-hoc ethics. In order to shed light on this, we investigate the challenges and strategies these professionals face in institutionalizing practices. We then interrogate how effectively they translate these attempts at organizational change into product impact. Throughout the paper, we refer to AI ethics and governance simply as “AI ethics” as shorthand since it reflects the way many professionals tackling these issues are branded. As global discussion on these topics has increased, “AI governance” is increasingly used as a catch-all for the types of activities described in this paper, but is not yet standard.

As prior literature has shown, AI ethics teams and professionals face challenging organizational dynamics, limited industry standards, and little clarity on how to bring theoretical ideas of responsibility, fairness, and safety to an applied context [35, 54]. This “principles to practices gap” is difficult to overcome given the contested and emergent conceptual and technical standards of ethics in AI as well as a lack of proper organizational investment [56]. Additionally, the mandate and level of decision-making power of AI ethics teams are precarious. Recent interview-based studies on AI ethics organizational practices uncover challenges ethics professionals face in persuading product teams to prioritize mitigations and the informal strategies they use to shore up support [1, 54].

By viewing the development of industry AI ethics through the lens of institutional change literature, we can conceptualize AI ethics professionals as institutional entrepreneurs, or ethics entrepreneurs as per Ali et. al. [1, 54]. They work within the constraints of current institutional structures in attempt to infuse them with new values. Adopting this analytical lens, interview-based research focused on organizational change in the technology industry in the context of privacy, security, and UX practices similarly exposes the challenges and strategies at play. Analogous data privacy literature is especially useful, since this work shows how organizational structures and practices of privacy professionals are often symbolic or ritualistic. They achieve superficial compliance with regulation but fail to meaningfully protect consumers [69, 70].

This study extends prior work by interrogating the challenges and strategies of AI ethics professionals as they aim to institutionalize generalizable practices, from organizational structures to technical tools and frameworks. Given that AI ethics initiatives are more mature than a few years ago, we can now better analyze this process. Ultimately, we evaluate whether and how industry AI ethics practices, from developing to institutionalized, robustly and consistently impact products. To this end, we ask the following research questions:

• RQ1: How effective are AI ethics professionals at institutionalizing their organizational and technical practices?

– RQ1a: What challenges do AI ethics professionals encounter as they aim for institutionalization?

– RQ1b: What strategies do AI ethics professionals use as they aim for institutionalization?

• RQ2: How effective are AI ethics professionals at influencing product decisions?

– RQ2a: What challenges do AI ethics professionals encounter in attempting to influence product decisions?

– RQ2b: What strategies do AI ethics professionals use to influence product decisions?

The goal of these questions is to draw a picture from practices to impacts on products. RQ1 is focused on new practices that AI ethics professionals seek to put in place, while RQ2 is centered on the outcomes of those practices. We decouple these in order to disentangle the practices themselves from how they manifest in product decisions. The goal of RQ1 is to understand the process of institutionalization in industry AI ethics and how successful it is. The goal of RQ2 is to understand the extent to which AI ethics professionals are able to change product development and deployment. The challenges and strategies revealed can inform practitioners of best practices and pitfalls. In order to answer these questions, we conducted semi-structured interviews with 26 U.S. based software engineers, product and project managers, mixed methods workers, and researchers who are currently working or have worked within the last three years on AI ethics at technology companies. Our study design is descriptive and inductive, as we are interested in the subjective experiences of individuals in these roles.

Our interviews revealed a state of minimum viable ethics in industry, in which AI ethics professionals operate with a limited decision space. They are forced to prioritize interventions that conveniently slot into existing business or compliance narratives. They act opportunistically, using any and all tactics available to them, as they attempt to institute and scale up new technical and organizational practices. The challenges of this process include reliance on informal relationshipbuilding, undefined engagement models with product teams, and gaps between AI ethics research and implementation. All these elements require AI ethics professionals to flexibly experiment with their methods. In order to institutionalize their practices, they relied on formalizing and normalizing product release processes, documentation, and reusable, comprehensible technical tools.

Despite strategic and often successful efforts to scale, we find that there is still significant decoupling between practices and changes in product direction. This is due to lack of authority over product, difficulty communicating speculative harms, dependence on leadership support, and conflicts rooted in differing ethics and product team goals, from features to deployment timelines. AI ethics professionals can lean on narratives of regulatory compliance and ethics as product quality assurance to motivate product changes. However, these narratives are insufficient for motivating action on a broader array of AI ethics concerns.

In this paper, we first discuss relevant prior literature on neo-institutional theory, organizational change as related to privacy, security, and UX practices, and finally, industry AI ethics (Section 2). We then describe the methods for our qualitative interview-based study (Section 3). In the results (Section 4), we synthesize participant observations to uncover the challenges and strategies of AI ethics professionals as they aim to institutionalize their practices and to describe what institutionalization typically looks like. We then detail the challenges and strategies involved in translating AI ethics practices to product outcomes. Our results highlight limitations of these strategies in achieving impact. Turning to discussion (Section 5), we suggest lessons from similar challenges in the areas of privacy and UX and opportunities to improve practices. We close with an examination of policy implications for more effectively shifting industry priorities and with a sketch of areas for future scholarship.

2 RELATED WORK Three areas of literature are particularly relevant to and motivation for this project. First, the broad scholarship on neo-institutional theory helps to conceptualize the role of individual agency and entrepreneurship in how organizations change. Second, specific to technology-related societal problems, the HCI and information security communities have examined how organizations address contested practices. This research illustrates how the lens of institutional entrepreneurship can apply to practitioners in technology companies. Third, and closest to this work, previous scholarship on AI ethics in organizational contexts highlights the need for ethics professionals and the challenges that they can encounter. We conclude the discussion of related work by directly linking our research questions to these areas of literature.

2.1 Institutional change: legitimacy, decoupling, and institutional entrepreneurship Neo-institutional theory offers an interdisciplinary umbrella of explanatory frameworks that examine how formal and informal institutional structures interact with individual incentives and desires to shape how institutions develop. Particularly relevant to this study is the literature on how and why organizations change in response to economic, social, and governmental pressures [17, 18, 21]. Successfully adapting to satiate company stakeholders such as consumers, media, the mainstream public, and regulators legitimizes an organization [42, 61]. However, “when adaptations to institutional pressures contradict internal efficiency needs, organizations sometimes claim to adapt when they in reality do not; they decouple action from structure in order to preserve organizational efficiency” [9]. Decoupling refers to a situation in which high-level policies and structures do not manifest directly in actions and outcomes. Externally, the existence of rhetorical commitments and official structures, such as in the case of AI ethics work, signals that an organization has adapted. Bureaucratic, siloed organizations and a lack of proper accounting of outcomes may even lead internal actors to believe this [39]. Yet, the actually existing “ceremonial activity” of organizations merely has “ritual significance: it maintains appearances and validates an organization” [39]. This echoes discussions of ethics washing in the technology industry.

Although decoupling means that there is no institutionalized accountability for the translation of principles to outcomes, individual actors within companies may wield significant discretionary power to reshape their organizations [21, 25]. Crozier’s theory of bureaucracy highlights how institutions do not deterministically operate through formalized procedures and rules, but rather are contingent on individuals who operationalize these [14]. Similarly, the theory of street level bureaucracy, which refers to the loose coupling between policies and enforcement, reveals the critical role of first-line professionals who implement principles [34]. In an algorithmic context, Pääkkönen argues that discretionary decision-making is pivotal in points of uncertainty, “where formal rules cannot be turned into actionable consequences without human judgment,” for example when an engineer updates a ranking system in accordance with new content policies [50]. In these cases, practitioners decide how to interpret internal policy.

Instead of a picture of static, top-down organizations, neo-institutional theory shows how institutions are reified through individuals’ actions within defined but flexible institutional arrangements. This leaves significant room for institutional entrepreneurs to transform their organizations according to their values and interests [17]. These internal entrepreneurs seek to “dislodge existing practices, ... introduce new ones, and then ensure that these become widely adopted and taken for granted by other actors” [25]. One key method of doing this is to “[align] their work with the formal rules of the organization,” such as by framing desired changes in the language of existing business priorities [14]. They further legitimize their initiatives by strategically forming coalitions across the organization, gaining resources to build them, and persuading stakeholders [21]. Through this process, internal actors can reduce decoupling by enacting the symbolic changes in company values.

2.2 Organizational change in privacy, security, and UX practices Previous research in HCI and related fields has investigated other domains in which organizational practices in technology slowly evolved as a result of regulatory pressures and values-driven institutional entrepreneurship. Literature on privacy, security, and UX in industry detail how practitioners act as institutional entrepreneurs as they incorporate ethical considerations into the new job functions and practices associated with these domains. Such work shows “how the interaction of structure and situated practices can unfold dynamics within an organization that eventually lead to sustainable change over time” [52]. As these fields developed, practitioners have tried to actively manage change every step of the way, seeking to transform “unsystematic personal activity” into standard company routines [52].

In their attempts to influence the values and priorities of their companies, industry practitioners often take advantage of existing organizational narratives and structures. For instance, UX professionals who prioritize ethical design make their work legible to product owners by creating strong business cases to back them up, such as framing usability for underserved populations as an untapped market opportunity [24, 71, 74]. Similarly, privacy and security concerns are communicated as business risks or product quality issues [12, 52, 69, 75]. Several studies describe new practices that served as values levers – methods for introducing reflection and deliberation about values in design and technology teams [58]. These range from speculative red teaming activities to help product teams identify security vulnerabilities to ethics trainings [37, 52, 72]. To slowly embed new practices into teams, entrepreneurial “vigilantes” such as privacy or security champions became early adopters excited to test these out with teams [29, 62, 66]. Understanding how “routines can become a source of change,” security practitioners built code testing tools in hopes that more and more engineers would adopt them if they were easy to use and proved helpful [52].

However, as this literature exposes, each step of introducing a new practice and progressively institutionalizing it is precarious and does not always end in long-term change [74]. Without much institutional power, security, privacy, and UX practitioners may achieve some small-scale or oneoff changes, but struggle to achieve broad buy-in to change how product teams make decisions. Recent work on the efficacy of privacy practices in particular expose how the supposed institutionalization of privacy obscures the reality of a fragmented and devalued privacy practice. Privacy professionals from front-line workers to Chief Privacy Officers innovated to create new privacy norms at their companies through internal audits and dedicated engineering teams [7]. Yet, Waldman contends that these workers are “so constrained by antiprivacy organizational structures that their work ends up serving corporate surveillance interests in the end” [69]. In this analysis, technology companies fundamentally shape collective imagination on privacy. Furthermore, they systematically deprioritize privacy considerations in relation to monetizable product features by limiting privacy professionals’ engagements with product. Symbols of compliance, such as extensive documentation, and an emphasis on procedures rather than specific required outputs result in weak privacy protection [69]. Studying how privacy practices have evolved in conversation with regulation, product teams, and privacy professionals provides a useful parallel to industry AI ethics.

2.3 AI ethics in practice AI ethics as a field has matured, with groups across industry, academia, and the public sector iterating on technical developments, conceptual frameworks, and principles to help steer AI systems and products in a responsible manner [27, 28, 31, 73]. A great deal of work in the AI ethics academic community focuses on technical components of ethics, such as documentation proposals, new methods, and tools. Examples are model cards and data sheets, methods for augmenting datasets to ensure equitable model performance, and interpretability tools to communicate why a particular decision was made [22, 41, 45, 77]. On the conceptual side, frameworks for auditing sociotechnical systems abound [47, 53]. In industry, several well-resourced technology companies have produced high-level AI principles and created AI ethics teams to operationalize these internally [23, 40]. Previous literature questions the usefulness of these abstract AI principles, which are not usually accompanied by concrete commitments, actions, or clear enforcement mechanisms [43, 44]. This “principles to practices” gap is at the center of a growing area of research in AI ethics [13, 56].

Workshop, survey, and interview-based studies in venues such as CSCW, CHI, FAccT, and AIES investigate this by studying ML practitioners at technology companies. This research uncovers the technical and organizational blockers they encounter, from difficulties translating academic research to real-world systems to divergent incentives of product teams and AI ethics teams [2, 6, 26, 35, 53, 76]. For instance, on the technical front, responsibility tools may be used differently in practice from how they are intended to be used [8, 15]. Studies on interpretability tools have shown that practitioners frequently misinterpret and overrely on them [30]. As another example, ML practitioners sometimes retrofit their systems to use metrics that fairness toolkits provide even if they are not applicable to the systems at hand [33]. Organizational issues include lack of resourcing for interventions such as collecting better datasets for evaluations, struggles to incorporate enduser stakeholders, and persuading product owners and engineers to perform ethics work [15, 35, 38, 55].

A growing body of work elaborates on these organizational difficulties. Data scientists and ML engineers formulate problems and execute projects through a constant cycle of negotiation amongst competing priorities and incentives [51]. Rakova et al. identified organizational blockers and enablers for AI ethics work, highlighting weak and unaccountable decision-making structures paired with reactive and haphazard prioritization of projects as major blockers [54]. Building on this, recent work by Ali et al. points to the decoupling of AI ethics principles, practices, and structures from product outcomes. They characterize AI ethics professionals as ethics entrepreneurs who attempt to push organizational change [1]. Several studies similarly emphasize the discretionary power of ML practitioners in defining what and how risks are prioritized [55, 67]. Deng et al. identified “bridging” and “piggybacking” strategies. In bridging, AI ethics teams use educational and documentation tools to communicate concepts like fairness to product teams. Piggybacking refers to co-opting existing institutional procedures to normalize ethics work, such as through checklists added to the traditional privacy review process [16].

2.4 Conceptual connections to this study’s research questions In addressing RQ1 in this study, we build on prior research by further investigating the institutionalization process for industry AI ethics practices. We view AI ethics professionals as values-driven institutional entrepreneurs who seek to fundamentally change the way product development and deployment decisions are made. As a low-ranking group of individuals aiming to impact largescale, complex systems and processes, institutionalization is key to systemic, long-lasting change. One-off efforts are not enough to challenge existing ideologies and practices that structure technology companies [38]. We therefore foreground the institutional change framework. Parallels between AI ethics and privacy, security, and UX issues bolster this chosen analytical framework. Much like AI ethics, these fields are highly cross-functional and involve or involved emerging, unanswered normative, technical, and regulatory questions. As they have become more established, they have scaled up (e.g. high ranking positions like Chief Privacy Officers) and become standardized (e.g. security requirements). We see AI ethics developing through a similar process and aim to flesh this out further. In choosing this framework, we also echo recent work from Ali et al. on AI ethics entrepreneurship as well as Rakova et al.’s description of prevalent and aspirational practices of AI ethics professionals [1, 54]. Going beyond these, we systematically uncover how AI ethics may be transitioning from the current state to these aspirational practices. We explicitly detail the distinction between experimental, ad-hoc stages and their scaled up, standardized analogues.

In addressing RQ2, we analyze the challenges and strategies at play in translating new practices into outcomes: changes in product development. Inspired by previous work on the symbolic nature of institutionalized privacy practices, our analysis treats successful implementation of practices as distinct from their influence on product. We focus on product impact because products and services are the most direct ways that technology companies and their values affect society. Reflecting this, the day-to-day work of “front-line” AI ethics professionals, similar to privacy, security, and UX professionals, typically centers on specific products or systems. Although other elements such as marketing decisions and communications are important for shaping how AI impacts society, we view product as the primary and most dominant venue for translating ethics into practice. Putting this section in conversation with previous literature, we note that research often describes AI ethics teams in isolation from other teams or touches on product team relationships as one component of many organizational factors that impact AI ethics work. We narrow in on product-ethics team relationships to extend this work by detailing how and why, exactly, product teams can be blockers or enablers for AI ethics interventions.

Table 1. We interviewed participants in a diverse range of roles common on AI ethics teams – engineering, PM, and research.

Role Participant IDs Participants

Software engineer, research engineer, ML engineer

P4, P7, P8, P11, P14, P18, P19, P25, P26 9 PM P1, P3, P5, P6, P9, P12, P13, P17, P20, P23 10 Researcher P2, P10, P15, P24 4

Table 2. The majority of participants were full-time employees, while a few contracted or volunteered to work on AI ethics issues.

Employment status Participant IDs Participants

Full-time P1, P2, P4, P5, P7, P8, P9, P10, P11, P12, P13, P14, P15, P16, P18, P19, P20, P22, P23, P24, P26 21

Contract or volunteer work P3, P6, P17, P21, P25 5

Table 3. The companies reflected in this study are primarily either enterprise or social media companies.

Primary type of company Companies Participants

Enterprise 5 13

Social media 3 13

Table 4. The companies that participants worked ranged from relatively small to very large technology companies.

Company size by full-time employee count

Companies Participants

Small to medium (300 - 3,000) 3 8

Large (80,000 - 300,000) 5 18

By systematically uncovering challenges and strategies involved in the transition from ad-hoc practices to institutionalized practices, and then investigating the subsequent translation into product outcomes, we help develop a model of what effective institutionalization of AI ethics looks like. Adding to previous research, we use our analysis to offer recommendations and insights for research, organizational design, and practices to propel effective AI ethics work.

3 METHODS In order to answer our research questions, we conducted qualitative semi-structured interviews with 26 AI ethics professionals based in the U.S. across 8 technology companies. Qualitative interviews allowed us to gain insight into behaviors and practices of individuals, along with their perceptions of themselves and the organizations they are embedded in. Since they were semistructured, the interviews enabled us to understand standard aspects of AI ethics work across participants, and dig into specific issues most relevant to the experiences of each participant. Given the small size of the field and the context-specific nature of the subject matter, a large-scale survey was not feasible for answering the RQs [13]. The first author conducted interviews on Zoom from February to July 2023. Each interview lasted between 30 and 60 minutes.

3.1 Participant recruiting The recruitment criteria and interview protocol were approved by our university’s Institutional Review Board. Tables 1 and 2 display the breakdown of participant roles, by role type and employment type. Tables 3 and 4 delineate the number of participants and companies by the types and sizes of companies, as of January 2024. We did not link companies with participants in a table in order to reduce the chance of reidentification. We assigned each participant a random numeric identifier, which we include throughout the results and discussion to provide additional context.

Our participant pool comprises a diverse mix of individuals from small to medium and large companies along with social media and enterprise technology companies. They work at companies at different stages of AI ethics implementation. Some have well-defined AI ethics principles, compliance standards, and concrete ethics team workflows. On the other hand, several participants represent their companies’ first efforts in formalizing full-time AI ethics.

3.1.1 Inclusion criteria. We recruited U.S.-based professionals who are currently working or have worked within the last three years on applied AI ethics issues. We view applied AI ethics work as any work that aims to address actual or potential harms from AI products or systems produced or used by a company with external impacts. Thus, we reached out to software and ML engineers, product or project managers, researchers, and those with more specialized functions (e.g. UX design) who worked on AI ethics at least partially in an applied capacity. We did not interview researchers who purely perform research without engaging with product teams or producing material for product and development impact. Some of our participants contributed to research along with other projects. We chose to limit our recruitment as such to narrow in on how ethics work manifests within the product development process. Additionally, we did not target legal or policy teams working on responsible AI or AI policy at companies, as we are interested in the people closest to implementing AI ethics practices for deployed products and services.

We define “work on AI ethics issues” broadly to encompass activities such as measuring harms of AI-based products, providing internal guidance on ethics mitigations, managing tooling for mitigations, internal auditing, and red teaming. This range of work takes place under different headings, such as responsible AI, AI ethics, and trust and safety. These varied headings are indicative of a field that has not yet coalesced under a dominant way of working. The trust and safety designation illustrates how AI ethics issues intersect with other issues such as platform health. We note that many trust and safety professionals do not work on AI ethics, and we only recruited those whose job functions centered on AI ethics.

Despite the range of headings and daily activities of these professionals, we group them together due to their dominating shared characteristics and ultimate goal of making AI-based products and services more ethical. Previous research on AI ethics professionals does this as well [1, 16, 54, 55]. These teams are all relatively new and often work on all the types of activities specified above at different times. They are quite cross-functional and involve similar dynamics engaging with product teams. Altogether, it is sensible to treat these professionals as part of a coherent, though varied, class.

We recruited professionals who worked full-time, as contractors, or as volunteers on AI ethics issues. Because AI ethics teams are new and small, contractors and volunteer workers play significant roles in shaping AI ethics practices just as full-time workers do. In some cases, they are filling essential roles that their company has not provided enough resources for. Finally, we chose to recruit AI ethics professionals not only who currently work on these issues, but who have in the last three years to reflect the fact that these teams are organizationally precarious and rapid employee turnover is prevalent in the technology industry. In the last three years, there have been recurring layoffs and instances of tumult in AI ethics teams [57, 68]. By interviewing those in a three-year window, we gain a fuller picture of industry AI ethics.

3.1.2 Outreach. The first author conducted outreach to prospective participants, and recruited through messaging on LinkedIn, personal networks, online technology ethics groups, and snowball sampling with suggestions from interviewees. On LinkedIn, the first author searched for profiles with headings such as “AI ethics” and “responsible AI,” and locations set to the United States and San Francisco, Seattle, and New York City (as technology hubs). Through participants’ LinkedIn profile descriptions of their roles and individual messages with them, we confirmed that participants met the inclusion criteria above.

3.2 Interview Protocol Our interviews were all conducted on Zoom by the first author. Prior to beginning, participants gave their verbal consent to participating in the study as well as their preferences for recordings and level of anonymity. We sought permission to record interviews in order to be more present during the interview and have a source of truth to consult for analysis and quotes. We transcribed these interviews using online privacy-protecting services, and deleted all corresponding video and audio content. Ultimately, we recorded 22 of 26 interviews where we received express permission, and we took notes for the others. We compensated participants with $25 Amazon.com gift cards after the interview. Regarding privacy, participants could choose their level of anonymity for three descriptors of company, team, and role. For example, all participants gave permission to use their generic role titles, but many wanted to keep their team names or companies entirely private.

To conduct our interviews, we worked off of questions from an IRB-approved interview script developed at the start of the study. The script contains questions about the organizational practices and day-to-day activities of participants and their impacts on products. It can be found in the appendix. At the beginning of an interview, we asked about the participant’s team, role, and responsibilities. We then asked questions from the script that were most relevant to the particular activities the participant described they were involved in. Since these were semi-structured, we were able to adapt to the experiences and perspectives offered by participants, and ask further questions to gain insight into specific examples given.

3.3 Interview Analysis To analyze content from our semi-structured interview, we relied on abductive analysis, an adaptation of grounded theory to combine its inductive methods with knowledge garnered from prior relevant theoretical and empirical work [65]. We chose this methodology in order to root qualitative data analysis in existing literature. The first author, who conducted all the interviews, made a first open coding pass to identify descriptive codes. In a second pass, they conducted axial coding, generating a preliminary analysis of how different codes are connected. Next, the first author

Table 5. Along organizational and technical dimensions, we detail the challenges and strategies of AI ethics professionals in their path to institutionalization. We also note characteristics of successful states of institutionalization.

Organizational factors Technical components

Challenges in institutionalization

Dependence on informal relationshipbuilding; undefined, opportunistic engagements with product.

Bridging research and engineering; contextual, one-off tools, metrics, and mitigations.

Strategies for institutionalization

Prioritizing issues for quick and large impacts; formalizing engagements with product.

Model documentation and governance; building reusable tools, metrics, and mitigations that are understandable and actionable.

Successful states of institutionalization

Defined product release procedures; documentation requirements; conceptual frameworks to prioritize work.

Reusable technical components embedded in centralized infrastructure and widely used across an entire platform or multiple products.

developed a codebook, with code names and descriptions. We chose to conduct initial coding and codebook development in this way because the first author had the most in-depth knowledge of our participants’ experiences and perspectives, having conducted all the interviews [36]. The first and second authors discussed the initial codebook and the first author selected two interviews representative of the codebook, which we each coded using the codebook. We refined the codebook after discussion, eliminating redundant codes and sharpening language. We then each coded eight more interviews, which the first author selected to cover a range of codes and participant experiences. We reviewed differences in coding until we felt comfortable having reached consensus about the code interpretations. We decided it would not be meaningful to calculate inter-rater reliability since the conversational coding process itself was the main purpose, leading towards theory-generation, rather than the codes themselves. This choice is rooted in previous literature on qualitative data analysis, which highlights situations in which inter-rater reliability may not be additive [36]. The iterative process of discussion helped us better understand our themes and the relationships between them. The first author used the final standardized codebook to re-code the remaining interviews.

4 RESULTS In the course of investigating the challenges and strategies involved in instituting and potentially institutionalizing AI ethics practices, we found that AI ethics professionals’ limited power leads them to constantly experiment with how they engage with product teams. They test and iterate through strategies quickly as they determine what works. Illustrating this, the majority of our participants, including those on established teams, described their organizational structures and practices as dynamic and responsive [P2, P3, P4, P5, P6, P7, P9, P11, P13, P14, P15, P16, P19, P20, P23, P26]. An ML engineer we interviewed said, “Because the field itself is so new,...you have to come up with these processes and define how these things work. . . Definitely has to be a little bit more flexible” [P7]. On the technical side, participants frequently described their teams’ work as applied R&D [P1, P4, P5, P7, P9, P11, P12, P13, P19, P20, P22]. As one participant said, “the real responsible AI innovation is happening in products, because product is moving so quickly” [P9].

At the same time, participants across companies described their ultimate goals to build more scalable and replicable AI ethics practices. Institutionalized AI ethics refers to top-down, standardized, formal processes, company policies, and structures that systematically shape behavior, along with reusable technical components. By investing in “scalable infrastructure” and “automated governance tooling,” AI ethics teams can generate ethics efficiency gains, increasing their potential for impact without requiring additional resources or headcount [P3, P5]. Still, ad-hoc organizational and technical work continue to be relevant as new products present very specific, novel problems.

4.1 Challenges in institutionalization - RQ1a

“We had no actual responsibility for any product. And so every team that was using AI, which is, every team in the company, had to figure out a way to like interact with us, or we had to reach out to them...We had product managers, we had engineers, we had designers. We had all of that stuff, but we didn’t have a product. And so what we were supposed to do is go out and find the products to work with.” [P22]

Major challenges in the pursuit of institutionalization include overreliance on informal and interpersonal tactics, precarious collaborations with product, and friction translating AI ethics research into usable tools.

4.1.1 Reliance on informal relationship building. Without formal structures to mandate informationsharing between AI ethics teams and product teams, AI ethics professionals must exert extra effort to keep tabs on product. Our participants discussed the importance of cultivating relationships with product teams to increase visibility and gain knowledge of product initiatives to look into [P2, P3, P4, P5, P7, P8, P9, P10, P11, P14, P15, P16, P20, P22, P23, P26]. AI ethics teams are directly embedded in product or engineering suborganizations, within ML infrastructure or internal tooling groups. With access to more information about product team plans, they can better prioritize their own quarterly goals based on risk evaluation of upcoming product development [P7, P9, P10, P13, P14, P15, P20, P26]. When there are not enough PMs and other leaders to spend time relationship-building, other practitioners such as ML engineers and research scientists perform this work outside of their formal job responsibilities [P2, P4, P7, P8, P10, P14, P15, P22]. An applied researcher who was one of the first hires onto a new AI ethics team described how they spent a lot of their time forging relationships with product. They said, “We are mostly relying on essentially folk knowledge...to make those connections that, ‘Hey, this is the thing we should audit, and this is a thing that still cannot be audited because of data scarcity issues, because of timeline issues, other sort of alignment issues”’ [P10].

Our participants also emphasized the necessity of building the reputation of their teams by showcasing their deliverables [P4, P5, P6, P7, P8, P9, P10, P11, P15, P16, P22, P23]. One method that several teams tried is developing educational content and workshops to share what AI ethics work looks like. This included presentations explaining different metrics for fairness or analysis of case studies of major public technology ethics failures [P7, P11, P24]. In describing a workshop program, a participant explained that they started pursuing it after deciding, “Let’s just experiment. I’m going to just make this my problem right now, and we’re going to see what we can do” [P23]. They piloted it after spreading the word through interpersonal connections. Interviews revealed that relationships built from informal conversations and educational events led to productive collaborations [P7, P11, P14, P15, P23]. These kinds of experimental initiatives reliant on individual motivation are common as AI ethics professionals know their companies will not prioritize proactive efforts. Although these tactics can be successful, they require AI ethics teams spend significant time away from measurement and mitigation work.

4.1.2 Undefined engagement models with product teams. AI ethics professionals are often forced to accept undefined, ever-changing engagements with product teams due to the lack of accountability structures. Our participants described how their collaborations with product differed projectto-project. An applied scientist at a company with relatively established responsible AI practices mentioned that their team was experimenting with deep-dive embedded engagements with product teams for their last few projects, but that they were each structured entirely differently. “We were brought in at different stages of the product development cycle, given different levels of... visibility into what was going on, and had very different levels of resourcing and prioritization” [P15]. This example reflects the non-systematic way AI ethics resources are deployed and prioritized.

With no specific regulatory or company policy objectives, those willing to let AI ethics professionals work with their products were often those with personal interests in ethics or fairness, with the time and resources to help answer ethics team questions and provide product access [P2, P7, P8, P11, P14, P17, P22, P23]. One participant noted that when they first joined their team, they spent a lot of time “finding [people] who [would]. . . let you implement your idea on their products,” and that this often depended on the product team’s priorities and resourcing ability [P2]. This made it so that AI ethics teams could not often independently pursue projects and sometimes lost time interfacing with teams that did not have the bandwidth or interest in collaborating.

4.1.3 Bridging research and engineering. One recurring challenge our participants face is translating AI ethics academic and theoretical work to product development. Participants across companies perceived much of the academic literature on issues such as fairness, toxicity, and explainability as inapplicable to their work [P2, P4, P5, P9, P11, P17, P26]. AI ethics team members know that they are working in a “pretty nascent field, and so a lot of the problems that [they are] solving. . . are pretty novel ones” [P5]. They described how they had exhausted the current state of research on different technical and sociotechnical ethical AI issues from fairness to misinformation. They helped ideate and operationalize new applied research, from methods of stemming unwanted or inaccurate output generation from generative models to new dataset creation for disaggregated measurements [P1, P2, P3, P5, P9, P11, P12, P13, P18, P19, P20, P22, P24, P26]. In a recurring example, as applied researchers and engineers grappled with unavailability or limitations of demographic data, they believed they could not rely on academic fairness literature because much of it assumes access to demographic characteristics [P2, P4, P7, P10, P11, P26] [5, 11, 32]. At a social media company facing this issue, the AI ethics team devised a conceptually simple metric to reduce disparity overall between different individual user experiences on the platform that appeared likely to accomplish their end goal of reducing differential demographic experiences [P11]. In a similar case, participants used proxies such as language, region, and zip code to split data into subgroups [P4, P26].

Additionally, operationalizing research in product requires a great deal of coordination across research and product since researchers themselves do not necessarily have the skills of liasoning, product strategy, and rapid experimentation in real-world systems [P1, P5, P6, P9, P19, P20, P26]. AI ethics professionals use their discretion and knowledge of how to quickly incorporate technical elements into products to determine how to do this translation. A few participants working on issues related to explainability, interpretability, and accountability described using conceptual and user research about human-AI interaction to put together concrete guidelines for products [P3, P16, P22]. They needed to fluidly move between research and applied product settings, both of which require different skillsets. As such, the applied researchers, engineers, and PMs we interviewed noted that their official job titles may be “researcher” or “engineer,” but in reality the “line between an engineer and researcher was often blurry... a lot of engineers [were] working on research projects [and] researchers [were] writing software tools” [P11; P2, P4, P9, P26].

4.1.4 Contextual, ad-hoc tools and measurements. Because the scope of potential issues is large and resourcing is low, AI ethics professionals may deprioritize developing playbooks or reusable tools to avoid cutting into time addressing urgent problems [P5, P7, P9, P13, P14, P20]. They often must develop highly contextual tools, measurements, and mitigations to apply to specific teams and products’ intended use cases. This is especially true in crisis response situations, when AI ethics teams are tasked with monitoring issues during sensitive time periods such as elections or with fixing issues criticized by media [P2, P4, P5, P6, P13, P14]. The tools developed in these cases are not immediately replicable in other systems since they are implemented quickly. Participants emphasized aiming for speed in their engagements by meeting product teams and their products where they are [P6, P8, P9, P13, P14]. Because products often have existing performance measurement pipelines to track product quality, ethics teams might decide to extend those on an ad-hoc basis instead of developing reusable components [P9, P13]. One participant mentioned, “it’s a continual challenge to get something that’s generalizable enough and sometimes it’s better to just build on what teams already have, if it helps them get started sooner” [P9].

4.2 Strategies for institutionalization - RQ1b In order to increase adoption of AI ethics tools and processes, gain resources, and promote standardization, AI ethics teams employed a mix of organizational and technical tactics, from creating new accountability structures to improving the usability and reusability of their tools.

4.2.1 Prioritization of issues. Several participants explained how they prioritized the issues they tackled to build support for their team in hopes of gaining resources and working with more teams. Typically, they consider (1) components or products with large surface areas that touch consumers, (2) low hanging fruit in small components, and (3) crises. First, by focusing on issues with the most popular parts of a platform or products with high usage, AI ethics teams can increase the visibility of their teams and prove their impact by citing the large number of people impacted [P5, P7, P11, P13, P14, P15, P20, P26]. As an example, participants targeted high-leverage models, which contribute disproportionately to many downstream decisions and components. This maximizes impact given fixed resources [P7, P14, P26]. Secondly, tackling small or easy-to-fix issues in less used or visible products enabled AI ethics teams to create rapid change [P2, P4, P7, P14]. It also is useful for piloting new techniques or procedures in a low-risk way. One participant described this strategy: “sometimes there’s lower hanging fruit in certain products that people haven’t thought as much about, but we can do interesting experiments there and push out ideas more quickly and test them out more quickly” [P14]. Hackathon projects are one way to initiate these efforts [P2, P17]. Finally, responding well to crisis moments and emergency issues very clearly showed why investment in a strong AI ethics team is essential.

4.2.2 Formalizing engagements with product. After recognizing that product teams were not always responsive and collaborative because their goals were disconnected from AI ethics work, our participants described attempts to drive accountability through new structures. They tried assigning point people to product teams, creating consultancy agreements, working agreements, and joint Key Performance Indicators (KPIs), a common goal-setting measurement [P3, P4, P6, P7, P23]. This helped teams establish norms and gain consistent engagement from teams they worked with. Additionally, some participants discussed how they slowly introduced product release processes for product teams. During the first phase, such processes were optional. AI ethics professionals had to go to product teams “banging on virtual doors...telling people, ‘Hey, you need to come do this thing”’ [P9]. Eventually, they became required, with support from leadership. By letting these processes develop over time, AI ethics teams developed best practices and product teams acclimated to new expectations gradually.

4.2.3 Model documentation and governance. Another frequent trend across participants was the importance of model governance as foundational work for future internal audits and interventions. AI ethics teams sought to substantively and systematically keep track of ML models, including major features, datasets, where and how they are used, and who owns them [P4, P7, P9, P10, P12, P16, P18, P22]. Some ethics team members we talked to were tasked with building automated tooling based on this information to help keep it updated with major inputs, outputs, and use cases [P18, P22]. In another example, AI ethics team members worked on surveying model owners and ML engineers as the first step to performing an organization-wide risk assessment [P16]. This type of work is not usually prioritized, so model documentation at technology companies is typically nonexistent or poor. Several participants described how challenging it is to collect this information – often, there were situations where documentation was incomplete or no one wholly understood the end-to-end of a model because the original developers had left [P4, P7, P16, P18]. By collecting information on models systematically, AI ethics teams could better monitor the ground truth of systems at their companies and identify prominent issues to investigate.

4.2.4 Reusable tools and metrics. Participants across the board discussed their desire to increase the impact of their team by creating reusable technical methodologies and tools that could apply to a range of products [P2, P3, P4, P5, P6, P7, P8, P9, P10, P11, P20, P26]. Identifying potential ethics issues and developing metrics for products can be time-consuming, so it is important to scale out measurements when possible. A PM on an AI ethics team reflected this, saying, “The five-year plan... is to simultaneously invest in scalable infrastructure that lets us duplicate the work that we’re going to do in this high-priority set of 20 products to all product teams in the company” [P5]. We detail the process by which this happens, which we heard echoed from several people. The AI ethics team prototypes a metric or tool, tests it out, and validates it for one product or team. Once it has proven to be useful, it can be packaged up into a reusable form. After having illustrated the value-add and helped other teams implement it for their use cases, AI ethics teams can build the metric into company-wide ML infrastructure or formalize a self-service tool [P5, P6, P7, P10, P15, P19, P20, P26]. By pursuing reusability through an iterative process, AI ethics professionals can ensure their tools are maximally usable and generalizable by gathering feedback at every stage.

4.2.5 Aiming for actionability. Since product teams and engineers are more likely to adopt these new technical tools and metrics if they are easily understandable, many participants aimed to make them simple and interpretable [P4, P7, P8, P14, P15]. One engineer worked on a responsibility tool that provided teams with information on fairness, performance, model explanations, and robustness, among other characteristics. They referenced user studies of the usability of fairness tools to motivate the tool’s design. They updated the display of various metrics to be more interpretable to model builders. For example, bar charts might be useful for certain metrics while explicit percentages to drill down into might be better for others [P8].

As another instance of prioritizing interpretability and actionability, an engineer working on fairness measurements discussed how global companies such as theirs have hundreds of possible subgroups they can measure aspects of user experience for. However, it is challenging for a human to quickly look at this number of subgroups and determine what models are better or worse for the desired outcomes. Given this, the team brainstormed higher level metrics to summarize the mass of subgroup data, such as variance of subgroup performance and outliers [P4]. These two examples, echoed by other participants, illustrate how AI ethics professionals are highly responsive to product and engineering needs and attempt to tailor their work for maximum usability.

4.3 Institutionalized AI ethics - RQ1 Through our interviews we identified several elements that characterize more mature and institutionally supported AI ethics teams and efforts. These include defined company or organizationwide impact or risk assessment product release procedures, documentation, and reusable, easily accessible technical tools and metrics.

4.3.1 Defined release procedures and documentation. Companies with institutionalized AI ethics practices had developed regimented product release processes for shepherding product teams to deployment and internally auditing their documentation for any ethics issues [P1, P3, P6, P9, P15, P20, P25]. This was especially the case for products flagged as high-risk by legal and policy teams [P3, P9, P15]. There were typically multiple checkpoints of internal review and specific individuals charged with reviewing and approving various stages of product release. One participant talked about how the responsible AI review process was “just another thing that teams have to go through as part of their release process. . . including going through their privacy reviews, their accessibility reviews, and their security reviews” [P9]. Product teams expected the review, so they had to think about potential harms in advance. As previous work has shown, piggybacking onto existing processes helps normalize and institutionalize new responsible AI practices [16].

A few AI ethics professionals described how product teams must produce certain documentation when they launch versions of their products to different audiences. Participants on less developed teams either did not discuss documentation as a major part of their workflows or were only beginning to ideate such processes [P7, P10, P16]. Documentation included risk or impact assessments, various performance and fairness metrics, task evaluations, and comparisons to benchmarks. Ultimately, ethics team members and senior leaders used this documentation to form independent interpretations of how products measure up to AI ethics concerns [P1, P3, P6, P9, P13, P20, P24, P25]. Participants mentioned that senior leaders appeared to engage with documentation in detail, flagging possible cherry-picked data or requesting information on criteria for evaluations [P6, P9, P20]. AI ethics team members would evaluate the product documentation and release audience to work with the product team to implement new requirements before current and future releases [P3, P6, P9, P20, P25, P26]. Essential changes would be required immediately before release, but other mitigations that may take longer were assigned lower priority.

4.3.2 Conceptual frameworks. In addition to impact and risk assessment documentation, AI ethics teams frequently cited developing conceptual frameworks such as harms taxonomies and risk assessment guidelines [P3, P4, P7, P9, P10, P15, P16, P20, P22, P25, P26]. These are crucial for enabling their teams to scale by prioritizing work more effectively. For example, one participant said of a “governance” workstream of their team, “We were trying to create an internal framework that was efficient, replicable, and at the same time contextual to be able to rank and prioritize our machine learning systems” [P16]. Another echoed the strategy of “[looking] at all the models across [company name] more systematically. . . a very light high-level ranking of what areas are most concerning” [P4]. These tools helped teams standardize the prioritization process for deciding what projects to work on and how to evaluate the worst possible harms of a system. Instead of reacting to ethics issues when they surfaced as crises or through interpersonal relationships, AI ethics professionals could use systematized tools to triage issues.

4.3.3 Reusable tools and ML infrastructure. Once AI ethics professionals developed reusable tools through recognizing common needs in different products, they made them widely accessible by directly embedding them within ML infrastructure or centralized services [P2, P4, P5, P7, P11, P13, P14, P15, P18, P19, P21]. Participants viewed this as an important strategy to achieve broader adoption for AI ethics work across many teams without having to deploy individuals to personally

Table 6. AI ethics professionals face several challenges to influencing product decisions. A few key strategies can help them overcome these, but there are fundamental limitations to their efficacy.

Challenges Strategies Limitations

• Lack of authority of product

decision-making.

• Communicating the stakes of

AI ethics.

• Leadership support and

company financial wellbeing. • Conflicts over development

timelines.

• Product, data, and model

access and info. • Turf wars.

• Pressures to innovate and release novel tech quickly.

• AI ethics as regulatory

response.

• AI ethics as product quality assurance.

• AI ethics as crisis mitigation.

• Issues that do not fit the regulatory response and product quality frames are rarely prioritized.

• AI ethics narrows to topics covered by existing or likely regulation, issues that affect large user or product segments, and reactive crisis response.

• Using product and user experience as proxies for AI ethics leads to suboptimal decisions.

consult with all teams. By implementing new metrics, such as those measuring fairness or toxicity, as part of the standard development process in an A/B testing platform, ethics testing became normalized for engineers. These metrics were automatically included in development and testing workflows. It is much easier to scale ethics efforts when teams running A/B tests can see how business metrics and fairness metrics perform in response to product changes in one place.

Furthermore, reusable and centralized tools, from measurement pipelines to mitigations infrastructure, supports standardization in AI ethics work. One PM on an AI ethics team explained, “our measurement capabilities are now delivered through a centralized product that vends measurement functionality out to different product teams so that we can basically maintain a single functional source of truth for how we do measurement that we then serve to different product teams instead of having to duplicate the effort over and over” [P5]. As another example, instead of addressing recurring issues on an ad-hoc basis, AI ethics professionals developed classifiers or blocklists for harmful content and exposed them company-wide via APIs [P13, P15]. Centralizing measurement and mitigation capabilities ensures that issues are treated consistently across a company. Ethics policies already determined by legal and policy arms are more easily enforced.

4.4 Challenges influencing product decisions - RQ2a Thus far, we have depicted AI ethics professionals as technically and organizationally agile, adapting their approaches to achieve institutionalization. However, their efforts did not always translate into tangible impacts on product. We found that participants could speak a great deal about how they embed with teams, identify issues, and develop measurements. However, when asked about negotiations with product teams and their ultimate decisions, participants often admitted that they did not have much insight into this process, and that ethics considerations are just one component of many that product teams weigh [P2, P5, P7, P8, P11, P13, P14, P15, P17, P21, P23, P25]. Our interviews revealed that AI ethics professionals have much more control over identification and measurement of issues as compared to mitigations. Whereas measurement can lay the foundation for subsequent AI ethics improvements without disrupting any competing product goals, mitigation is more likely to create a conflict, and as a result, is much more difficult to negotiate.

4.4.1 Lack of authority over product decision-making. An applied scientist on an AI ethics team summarized what they were told when they were brought in to help mitigate issues for a major high-priority product launch:

“You have 3 months before we ship. . . It doesn’t matter what you find or what you think. Do your best.” [P15]

Through our interviews, it quickly became clear that AI ethics professionals often do not have a lot of control over what product teams decide to do as a result of the measurements and analyses provided by ethics team members. As one participant said in reference to a fairness metric that their team embedded into their company’s A/B testing platform, “getting it included is one thing, having people take action on it is another” [P19]. In most cases, AI ethics professionals lack meaningful authority to enforce decisions without real ownership over products. Institutionalized release processes give AI ethics teams more power in negotiations, though there is still ownership friction. Tellingly, the quote above comes from a participant at a company with well-defined AI ethics guidelines and release procedures.

Interestingly, many participants appear to believe that their main value-add is in providing accurate and usable analyses of potential ethics issues to product teams, and that they did not have the background and knowledge to make the ultimate calls on trade-offs and product direction [P2, P4, P5, P7, P8, P11, P13, P15, P21]. In some cases, this self-perception is a result of understanding their lack of product ownership. But several of our participants seemed to endorse their role as information providers, rather than as decision-makers on AI ethics issues. One participant expressed frustration at how product teams compromised ethics to move faster, but said that, at the end of the day, PMs make decisions for product teams and that “ultimately this is the right way for it to be done. It’s my job to communicate to them how important the responsible AI metrics are, but it is similarly important to have the model actually provide benefits to users” and be cost-efficient [P15].

4.4.2 Communicating the stakes of AI ethics. AI ethics professionals face challenges persuasively communicating the harms of AI systems to product teams because risks are often speculative and difficult to concretize or quantify. Product teams are typically focused on possible upside, including factors such as company revenue, reputational benefits, and market share. They look at the business case for building a particular product and spend time fleshing out product feature requirements and timelines in detail. In contrast, risks from AI can be difficult to predict and diffuse. Participants discussed how many product leaders viewed AI ethics concerns as hypothetical and disconnected from concrete, first-order impacts of products [P3, P8, P13, P14, P15, P17, P18, P20, P23, P26]. It can be unclear how to connect potential risks with impacts to the company bottom line. The justifications for AI ethics work are often not powerful since they are “not the same as saying this can contribute 20% to our main goal metric by the end of Q3” [P26]. Additionally, even when a product changes as a result of an ethics team intervention, it is difficult to evaluate the harms that were averted, especially in the case of novel technologies that require more speculation on downstream use cases and risks. This creates an ongoing challenge to maintain funding and support for AI ethics. Ultimately, “until executives truly see the damage,” mitigating potential harms is not prioritized relative to product development [P17].

4.4.3 Leadership support and company financial well-being. Whether or not AI ethics teams have power to influence product decisions is dependent on their continued existence. Support from high-level leadership, especially executives, is crucial. Many AI ethics professionals interviewed were painfully aware of the shaky foundations of their teams. One participant noted that it is:

“clear that these teams. . . exist under very fragile circumstances. Based off of the whims of people in power and capitalist interests,...[AI ethics teams’] work really can be wiped out overnight.” [P4] This is starkly apparent during recessionary periods, when resources are constrained and companies cut from “unnecessary” cost-generating teams. Several of the participants in this study were laid off before this study commenced or even after we interviewed them. They mentioned their worries about the current economic environment and continued support for AI ethics [P2, P4, P7, P10, P11, P16, P19]. One participant noted that a high-level AI ethics full-time employee had been laid off, while they had been informally tapped to continue some of that work with volunteer labor [P17].

Beyond existential questions, high-level leadership support for AI ethics and economic conditions also affected AI ethics team internal strategy and mandate. Participants from multiple companies discussed how the personal backing of specific leaders helped propel their team in developing engagements with product by dedicating capital and headcount. AI ethics teams could expand their projects to more teams and take on costly initiatives such as building new datasets [P3, P4, P7, P9, P12, P13, P16, P20, P24, P26]. Additionally, during negotiations with product teams to prioritize features for releases, executives and managers aligned with AI ethics goals help push for ethics mitigations even when they conflict with product leadership desires [P4, P5, P9, P14]. Conversely, increased economic pressure means that AI ethics teams are forced to constrain their ambitions since ethics work is seen as optional [P8, P14, P15, P17, P22]. Product teams that previously were willing to work with ethics teams may stop collaborating due to productization pressure.

4.4.4 Conflicts over development timelines. Because product teams have their own goals that are disconnected from AI ethics goals, they do not have clear incentives to incorporate AI ethics work, especially when that would involve specialized efforts and additional time. Product teams are focused on shipping features as fast as possible. Standard agile development at technology companies means that there is flexibility in how developed a product is at each release date, and product teams iterate through to higher levels of functionality. While product may accept bare minimum functionality of an MVP, AI ethics teams attempt to enforce a higher quality standard [P3, P8, P6, P13, P15, P17]. Additionally, product focus is typically on short-term goals, which are scoped to time periods from 2 weeks to 3 months, whereas AI ethics teams want to plan much farther in advance as they anticipate issues and build capacity to deal with them over time [P5, P9, P13, P18, P20, P22, P24]. If ethics initiatives are not formally included in product team goals or if they span long time horizons, they are likely to be deprioritized repeatedly.

A few participants brought up negotiating over what mitigations are necessary before the launch of different products. They worked with product teams to timeline out goals for mitigations over the course of a few releases, instead of requiring all identified issues be fixed before rollouts [P3, P9, P13, P20]. One participant on an AI ethics team discussed how in the vast majority of cases, product teams seem to think about responsible AI at the very end of the development process. Understanding this, this participant tries to focus on mitigations that can be applied at that point instead of spending too much time recommending more intensive solutions such as collecting new data [P8]. This tension is exacerbated when AI ethics teams lack engineering resources to offer.

In order to keep product timelines on track, companies may prioritize “band-aid” or short-term mitigations meant to alleviate harms on the consumer-use side without addressing the fundamental technical system and data issues that are root causes [P4, P6, P7, P15, P25]. One instance of this is a company-wide blocklist put in place before public demos of upcoming premier products

[P25]. This blocklist broke other systems at the company, indicating that it was not implemented and tested rigorously. Echoing this, another participant said, in reference to a mitigation a product team put into place as an emergency response to a PR issue, “those sorts of band-aid solutions, I think, will be chosen 9 times out of 10 by the product teams when the people who actually work in responsible AI are out of the loop there” [P15]. These mitigations take up less time, allowing product teams to focus on marching forward with new product features. While this can alleviate an issue at surface-level, the fundamental problem remains. Also, the mitigations may not be as replicable in other scenarios or products.

4.4.5 Product, data, and model access and information. One of the consequences of product’s deprioritization of ethics is that AI ethics teams often do not receive the resources they need to generate useful measurements, much less mitigations. Product teams do not have an incentive to go out of their way to explain their systems to ethics team members. In many cases, companies do not prioritize maintaining good documentation, so it can be a challenge to independently learn about the inner workings of certain systems or models without direct engagement with the team owning those. Moreover, there must be usable and accessible methods for testing systems while in development. Sometimes, testing infrastructure is not a priority investment for product teams [P5, P13, P15]. As an example, one participant mentioned that product teams they worked with did not give AI ethics practitioners access to API endpoints that match the production experience. The only way to effectively audit the product was to write custom scripts to scrape data [P15].

4.4.6 Turf wars. When product team goals and AI ethics work conflict, turf wars ensued during the course of negotiations [P3, P5, P12, P14, P15, P17, P22]. In one instance, an applied scientist who had worked on the release of a generative AI product mentioned that their ethics team evaluated possible harms and wanted to restrict particular kinds of sensitive inputs and outputs because of misuse concerns. The product team was not willing to reduce that functionality at all because they saw it as an important, exciting feature to sell. After a back and forth, the product team decided to take the ethics team’s more conservative recommendations for other parts of the system, while keeping the functionality under debate as a compromise [P15]. Ultimately, product makes the final call. In a few instances, AI ethics teams faced challenges to their work when product teams made their own decisions concerning ethics without consultation with the ethics team [P3, P14, P15, P22]. This was caused by organizational dysfunction in some cases, while in others, product teams were frustrated by AI ethics team attempts to “[tell] us what’s right on our platform” and change their products [P14]. Product teams believed that they had the most expertise on their systems, so they could make the most informed decisions about ethics issues. This led to redundant work or poorly designed mitigations that did not address root causes. Sometimes, AI ethics team members had to completely re-implement or fix these solutions.

4.4.7 Organizational pressures to innovate and release novel technologies quickly. AI ethics concerns take a backseat to the primary aims of productizing novel technologies and products as fast as possible, which leads to uneven and reactive investment in AI ethics capacities. This exacerbates many of the above dynamics and makes it even more challenging to build a sustainable, scaled up AI ethics practice. Given that AI ethics evaluations of novel systems may require novel developments or inputs from researchers, research organizations must have corporate support to invest time and resources into building evaluations, new methods, and datasets [P1, P3, P5, P9, P13, P20, P24]. Participants expressed concerns that their companies were moving full-steam ahead to develop AI capabilities and implement them into products without a corresponding investment in ethics work [P1, P17, P25]. A few mentioned that product managers and engineers are racing to incorporate generative AI, whether in-house or through external services, into their products. The desire for rapid deployment impedes AI ethics planning. A PM situated in an ML product organization working on cutting-edge technologies noted that their team tries to stay on top of various product teams’ ship timelines, but that sometimes release dates are kept under wraps [P13]. This makes it difficult to proactively address issues, especially if mitigating them will take a long time and the AI ethics team wants to negotiate over what elements are necessary by a launch.

Notably, a few of the AI ethics professionals we interviewed brought up the infeasibility of mitigating all potential ethics issues in emerging technology products and the “release and review” model of deployment [P3, P9, P13, P20, P21]. Due to constrained resources and the inability to anticipate all potential issues, AI ethics professionals scope down their work to highest priority areas and negotiate with product teams on mitigations. They consequently focus on the most clear and reputationally or legally costly risks [P5, P13, P20, P25]. Several participants working on issues in generative AI systems at different companies noted that certain issues that dominated news post-public release were already known, but were not prioritized to be fixed [P15, P21]. In some cases, this was a result of divergent product team and ethics professional goals. In others, the ongoing conversation on AI ethics centered around the level of risks acceptable and the need to see how people actually use the products instead of making overly cautious decisions [P3, P13, P20, P21]. One participant mentioned that they agreed with their company’s decision to market their new technology as very experimental, because “there’s room for it to mess up and it makes it easier to release.” “Everyone’s aware that it’s going to mess up. . . there could be some harms, but you don’t necessarily have to shut it down” [P3].

4.5 Strategies for influencing product decisions - RQ2b Given the challenges AI ethics professionals face as they attempt influence product decisions, they lean on three key narrative strategies, transforming ethical concerns into:

(1) narrow regulatory problems based on current or impending legislation, (2) product quality and user experience issues, and (3) responses to public relations crises.

4.5.1 AI ethics as regulatory response. Many of the participants we interviewed discussed receiving guidance from legal and policy employees and prioritizing their work based on regulatory risk [P1, P3, P5, P6, P8, P9, P12, P13, P14, P17, P20, P24, P26]. Existing or impending legislation, especially on privacy and civil rights, with specific process-based or outcome-based requirements have led some companies to spin out well-resourced AI ethics or trust and safety workstreams to tackle these. For example, some participants said they have entire dedicated teams to address model documentation to comply with legislation or to mitigate fairness concerns in ad delivery [P5, P12, P18, P22]. Regulatory readiness was the most effective tactic to shift product team activities. As one participant noted,

“The best way forward is actually to use legal as the arbitrator in order to make some of these things happen, because at the end of the day. . . if a single lawyer is like, ‘no, this is a requirement based on regulation,’ this will override any amount of executive disgruntlement and disagreement.” [P17] Frequently, AI ethics professionals would appeal to product teams by noting how ethics work could help the company avoid expensive lawsuits [P5, P8, P12, P17, P18, P22, P24]. Basing AI ethics work on regulation is effective because the stakeholders – regulators – and the downside risks – monetary costs of noncompliance but likely more importantly, reputational damage – are clear. Speculative risks of AI are concretized. Ignoring these important stakeholders and downside risks would reduce the legitimacy and perceived trustworthiness of a company.

4.5.2 AI ethics as product quality assurance. We found that other participants often framed their work through the lens of improving product experience for users. They focused on win-win situations where building more ethical products is also a better business and performance decision, rejecting the bias-accuracy trade-off framing. In some cases, participants explicitly said that they built up the business case as a strategy for achieving product team buy-in [P5, P13, P14, P22, P24]. They wanted to obscure normative ethical questions by using the language and metrics of product in order to avoid contestation. But across companies we also heard participants wholeheartedly endorse equating AI ethics with consistent individual user experience or notions of accuracy (does the model or product do what it is intended to do?) [P3, P4, P6, P8, P10, P11, P15, P26]. They linked ethical AI directly with product success – for instance, several PMs saw the lack of investment in AI ethics as a blocker to AI innovation, since there was no safe and usable way to deploy models without the coinciding ethics work [P3, P6, P9]. Issues like hallucination and toxicity in language models are thus important to address so that more businesses and consumers choose to use their products [P6, P9, P17]. They see responsibility, both compliance-based and beyond, as a value that consumers care about and recognize when they use these companies’ products.

A few AI ethics professionals at social media companies described their efforts to promote equitable user experience across their platforms utilizing solutions that “still keep people on the platform or ideally actually improve their engagement” [P11, P5, P10, P14]. Bringing up the hypothetical example of racial bias in creator monetization on their platform, one AI ethics PM saw this as a “big trustbuster for the customer experience,” which would threaten the reputation and growth of the product [P5]. By tackling issues that are aligned with product team goals, AI ethics teams can expect to more successfully persuade product teams to work with them. They can also better prove their value to leadership. If ethics interventions positively impact product goals, there is a business case for keeping the ethics team around.

4.5.3 AI ethics as crisis mitigation. During moments of crisis response, such as when an ethics issue has become a reputational risk or is clearly severely harming many people or a platform’s health, AI ethics teams are given more control over product decisions than usual. They can take advantage of these moments to apply and generalize their interventions to more products or larger surface areas. They are asked to act fast and are given leeway to implement whatever they deem necessary in the moment [P4, P5, P6, P7, P12, P13, P14, P15, P26]. A few of our participants gave examples of crises where they “[could] be more heavy-handed in how we fix the model” [P6]. One engineer working on information integrity issues explained that product teams were more amenable to working with their team during high-risk periods for information flows, such as during times of public unrest or elections [P14]. The public stakes and PR risks are higher during these times, which means companies are relatively more concerned with downside risk and risk mitigation. This engineer also explained how a mitigation they developed to distinguish different types of sensitive content during high-risk periods led into a broader project on sensitive content more generally. Though the increased degree of power in crisis situations is temporary, interventions are stickier – a reactive workstream can be transformed into a proactive opportunity.

4.6 Limitations in influencing product The frames of regulatory response and product quality are helpful for slotting ethics work more easily in a company’s usual workflows and set of priorities. They align with corporate risk management and general product goals, and thus allow AI ethics teams to skirt around unresolved normative questions. However, these narratives are severely limited when ethics teams consider important issues that fall outside of these buckets. Without a crisis response moment that happens to touch on these other issues, there is little promise of motivating action [P5, P6, P8, P12,

P14, P15, P22, P26]. One PM who primarily works on fairness mitigations very clearly laid out this unfortunate reality:

“if there’s no immediate or medium-term legal risk, and if there’s a strong negative trade-off between fairness and product outcomes, there’s just virtually no way to get that work on the road today.” [P5]

Though AI ethics professionals may have an ideal set of priorities based on their risk assessments and values, ultimately we found that they make compromises or proactively narrow their requests and projects in anticipation of product team responses.

We heard how AI ethics teams’ use of legal consequences to motivate AI ethics progress narrowed the scope of their work. A few participants expressed frustration that a significant portion of their team goals had moved to legal compliance, leaving other AI ethics efforts on issues such as explainability and user agency under-resourced [P5, P18, P22]. One participant worked on transparency and explainability issues before their team shifted to compliance and mentioned that the change hurt the ability of the team to take a broader perspective on ethics concerns. A primary focus on regulators meant that “We are doing the right thing for the company for the business and for compliance, and not for the people who are actually going to be using these products in the end” [P22].

Because the product quality narrative often hinges on the quantity of users impacted, AI ethics initiatives that target user segments or product surfaces that are relatively small are difficult to justify [P12, P13, P14, P22, P24, P26]. Leaders may question why time is going into those projects, and ethics professionals themselves may be worried about how their impact and performance will be evaluated. As an example, an engineer working on information integrity described a project they wanted to work on to promote better local community content for civic engagement. The product team that owned the product was skeptical and resistant because this “little sliver of content” would not “move their top line goals” [P14].

Furthermore, a singular focus on product and user experience can sometimes lead to suboptimal decisions on social responsibility. Individual user experience can certainly be an important indicator of the overall value and performance of an AI system. However, some elements of ethical AI, especially those involving socially contested normative assumptions, combined with the compliance framing of AI ethics, can lead to decisions that reduce direct risk for the company but are socially harmful. For instance, one participant brought up the social harms of erasure that result from decisions to manually block or change outputs based on certain identity terms [P15]. In another example, product leaders and executives wanted to blanket reduce civic and political content on the platform to better entertain users. An integrity team stepped in to caution against this and to draw a distinction between the positive social value of certain civic, political, and news content on the platform [P14].

Ultimately, participants were well aware of the limitations presented by organizational priorities of product and regulatory risk management. They expressed hope that regulation and industry standards for AI ethics could help fill this gap.

5 DISCUSSION Our results highlight how AI ethics professionals function as values-driven institutional entrepreneurs who strategically attempt to scale their work and gain influence over product. They are highly experimental and agile, adopting tactics as necessary to introduce and institutionalize new organizational and technical practices. However, regardless of how developed these practices are, there are significant blockers in translating them into product impact. At the end of the day, AI ethics teams are resource-constrained and lack ownership of revenue-generating products. Thus they often do not have meaningful authority over product decision-making. Given this limited mandate, industry AI ethics is stuck in a state of minimum viable ethics, wherein the interventions that succeed are narrow, must appeal to clear stakeholders like regulators and product consumers, or appear immediately necessary to avoid PR crises. A broader vision of AI ethics necessitates change in this corporate calculus.

In this section, we first return to literature on organizational change in UX and privacy practices to contextualize our findings on the role of AI ethics professionals. We discuss high-level themes of institutionalization and then offer recommendations for researchers, industry professionals, and policymakers who seek to advance the goals of AI ethics.

5.1 Learning from organizational change in UX and privacy practices Based on what we have uncovered in this study, the challenges and strategies involved in working on industry AI ethics are similar to the dynamics revealed in analogous privacy and UX research (Section 2.2). When a new class of professionals attempts to infuse values into existing structures of a company, it is an uphill battle, especially when those values do not coincide directly with profit incentives. It is useful to specify how these challenges and strategies manifest with the particular set of values of AI ethics. Since the dynamic itself is not unexpected, we can apply lessons here from how the fields of privacy and UX have developed in industry.

First, to emphasize the crucial if uneven role of AI ethics professionals’ discretionary power over the values embedded in company structures, we look to the idea of soft resistance. Analyzing UX professionals, Wong argues that “soft resistance” is an analytical lens that helps us better understand the double bind that ethics professionals face while working on change from within companies [74]. While external actors may find the internal strategies as a whole to be lackluster, ethics professionals are viewed as radical within companies. They are constrained to partial resistance as they deploy business-friendly narratives to further their values. Still, ultimately, these “tactics of soft resistance are about creating organizational change that flows upward from everyday actions” [74]. Our study reveals how AI ethics professionals can sometimes wield enough power to institute new values-driven practices and even see resulting product changes. They are important levers for change in technology development. Despite the partial and slow nature of their strategies, organizational change from within can succeed, especially if complemented with external efforts.

Secondly, literature on the institutionalization of privacy practices forewarns us of the threat of corporate capture of AI ethics work, both internally and externally. The concept of legal endogeneity describes how law can emerge from organizational practices within the area it aims to regulate. Edelman originally conceptualized this in the context of antidiscrimination law [19]. In the absence of specific requirements and definitions related to discrimination in employment, corporate interpretation of the law led to ceremonial structures and practice that undermined antidiscrimination law. In a recent book, Waldman shows how this applies to privacy law, which has been fundamentally shaped by technology companies. This is due to “legislative ambiguity and process-oriented rules,” which “give corporate professionals – lawyers, consultants, and compliance experts, for example – the chance to define what the law means and protect their employers” [69]. In this case, individuals within companies are the first to determine what compliance means and how their organizations can achieve that state. For instance, Waldman discusses how GDPR mandates that collecting or processing data is unlawful unless companies justify this with at least one of six possible reasons. One is the company’s “legitimate interests.” There is very little description of what this entails, leaving industry professionals with significant leeway to argue for a definition that suits their corporate interests.

Building on the framework of legal endogeneity in the context of privacy law, Waldman describes how corporate responses to regulation then further shape our legal regime. The legal interpretation of privacy laws develops downstream of specific cases of noncompliance brought to courts to adjudicate. In the absence of specific requirements, regulators increasingly take the existence of symbolic structures and ceremonial practices as evidence for compliance. In courts, judges may move from simply referring to these organizational elements in decisions to describing their existence as relevant in determining compliance. Finally, they may defer to structures as compliance [69]. For instance, the mere presence of privacy policies on websites or standardized processes of data use review indicates superficial compliance but nothing about outcomes.

We apply these two relevant insights from UX and privacy literature to our findings. We acknowledge the essential role of empowered industry AI ethics professionals in advancing valuesbased organizational change, but note potential pitfalls of overreliance on internal efforts without robust regulation. From our results and developments in technology policy, it is clear that AI policy is subject to legal endogeneity. AI ethics professionals are crucial in shaping and propelling particular strategies for dealing with harms of AI. Given this, we first discuss overarching insights on institutionalization from our findings along with recommendations for effective corporate AI ethics work. Finally, we turn to policy implications.

5.2 Recommendations and insights to strengthen organizational practices Below we provide recommendations and insights that can help advance AI ethics work in industry. Many of these are distilled from the strategies we heard from study participants. A few are relevant for researchers who aim to boost applied AI ethics with their work. The majority should be useful for AI ethics professionals themselves as well as industry leaders who seek to empower these teams.

5.2.1 Generalizable practices are easier to institutionalize, but contextual, one-off experimentation is still essential. Both technical and organizational practices can be more readily scaled if they are widely applicable to a range of products and teams across a company. Companies with centralized infrastructure and shared components will more easily institutionalize technical practices. Organizational practices like red-teaming that can be adapted to many different domains are similarly easy to spread. However, only relying on generalizable practices leaves gaps in AI ethics coverage. Potential harms, threat models, technical implementations, and deployment strategies differ widely depending on the products at hand. For this reason, contextual, specialized technical work is still necessary to investigate issues. This is especially the case with new technologies or use cases. On the organizational front, it can be challenging to develop playbooks for AI ethics for emerging technologies. Experimentation as issues emerge is crucial for developing best practices over time.

5.2.2 Leadership buy-in is more important for institutionalizing organizational practices than technical practices. Leadership support is necessary when AI ethics teams introduce new organizational practices. These practices often require collaboration and alignment on goals across many different functions and teams. This is a logistically difficult task that must be incentivized by top-down backing. New practices like product release procedures can typically only become standardized and effective if mandated from above. On the other hand, if product teams are amenable, AI ethics teams can independently perform technical work since they are usually set up as technical teams and have the expertise needed. There is a lot of latitude for low-level efforts to reach out to product teams and pitch ideas. Coordinating between two teams is much less arduous than negotiating with several layers of leadership. Furthermore, because the technical components built by AI ethics teams are likely compatible with existing technical infrastructure and engineering processes, scaling them is not a unique or overly disruptive ask of technical leadership.

5.2.3 More research should emphasize applied settings. Our interviews revealed an urgent need for research that can more easily transfer to industry settings. For instance, common issues that would benefit from applicable research include dealing with missing, partial, or approximate data, the lack of or inability to use demographic data, and ways to improve models in post-deployment scenarios. Broadening coverage of AI ethics research will boost AI ethics professionals’ abilities to deal with real-world problems with well-evidenced methods. Transferable research also requires clear communication on reproducing methods and delineating what scenarios they might apply in. 5.2.4 Improve the usability of tools and metrics. One key recurring concern throughout the study was how usable, and thus actionable, AI ethics tools are. End-users should be able to easily interpret and use them. Within a company, consultations with product teams as a particular tool or metric is built would be helpful. In general, it should be clear how tools and metrics can integrate seamlessly with existing products or development systems. In the case of evaluations tools, design aspects such as the prioritization scheme for how different issues are surfaced are important. For example, the number of users impacted or severity of harm can inform this.

5.2.5 Formalize collaborations with product teams through concrete goals. In order to strengthen the incentives of product teams to work on AI ethics issues, ethics professionals should create formal cross-team goals embedded in the official goal-setting framework product teams use. Standardized structures for accountability are essential for AI ethics work to be prioritized, rather than left as informal, precarious projects. A lot of time can be wasted when AI ethics professionals engage with product teams whose collaboration is dependent on goodwill.

5.2.6 AI ethics teams must have dedicated engineering resources. AI ethics work is propelled when engineers are formally allocated to ethics teams. With dedicated engineers, these teams can take control of their projects from timelines for completion to implementation details. It is easier to convince product teams to collaborate because AI ethics teams can be more independent. There is also more bandwidth to address issues across many teams.

5.2.7 Monitor outcomes of AI ethics interventions. As we have seen, it is not enough to successfully implement an AI ethics ship review process or new educational initiative without tracking resulting changes. We highly encourage AI ethics teams to monitor the outcomes of their work through time and try to hold their companies accountable for this. For example, we can measure how well a particular bias metric integrated in an A/B testing framework changes product team behavior by tracking the frequency it surpasses a threshold and the triggering update is still approved.

5.2.8 Invest in model documentation and governance initiatives. A major blocker to AI ethics work is weak or nonexistent model documentation. Without a birds-eye view of models across a company along with detailed documentation about their creation, usage, and issues, AI ethics teams struggle to assess possible risks, let alone determine how to address them. Technology companies should invest in efforts to document models better. Long-term benefits of this include easier and more systematic AI ethics work along with reduced redundancy in engineering across the many teams.

5.2.9 Break down AI ethics initiatives into short-term goals. As we learned, accomplishing AI ethics progress can necessitate long incubation periods, in comparison to the short timelines of product feature development. There are several reasons to break AI ethics goals into smaller chunks. First, this will enable steady progress towards these goals in a way that aligns with the pace of product team development. Additionally, because experimentation is a key element of industry AI ethics, piloting new practices in small ways, such as low visibility product segments, is useful to test and iterate on them. Finally, even short-term or partial efforts can widen buy-in for future change and improve products.

5.3 Policy implications Emerging developments in AI policy are likely to strengthen corporate incentives to act on and institutionalize AI ethics. However, regulatory frameworks that hinge on voluntary compliance will face the same fundamental limitations detailed in this study. Recent AI policy in the U.S. and the E.U. detail high-level principles and expectations of AI systems, alongside recommendations for operationalizing these [20, 47, 48, 63, 64]. These emphasize many practices that are aligned with aspirational, institutionalized AI ethics. This includes defined documentation requirements, continuous monitoring and evaluation systems, and the proactive testing of products pre-launch. Companies that are compelled to follow through with these initiatives will invest resources in developing reusable technical systems and governance procedures. This will help AI ethics teams reduce time spent in the ad-hoc, disorganized phase of building out their work. Additionally, regulation will increase the decision-making power of AI ethics teams since concrete standards and consequences for AI ethics will incentivize product teams to prioritize those issues.

Nonetheless, most current approaches to policy fall into similar traps as above, in which procedures and measurements are emphasized, leaving it to company discretion to implement mitigations and respond based on what is surfaced. This work will rely on AI ethics professionals’ abilities to have impact in their organizations. As we have seen, this is highly precarious. Although policies based on voluntary compliance may shift norms in the institutional environment to create an expectation that technology companies develop responsibly, relying on this lever perpetuates the status quo of ethics based on goodwill and reactivity. Furthermore, AI policy is subject to legal endogeneity, paralleling the development of the privacy legal regime. Regulation that is overly vague will very likely lead to deference to standards proffered by industry.

Based on our findings, we offer a few suggestions for policy initiatives. First, along with procedural requirements, more specific standards for accuracy, fairness, and explainability should be developed, especially for highly sensitive domains. Instead of relying on companies to determine appropriate standards, policymakers should collaborate with academics, civil society, and industry groups to specify these in legislation. Next, policy should establish meaningful consequences for noncompliance. As several of our participants stated, legal mandates to comply are the most effective way of intervening in the product development process. Data privacy and civil rights policy applied to technology illustrate how enforcement through financial and legal liability can transform “nice to have” practices into “must haves” [4]. Along these lines, as we have seen, established policy on data privacy, civil rights, consumer protection, and antitrust can be used to advance AI ethics work. Regulators and legislators can pursue this strategy, equipping AI ethics professionals to have greater product impact.

Additionally, smart AI policy initiatives can bolster internal AI ethics teams by strengthening the external counterparts to this work such as academic researchers and independent auditors. Policymakers should direct more resources to applied research problems in general or to specific research problems relevant to industry settings, as specified in the above recommendations section. Furthermore, cultivating an empowered third-party auditing and open-ended research ecosystem can both improve the ability of AI ethics teams to succeed internally as well as unlock potential fruitful partnerships between these different actors. Researchers and third-party auditors can perform similar work as industry AI ethics teams if they have sufficient access to the data, models, and systems at hand, and they can develop tools and methods that are more likely to transition into widespread practice. Legislation that specifies access expectations for researchers for certain high-risk systems can support this. Mandating better tools such as sandbox environments that enable system probing with safeguards will naturally boost AI ethics teams’ abilities to test. Growing the auditing ecosystem overall will produce many downstream benefits.

5.4 Future work There is much more to uncover as industry AI ethics develops over time. We highlight a few areas that warrant further exploration that were only touched on by our study.

5.4.1 Perspectives on risk, ethics, and emerging technologies. Our participants frequently mentioned the need to balance risks and benefits of novel technologies. It is challenging to do this given the uncertainties involved in innovation and the diffusion of new products. Release guidelines have emerged in recent years to help manage this [3, 49, 59]. Analysis of these along with case studies will be useful in iterating on these further. Additionally, future interview-based and conceptual research should flesh out what anticipatory ethics entails in real-world scenarios [10, 46]. “Anticipation work” involves practices that imagine potential futures and guide us towards them, handling uncertainty [60]. In applying this to industry AI ethics, we can map how uncertainty is managed within organizations hoping to reduce, but not completely eliminate, risk in their work.

5.4.2 Trust and safety in comparison to AI ethics. The relationship between trust and safety and AI ethics in industry is underexamined. Our interviews showed how, within organizations, professionals with responsibility in these areas often overlap in mandate and perform similar work. Yet, these areas have quite different cultures and approaches. Trust and safety teams are common in the domains of social media and highly consumer-centric technologies where users can create or exacerbate problems, while AI ethics generally encompasses a broader category of concerns but specific to AI applications. It would be useful to disentangle these two similar areas of work to identify differing assumptions, threat models, or approaches that change outcomes. Additionally, studies can point out redundancies in work and potentials for collaboration.

5.4.3 Affective experiences of AI ethics professionals. Our results reflect the focus of our interview questions – organizational structures, practices, and outcomes of specific team endeavors. Future research can deeply investigate the individual perspectives and emotional experiences at play in AI ethics work. Many of the strategies AI ethics professionals use in their work rely heavily on aggressive personal initiative and emotional labor. Due to all the blockers to achieving impact, this work may be exhausting and demoralizing. Studies that dive into the personal relationships these professionals have towards their work, as well as how they manage the emotional experience with their careers will help us better understand and strengthen these teams. Also, learning more about the perspectives they bring, which have been informed by their previous life and work experiences, can shed more light on how they approach their work.

5.4.4 Quantitative and causal research. In addition to descriptive studies on industry AI ethics, research that systematically tries to draw out causal connections between organizational practices, governance models, and mitigations and ethics outcomes will be useful. This is especially the case for evaluating the efficacy of regulation. Quantitative studies based on large-scale surveys of AI ethics practitioners will help identify major issues. Finally, impact assessments of specific types of mitigations such as certain harm detection tools are also promising.

6 CONCLUSION As AI development and productization speed ahead, it is crucial that AI ethics matures at a similar pace. In this study, we focus on how AI ethics and governance professionals, who have limited power within technology companies, navigate their constrained mandate to gain visibility, recognition, and influence. They opportunistically experiment with organizational and technical practices to help them effectively collaborate with product and ultimately aim for institutionalization. Despite successes of scale, we still find stubborn gaps in translating this to product impact due to differing incentives amongst product and AI ethics teams. Effective AI regulation – guidelines paired with concrete enforcement capabilities – has the potential to move us beyond a state of minimum viable ethics to robustly safe, just, and trustworthy AI development and deployment.

ACKNOWLEDGMENTS We are grateful for the support of the Princeton Center for Information Technology Policy in developing this project. We also thank Emily Cantrell, Klaudia Jaźwińska, Varun Rao, Jakob Mökander, and the members of the Princeton Bias in AI discussion group for helpful feedback on drafts of this paper and study design.

REFERENCES

[1] Sanna J. Ali, Angèle Christin, Andrew Smart, and Riitta Katila. 2023. Walking the Walk of AI Ethics: Organizational Challenges and the Individualization of Risk among Ethics Entrepreneurs. In Proceedings of the 2023 ACM Conference on Fairness, Accountability, and Transparency (Chicago, IL, USA) (FAccT ’23). Association for Computing Machinery, New York, NY, USA, 217–226. https://doi.org/10.1145/3593013.3593990 [2] McKane Andrus, Elena Spitzer, Jeffrey Brown, and Alice Xiang. 2021. "What We Can’t Measure, We Can’t Understand":

Challenges to Demographic Data Procurement in the Pursuit of Fairness. arXiv:2011.02282 [cs.CY] [3] Anthropic. 2023. Anthropic’s Responsible Scaling Policy. https://www-files.anthropic.com/production/files/responsible-scaling-policy-1.0.pdf [4] Ariana Tobin and Ava Kofman. 2022. Facebook Finally Agrees to Eliminate Tool That Enabled Discriminatory Advertising. https://www.propublica.org/article/facebook-doj-advertising-discrimination-settlement.

[5] Carolyn Ashurst and Adrian Weller. 2023. Fairness Without Demographic Data: A Survey of Approaches. In Proceedings of the 3rd ACM Conference on Equity and Access in Algorithms, Mechanisms, and Optimization (EAAMO ’23). Association for Computing Machinery, New York, NY, USA, Article 14, 12 pages. https://doi.org/10.1145/3617694.3623234 [6] Chloé Bakalar, Renata Barreto, Stevie Bergman, Miranda Bogen, Bobbie Chern, Sam Corbett-Davies, Melissa Hall, Isabel Kloumann, Michelle Lam, Joaquin Quiñonero Candela, Manish Raghavan, Joshua Simons, Jonathan Tannen, Edmund Tong, Kate Vredenburgh, and Jiejing Zhao. 2021. Fairness On The Ground: Applying Algorithmic Fairness Approaches to Production Systems. arXiv:2103.06172 [cs.LG] [7] Kenneth A. Bamberger and Deirdre K. Mulligan. 2015. Privacy on the Ground: Driving Corporate Behavior in the United States and Europe. The MIT Press, Cambridge, MA. https://doi.org/10.7551/mitpress/9905.001.0001 [8] Umang Bhatt, Alice Xiang, Shubham Sharma, Adrian Weller, Ankur Taly, Yunhan Jia, Joydeep Ghosh, Ruchir Puri, José M. F. Moura, and Peter Eckersley. 2020. Explainable Machine Learning in Deployment. arXiv:1909.06342 [cs.LG] [9] Eva Boxenbaum and Stefan Arora-Jonsson. 2017. Isomorphism, Diffusion and Decoupling: Concept Evolution and Theoretical Challenges. SAGE Publications, London, 79–104.

[10] Philip A E Brey. 2012. Anticipatory ethics for emerging technologies. Nanoethics 6, 1 (April 2012), 1–13. [11] Junyi Chai, Taeuk Jang, and Xiaoqian Wang. 2022. Fairness without Demographics through Knowledge Distillation. In Advances in Neural Information Processing Systems, S. Koyejo, S. Mohamed, A. Agarwal, D. Belgrave, K. Cho, and A. Oh (Eds.), Vol. 35. Curran Associates, Inc., 19152–19164. https://proceedings.neurips.cc/paper_files/paper/2022/file/79dc391a2c1067e9ac2b764e31a60377-Paper-Conference.pdf [12] Shruthi Sai Chivukula, Chris Rhys Watkins, Rhea Manocha, Jingle Chen, and Colin M. Gray. 2020. Dimensions of UX Practice That Shape Ethical Awareness. In Proceedings of the 2020 CHI Conference on Human Factors in Computing Systems (Honolulu, HI, USA) (CHI ’20). Association for Computing Machinery, New York, NY, USA, 1–13. https://doi.org/10.1145/3313831.3376459 [13] Sasha Costanza-Chock, Inioluwa Deborah Raji, and Joy Buolamwini. 2022. Who Audits the Auditors? Recommendations from a Field Scan of the Algorithmic Auditing Ecosystem. In Proceedings of the 2022 ACM Conference on Fairness, Accountability, and Transparency (Seoul, Republic of Korea) (FAccT ’22). Association for Computing Machinery, New York, NY, USA, 1571–1583. https://doi.org/10.1145/3531146.3533213

[14] Michel Crozier. 1964. The Bureaucratic Phenomenon. Routledge, New York, NY, USA.

[15] Wesley Hanwen Deng, Boyuan Guo, Alicia Devrio, Hong Shen, Motahhare Eslami, and Kenneth Holstein. 2023. Understanding Practices, Challenges, and Opportunities for User-Engaged Algorithm Auditing in Industry Practice. In Proceedings of the 2023 CHI Conference on Human Factors in Computing Systems (Hamburg, Germany) (CHI ’23). Association for Computing Machinery, New York, NY, USA, Article 377, 18 pages. https://doi.org/10.1145/3544548.3581026 [16] Wesley Hanwen Deng, Nur Yildirim, Monica Chang, Motahhare Eslami, Kenneth Holstein, and Michael Madaio. 2023.

Investigating Practices and Opportunities for Cross-Functional Collaboration around AI Fairness in Industry Practice. In Proceedings of the 2023 ACM Conference on Fairness, Accountability, and Transparency (Chicago, IL, USA) (FAccT ’23). Association for Computing Machinery, New York, NY, USA, 705–716. https://doi.org/10.1145/3593013.3594037 [17] Paul Dimaggio. 1988. Interest and agency in institutional theory. Ballinger Publishing Co., Cambridge, MA, 3–21. [18] Paul J. DiMaggio and Walter W. Powell. 1983. The Iron Cage Revisited: Institutional Isomorphism and Collective Rationality in Organizational Fields. American Sociological Review 48, 2 (1983), 147–160. http://www.jstor.org/stable/2095101 [19] Lauren B. Edelman, Linda H. Krieger, Scott R. Eliason, Catherine R. Albiston, and Virginia Mellema. 2011. When Organizations Rule: Judicial Deference to Institutionalized Employment Structures. Amer. J. Sociology 117, 3 (2011), 888–954. http://www.jstor.org/stable/10.1086/661984 [20] European Commission. 2023. The AI Act. https://artificialintelligenceact.eu/the-act/.

[21] Raghu Garud, Cynthia Hardy, and Steve Maguire. 2007. Institutional Entrepreneurship as Embedded Agency: An Introduction to the Special Issue. Organization Studies 28, 7 (July 2007), 957–969. https://doi.org/10.1177/0170840607078958 [22] Timnit Gebru, Jamie Morgenstern, Briana Vecchione, Jennifer Wortman Vaughan, Hanna Wallach, Hal Daumé III au2, and Kate Crawford. 2021. Datasheets for Datasets. arXiv:1803.09010 [cs.DB] [23] Google. [n.d.]. Google AI Principles. https://ai.google/responsibility/principles/ [24] Colin M. Gray and Shruthi Sai Chivukula. 2019. Ethical Mediation in UX Practice. In Proceedings of the 2019 CHI Conference on Human Factors in Computing Systems (Glasgow, Scotland Uk) (CHI ’19). Association for Computing Machinery, New York, NY, USA, 1–11. https://doi.org/10.1145/3290605.3300408 [25] Cynthia Hardy and Maguire Steve. 2008. The SAGE handbook of organizational institutionalism. SAGE Publications, Thousand Oaks, CA.

[26] Kenneth Holstein, Jennifer Wortman Vaughan, Hal Daumé, Miro Dudik, and Hanna Wallach. 2019. Improving Fairness in Machine Learning Systems: What Do Industry Practitioners Need?. In Proceedings of the 2019 CHI Conference on Human Factors in Computing Systems (Glasgow, Scotland Uk) (CHI ’19). Association for Computing Machinery, New York, NY, USA, 1–16. https://doi.org/10.1145/3290605.3300830 [27] Abigail Z. Jacobs and Hanna Wallach. 2021. Measurement and Fairness. In Proceedings of the 2021 ACM Conference on Fairness, Accountability, and Transparency (Virtual Event, Canada) (FAccT ’21). Association for Computing Machinery, New York, NY, USA, 375–385. https://doi.org/10.1145/3442188.3445901 [28] Anna Jobin, Marcello Ienca, and Effy Vayena. 2019. The Global Landscape of AI Ethics Guidelines. Nature Machine Intelligence 2 (1 September 2019), 389–99. https://doi.org/10.1038/s42256-019-0088-2 [29] Pariya Kashfi, Robert Feldt, and Agneta Nilsson. 2019. Integrating UX principles and practices into software development organizations: A case study of influencing events. Journal of Systems and Software 154 (2019), 37–58. https://doi.org/10.1016/j.jss.2019.03.066 [30] Harmanpreet Kaur, Harsha Nori, Samuel Jenkins, Rich Caruana, Hanna Wallach, and Jennifer Wortman Vaughan.

2020. Interpreting Interpretability: Understanding Data Scientists’ Use of Interpretability Tools for Machine Learning. In Proceedings of the 2020 CHI Conference on Human Factors in Computing Systems (Honolulu, HI, USA) (CHI ’20). Association for Computing Machinery, New York, NY, USA, 1–14. https://doi.org/10.1145/3313831.3376219 [31] Arif Ali Khan, Sher Badshah, Peng Liang, Bilal Khan, Muhammad Waseem, Mahmood Niazi, and Muhammad Azeem Akbar. 2021. Ethics of AI: A Systematic Literature Review of Principles and Challenges. arXiv:2109.07906 [cs.CY] [32] Preethi Lahoti, Alex Beutel, Jilin Chen, Kang Lee, Flavien Prost, Nithum Thain, Xuezhi Wang, and Ed H. Chi. 2020.

Fairness without Demographics through Adversarially Reweighted Learning. arXiv:2006.13114 [cs.LG] [33] Michelle Seng Ah Lee and Jat Singh. 2021. The Landscape and Gaps in Open Source Fairness Toolkits. In Proceedings of the 2021 CHI Conference on Human Factors in Computing Systems (CHI ’21). Association for Computing Machinery, New York, NY, USA, Article 699, 13 pages. https://doi.org/10.1145/3411764.3445261 [34] Michael Lipsky. 1980. Street Level Bureaucracy: Dilemmas of the Individual in Public Services. Russell Sage Foundation, New York, NY, USA. http://www.jstor.org/stable/10.7758/9781610447713 [35] Michael Madaio, Lisa Egede, Hariharan Subramonyam, Jennifer Wortman Vaughan, and Hanna Wallach.

2022. Assessing the Fairness of AI Systems: AI Practitioners’ Processes, Challenges, and Needs for Support. arXiv:2112.05675 [cs.AI]

[36] Nora McDonald, Sarita Schoenebeck, and Andrea Forte. 2019. Reliability and Inter-Rater Reliability in Qualitative Research: Norms and Guidelines for CSCW and HCI Practice. Proc. ACM Hum.-Comput. Interact. 3, CSCW, Article 72 (November 2019), 23 pages. https://doi.org/10.1145/3359174 [37] Nick Merrill. 2020. Security Fictions: Bridging Speculative Design and Computer Security. In Proceedings of the 2020 ACM Designing Interactive Systems Conference (DIS ’20). Association for Computing Machinery, New York, NY, USA, 1727–1735. https://doi.org/10.1145/3357236.3395451 [38] Jacob Metcalf, emanuel moss, and danah boyd. 2019. Owning Ethics: Corporate Logics, Silicon Valley, and the Institutionalization of Ethics. Social Research 86 (06 2019), 449–476. https://doi.org/10.1353/sor.2019.0022 [39] John W. Meyer and Brian Rowan. 1977. Institutionalized Organizations: Formal Structure as Myth and Ceremony.

Amer. J. Sociology 83, 2 (1977), 340–363. http://www.jstor.org/stable/2778293 [40] Microsoft. 2022. Microsoft Responsible AI Standard, v2: General Requirements.

https://query.prod.cms.rt.microsoft.com/cms/api/am/binary/RE5cmFl [41] Margaret Mitchell, Simone Wu, Andrew Zaldivar, Parker Barnes, Lucy Vasserman, Ben Hutchinson, Elena Spitzer, Inioluwa Deborah Raji, and Timnit Gebru. 2019. Model Cards for Model Reporting. In Proceedings of the Conference on Fairness, Accountability, and Transparency (Atlanta, GA, USA) (FAT* ’19). Association for Computing Machinery, New York, NY, USA, 220–229. https://doi.org/10.1145/3287560.3287596 [42] Ronald K. Mitchell, Bradley R. Agle, and Donna J. Wood. 1997. Toward a Theory of Stakeholder Identification and Salience: Defining the Principle of Who and What Really Counts. The Academy of Management Review 22, 4 (1997), 853–886. http://www.jstor.org/stable/259247 [43] Brent Mittelstadt. 2019. Principles alone cannot guarantee ethical AI. Nature Machine Intelligence 1, 11 (November 2019), 501–507. https://doi.org/10.1038/s42256-019-0114-4 [44] Luke Munn. 2022. The Uselessness of AI Ethics.

[45] W. James Murdoch, Chandan Singh, Karl Kumbier, Reza Abbasi-Asl, and Bin Yu. 2019. Definitions, methods, and applications in interpretable machine learning. Proceedings of the National Academy of Sciences 116, 44 (2019), 22071– 22080. https://doi.org/10.1073/pnas.1900654116 arXiv:https://www.pnas.org/doi/pdf/10.1073/pnas.1900654116 [46] Priyanka Nanayakkara, Nicholas Diakopoulos, and Jessica Hullman. 2020. Anticipatory Ethics and the Role of Uncertainty. arXiv:2011.13170 [cs.CY] [47] National Institute of Standards and Technology. 2023. NIST AI RMF Playbook.

https://airc.nist.gov/AI_RMF_Knowledge_Base/Playbook.

[48] Office of Science and Technology Policy. 2022. Blueprint for an AI Bill of Rights.

https://www.whitehouse.gov/ostp/ai-bill-of-rights/.

[49] OpenAI. 2023. OpenAI’s Approach to Frontier Risk. https://openai.com/global-affairs/our-approach-to-frontier-risk [50] Juho Pääkkönen, Matti Nelimarkka, Jesse Haapoja, and Airi Lampinen. 2020. Bureaucracy as a Lens for Analyzing and Designing Algorithmic Systems. In Proceedings of the 2020 CHI Conference on Human Factors in Computing Systems (Honolulu, HI, USA) (CHI ’20). Association for Computing Machinery, New York, NY, USA, 1–14. https://doi.org/10.1145/3313831.3376780 [51] Samir Passi and Solon Barocas. 2019. Problem Formulation and Fairness. In Proceedings of the Conference on Fairness, Accountability, and Transparency (Atlanta, GA, USA) (FAT* ’19). Association for Computing Machinery, New York, NY, USA, 39–48. https://doi.org/10.1145/3287560.3287567 [52] Andreas Poller, Laura Kocksch, Sven Türpe, Felix Anand Epp, and Katharina Kinder-Kurlanda. 2017. Can Security Become a Routine? A Study of Organizational Change in an Agile Software Development Group. In Proceedings of the 2017 ACM Conference on Computer Supported Cooperative Work and Social Computing (Portland, Oregon, USA) (CSCW ’17). Association for Computing Machinery, New York, NY, USA, 2489–2503. https://doi.org/10.1145/2998181.2998191 [53] Inioluwa Deborah Raji, Andrew Smart, Rebecca N. White, Margaret Mitchell, Timnit Gebru, Ben Hutchinson, Jamila Smith-Loud, Daniel Theron, and Parker Barnes. 2020. Closing the AI Accountability Gap: Defining an End-to- End Framework for Internal Algorithmic Auditing. In Proceedings of the 2020 Conference on Fairness, Accountability, and Transparency (Barcelona, Spain) (FAT* ’20). Association for Computing Machinery, New York, NY, USA, 33–44. https://doi.org/10.1145/3351095.3372873 [54] Bogdana Rakova, Jingying Yang, Henriette Cramer, and Rumman Chowdhury. 2021. Where Responsible AI meets Reality. Proceedings of the ACM on Human-Computer Interaction 5, CSCW1 (April 2021), 1–23. https://doi.org/10.1145/3449081 [55] Shalaleh Rismani, Renee Shelby, Andrew Smart, Edgar Jatho, Joshua Kroll, AJung Moon, and Negar Rostamzadeh.

2022. From plane crashes to algorithmic harm: applicability of safety engineering frameworks for responsible ML. arXiv:2210.03535 [cs.HC] [56] Daniel Schiff, Bogdana Rakova, Aladdin Ayesh, Anat Fanti, and Michael Lennon. 2020. Principles to Practices for Responsible AI: Closing the Gap. arXiv:2006.04707 [cs.CY]

[57] Zoe Schiffer and Casey Newton. 2023. Microsoft lays off team that taught employees how to make AI tools responsibly.

https://www.theverge.com/2023/3/13/23638823/microsoft-ethics-society-team-responsible-ai-layoffs [58] Katie Shilton. 2013. Values Levers: Building Ethics into Design. Science, Technology, & Human Values 38, 3 (2013),

374–397. https://doi.org/10.1177/0162243912436985 arXiv:https://doi.org/10.1177/0162243912436985 [59] Irene Solaiman. 2023. The Gradient of Generative AI Release: Methods and Considerations. In Proceedings of the

2023 ACM Conference on Fairness, Accountability, and Transparency (Chicago, IL, USA) (FAccT ’23). Association for Computing Machinery, New York, NY, USA, 111–122. https://doi.org/10.1145/3593013.3593981 [60] Stephanie B. Steinhardt and Steven J. Jackson. 2015. Anticipation Work: Cultivating Vision in Collective Practice. In Proceedings of the 18th ACM Conference on Computer Supported Cooperative Work & Social Computing (Vancouver, BC, Canada) (CSCW ’15). Association for Computing Machinery, New York, NY, USA, 443–453. https://doi.org/10.1145/2675133.2675298 [61] Mark Suchman. 1995. Managing Legitimacy: Strategic and Institutional Approaches. Academy of Management Review, 20, 571-611. The Academy of Management Review 20 (07 1995), 571. https://doi.org/10.2307/258788 [62] Mohammad Tahaei, Alisa Frik, and Kami Vaniea. 2021. Privacy Champions in Software Teams: Understanding

Their Motivations, Strategies, and Challenges. In Proceedings of the 2021 CHI Conference on Human Factors in Computing Systems (CHI ’21). Association for Computing Machinery, New York, NY, USA, Article 693, 15 pages. https://doi.org/10.1145/3411764.3445768 [63] The White House. 2023. Ensuring Safe, Secure, and Trustworthy AI. https://www.whitehouse.gov/wp-content/uploads/2023/07/Ensuring-Safe-Secure-and-Trustworthy-AI.pdf .

[64] The White House. 2023. Executive Order on the Safe, Secure, and Trustworthy Development and Use of Artificial Intelligence. https://www.whitehouse.gov/briefing-room/presidential-actions/2023/10/30/executive-order-on-the-safe-secure-and-trustworthy-development-and-use-of-artificial-intelligence/.

[65] Stefan Timmermans and Iddo Tavory. 2012. Theory Construction in Qualitative Research: From Grounded Theory to Abductive Analysis. Sociological Theory 30, 3 (2012), 167–186. https://doi.org/10.1177/0735275112457914 arXiv:https://doi.org/10.1177/0735275112457914 [66] Rama Adithya Varanasi and Nitesh Goyal. 2023. “It is Currently Hodgepodge”: Examining AI/ML Practitioners’

Challenges during Co-Production of Responsible AI Values. In Proceedings of the 2023 CHI Conference on Human Factors in Computing Systems (CHI ’23). Association for Computing Machinery, New York, NY, USA, Article 251, 17 pages. https://doi.org/10.1145/3544548.3580903 [67] Michael Veale, Max Van Kleek, and Reuben Binns. 2018. Fairness and Accountability Design Needs for Algorithmic

Support in High-Stakes Public Sector Decision-Making. In Proceedings of the 2018 CHI Conference on Human Factors in Computing Systems (Montreal QC, Canada) (CHI ’18). Association for Computing Machinery, New York, NY, USA, 1–14. https://doi.org/10.1145/3173574.3174014 [68] Gerrit De Vynck and Will Oremus. 2023. As AI booms, tech firms are laying off their ethicists.

https://www.washingtonpost.com/technology/2023/03/30/tech-companies-cut-ai-ethics/ [69] Ari Ezra Waldman. 2015. Privacy on the Ground: Driving Corporate Behavior in the United States and Europe. Penguin

Random House, Cambridge, MA.

[70] Ari Ezra Waldman. 2020. Privacy Law’s False Promise. WASH. U. L. REV. 97, 3 (2020), 773–834. [71] Qiaosi Wang, Michael Madaio, Shaun Kane, Shivani Kapania, Michael Terry, and Lauren Wilcox. 2023. Designing

Responsible AI: Adaptations of UX Practice to Meet Responsible AI Challenges. In Proceedings of the 2023 CHI Conference on Human Factors in Computing Systems (CHI ’23). Association for Computing Machinery, New York, NY, USA, Article 249, 16 pages. https://doi.org/10.1145/3544548.3581278 [72] Charles Weir, Ingolf Becker, and Lynne Blair. 2022. Incorporating software security: using developer workshops to

engage product managers. Empirical Software Engineering 28, 2 (2022), 21 – 55.

[73] Jess Whittlestone, Rune Nyrup, Anna Alexandrova, and Stephen Cave. 2019. The Role and Limits of Principles in AI Ethics: Towards a Focus on Tensions. In Proceedings of the 2019 AAAI/ACM Conference on AI, Ethics, and Society (Honolulu, HI, USA) (AIES ’19). Association for Computing Machinery, New York, NY, USA, 195–200. https://doi.org/10.1145/3306618.3314289 [74] Richmond Y. Wong. 2021. Tactics of Soft Resistance in User Experience Professionals’ Values Work. Proc. ACM

Hum.-Comput. Interact. 5, CSCW2, Article 355 (October 2021), 28 pages. https://doi.org/10.1145/3479499 [75] Richmond Y. Wong, Andrew Chong, and R. Cooper Aspegren. 2023. Privacy Legislation as Business Risks: How

GDPR and CCPA Are Represented in Technology Companies’ Investment Risk Disclosures. Proc. ACM Hum.-Comput. Interact. 7, CSCW1, Article 82 (April 2023), 26 pages. https://doi.org/10.1145/3579515 [76] Richmond Y. Wong, Michael A. Madaio, and Nick Merrill. 2023. Seeing Like a Toolkit: How Toolkits Envision

the Work of AI Ethics. Proceedings of the ACM on Human-Computer Interaction 7, CSCW1 (April 2023), 1–27. https://doi.org/10.1145/3579621

[77] Yuxin Ying, Fuzhen Zhuang, Yongchun Zhu, Deqing Wang, and Hongwei Zheng. 2023. CAMUS: Attribute-Aware Counterfactual Augmentation for Minority Users in Recommendation. In Proceedings of the ACM Web Conference 2023 (Austin, TX, USA) (WWW ’23). Association for Computing Machinery, New York, NY, USA, 1396–1404. https://doi.org/10.1145/3543507.3583538

A INTERVIEW INSTRUMENT Below is the guideline script for all interviews. We ultimately decided to skip the first section on backgrounds and theories of change of AI ethics professionals since we wanted to focus our limited time on the other two sections on ways of working and impacts. As these were semi-structured interviews, we did not ask all of these questions, but rather dug into specific subjects and questions based on what each participant brought up.

Backgrounds and theories of change of AI ethics professionals

• Can you tell me a bit about your education and professional history? • What ethical, social, technical issues or scenarios are you most worried about when you think about AI in general and in the context of your company?

• Are there particular texts, media, or people (e.g. other professionals within this company or others, civil society leaders, policymakers, academics, etc.) that influence how you think about AI governance and ethics? How so?

• Do you have a strategy / theory of change for impacting AI product development and deployment at this company? What is it?

Any other follow-up questions in this category would follow the above themes of understanding how the interviewee thinks about AI harms and strategies for dealing with them within a company.

Where and how do AI ethics teams and professionals operate within a company’s existing product development process?

• What does your current team work on? What is your specific role and set of responsibilities?

• What are the major goals of your team? (set by leadership; internal sense of goals) • Where do/does you/your team sit in relation to the rest of the company? (reporting structure, what organization or sub-team this team sits in, how your team relates to product/engineering teams) • Can you describe the process for how you/your team tackle a new project or task? (e.g. do you actively find product teams to work with or do teams come to you?)

• Is there any requirement for teams to engage you or your team in ethics-related work? If so, in what situations does it apply?

• If applicable, what percentage of your/your team’s work is applied in response to issues found in production versus to issues found in the development or pre-deployment phases?

• How is your work impacted by potential or actual news about the company or similar organizations? (Does crisis response play a role?)

• At what stage of development or deployment do you usually engage with product/engineering teams?

• What is your level of access into the products that you/your team work with? (inputs, outputs, system design, internal models, UI, product roadmaps, etc.)

• Are there particular tools or frameworks you/your team uses in this process? If yes, can you describe them? (e.g. checklists for compliance, red teaming methods, auditing tools) • How do you use them to identify actual or potential harms or issues? • Are these tools/frameworks used across the entire company for all products? (Can ask for specific tool/framework mentioned)

• What are the major challenges you and/or your team face in accomplishing your goals?

(e.g. organizational buy-in, access to data, tools, resources, anticipating harms, etc.) Any other follow-up questions in this category would follow the above themes, and would dig deeper into specific metrics, tools/frameworks used, organizational dynamics, and processes used.

If the participant does not formally work on AI ethics as per their official role responsibilities but does this work informally/on the side or implements interventions that come from AI ethics professionals, the above section will be amended to reflect that and to ask about how this work fits into the interviewee’s formal role responsibilities, how it is prioritized and evaluated, and how they engage with formal AI ethics professionals.

Impacts

• Can you describe a specific case/project you/your team took on and how you tackled it, step-by-step?

• How is your/your team’s impact measured and evaluated?

• Where have the solutions/interventions/actions of you/your team been applied in the product lifecycle? (e.g. software/system changes, input data changes, deployment changes, etc.).

• How often do you/your team provide input that results in a meaningful product change? • Who or what teams make the final decisions around how you/your team’s interventions are applied to a given product or process?

• Has you/your team’s previous work impacted:

– future product versions or different products? (with more or different functionality or with more powerful or different underlying AI systems/capabilities) – the entire company? (its decision-making systems, formal frameworks, development processes, types of products/projects undertaken, etc.)

Any other follow-up questions in this category would follow the above themes and dig deeper into specific cases the participant has described.