arXiv:2402.11533v2 [cs.IT] 15 May 2024

Randomness-Efficient Constructions of Capacity-Achieving List-Decodable Codes

Jonathan Mosheiff^∗ Nicolas Resch^† Kuo Shang^‡ Chen Yuan^§

May 28, 2024

Abstract

In this work, we consider the task of generating list-decodable codes over small (say, binary) alphabets using as little randomness as possible. Specifically, we hope to generate codes achieving what we term the Elias bound, which means that they are (ρ, L)-listdecodable with rate R ≥ 1 − h(ρ) − O(1/L). A long line of work shows that uniformly random linear codes (RLCs) achieve the Elias bound: hence, we know O(n^2) random bits suffice. Prior works (Guruswami and Mosheiff, FOCS 2022; Putterman and Pyne, arXiv 2023) demonstrate that just O(Ln) random bits suffice, via puncturing of low-bias codes. These recent constructions are essentially combinatorial, and rely (directly or indirectly) on graph expansion.

We provide two new constructions, which are algebraic. Compared to prior works, our constructions are considerably simpler and more direct. Furthermore, our codes are designed in such a way that their duals are also quite easy to analyze. Our first construction — which can be seen as a generalization of the celebrated Wozencraft ensemble — achieves the Elias bound and consumes Ln random bits. Additionally, its dual code achieves the Gilbert- Varshamov bound with high probability, and both the primal and dual admit quasilineartime encoding algorithms. The second construction consumes 2nL random bits and yields a code where both it and its dual achieve the Elias bound. As we discuss, properties of a dual code are often crucial for applications of error-correcting codes in cryptography.

In all of the above cases – including the prior works achieving randomness complexity O(Ln) – the codes are designed to “approximate” RLCs. More precisely, for a given locality parameter L we construct codes achieving the same L-local properties as RLCs. This allows one to appeal to known list-decodability results for RLCs and thereby conclude that the code approximating an RLC also achieves the Elias bound (with high probability). As a final contribution, we indicate that such a proof strategy is inherently unable to generate list-decodable codes of rate R over F_q with less than L(1 − R)n log_2(q) bits of randomness.

∗Department of Computer Science, Ben-Gurion University. Research supported by an Alon Fellowship. Part of this work was conducted while the author was visiting the Simons Institute for the Theory of Computing. mosheiff@bgu.ac.il

†Informatics Institute, University of Amsterdam. Research supported by a Veni grant (VI.Veni.222.347) from the Dutch Research Council (NWO). Part of this work was conducted while the author was visiting the Simons Institute for the Theory of Computing. n.a.resch@uva.nl

‡School of Electronic Information and Electrical Engineering, Shanghai Jiao Tong University. billy63878@sjtu.edu.cn

§School of Electronic Information and Electrical Engineering, Shanghai Jiao Tong University. chen yuan@sjtu.edu.cn

1 Introduction

The basic task of coding theory is to define subsets of C ⊆ [q]^n, where q ∈ N is the alphabet size and n ∈ N is the block-length, that satisfy two conflicting desiderata. Firstly, the code C should be as large as possible, as this corresponds to the amount of information that one transmits in n symbol transmissions. But secondly, the elements of C, termed codewords, should be as spread out as possible in order to minimize the likelihood that two distinct codewords are confused should errors be introduced. In this work, we will focus almost exclusively on linear codes, in which case we require q to be a prime power and insist that C ≤ F^n_q , i.e., C is a subspace of the vector space F^n_q . Unless otherwise mentioned, from now on all codes are linear.

Typically, instead of directly working with the cardinality |C| of a code, one analyzes its rate R =^{logq |C|}_n =^{dim(C)}_n , which measures the amount of information transmitted per codeword symbol. To measure a code’s error-resilience, various metrics can be used. The most basic (at least for the setting of worst-case errors) is C’s minimum distance δ := min{d(x, y) : x, y ∈ C, x ≠ y}, where here and throughout d(x, y) :=^1_n |{i ∈ {1, 2, . . . , n} : x_i ≠ y_i}| is the (normalized) Hamming distance. A classical observation is that as long as ρ < δ/2 fraction of symbols are corrupted, one can always uniquely-decode^1 to recover the original codeword.

The first question one might ask, then, is what sort of tradeoffs one can achieve between rate and distance. A classical result due to Gilbert [Gil52] and Varshamov [Var57] states that, for any R, δ satisfying R < 1 − h_q(δ),^2 there exist infinite families of codes of rate at least R and distance at least δ. We say that codes which achieve this tradeoff (or, in some cases, get ε-close for some small ε) achieve the GV bound.

A natural relaxation of unique-decoding that we focus upon is list-decoding: for a parameter ρ ∈ (0, 1 − 1/q) and an integer L ≥ 1 we call a code C (ρ, L)-list-decodable if for any z ∈ F^n_q , the number of codewords at distance at most ρ from z is less than L. In notation: ∀z ∈ F^n_q , |{c ∈ C : d(c, z) ≤ ρ}| < L . Early work due to Elias and Wozencraft [Eli57, Woz58, Eli91] proposed list-decodable codes as an object of study, largely as an intermediate target on the way to unique-decoding. In the past 30 years or so, list-decodable codes have seen increased attention due to their connections to other parts of theoretical computer science, particularly complexity theory, cryptography and pseudorandomness [GL89, BFNW90, Lip90, KM93, Jac97, STV01]. Note that the above discussion of unique-decodability implies that any code with distance δ is (δ/2, 1)-list-decodable. In particular, by choosing a code C achieving the GV bound, we can have a rate R < 1 − h_q(2ρ) code which is (ρ, 1)-list-decodable.

If one allows the list-size parameter L to grow, the list-decoding capacity theorem essentially says that we can correct up to twice as many errors for the same rate. More precisely, there exist (ρ, L)-list-decodable codes of rate 1−h_q(ρ)−O(1/L). Informally, one says that a code^3 achieves list-decoding capacity if its rate is arbitrarily close to 1 − h_q(ρ) with list-size L ≤ poly(n). For our purposes, we are interested in codes that achieve the tradeoff achieved by random codes. Introducing some terminology, we will say a code construction C achieves the Elias bound if it is (ρ, L)-list-decodable and has rate at least 1 − h_q(ρ) − O(1/L).

1At least, information-theoretically. Algorithmic decoding is a separate challenge. 2Here, hq (·) denotes the q-ary entropy function, which we define formally in Section 2.1. 3Technically, one should speak of an infinite family of codes of increasing block-length whose rates have limit R. In this work, we will not be too careful with this formalism, but it should be clear that our constructions lead to such infinite families.

We also mention that a generalization of list-decoding, termed list-recovery, has seen increasing attention in recent years. It was originally abstracted as a useful primitive in list-decoding concatenated codes [GI01, GI02, GI03, GI04]. However, it has recently proved itself to merit investigation in its own right, finding applications in cryptography [HIOS15, HLR21], randomness extraction [GUV09], hardness amplification [DMOZ20], group testing [INR10, NPR11], streaming algorithms [DW22], and beyond. The interested reader is directed to Section 2.3 for the precise definition of list-recovery; for now, suffice it to say that all of the preceding and ensuing discussion generalizes cleanly to list-recovery as well.

An outstanding problem in the theory of error-correcting codes is to provide explicit^4 constructions of capacity-achieving list-decodable codes. The problem in the regime of “large alphabet” has seen tremendous progress in the last quarter of a century. Since Guruswami and Rudra demonstrated that folded Reed-Solomon codes achieve list-decoding capacity [GR08], a long line of work has now led to explicit constructions of capacity-achieving codes: namely, codes of rate R which are (1 − R − ε, exp(poly(1/ε)))-list-decodable, assuming q ≥ (1/ε)^{Ω(1/ε2 )} [GRZ21]. While achieving optimal tradeoffs between all the parameters involved is still not completely resolved, it is fair to say that we have very satisfactory constructions, assuming q is sufficiently large. However, when it comes to explicitly constructing list-decodable codes over the binary alphabet, the existing results are quite paltry. The only notable successes concern the regime of very high noise, where one hopes to decode at radius^1_2 − ε with codes of rate Ω(ε^2), matching (up to constant factors) the rate-distance tradeoff achieved by random linear codes. The current state of the art is Ta-Shma’s code [TS17] achieving rate Ω(ε^{2+o(1)}), for which we now additionally have efficient unique- and list-decoding [GJQST20, JST21] algorithms.

In light of the difficulty of explicitly constructing list-decodable codes over small alphabets, we focus on a more modest goal: let’s construct them randomly using as little randomness as possible. And in this case, we would like to achieve the Elias bound, i.e., for (ρ, L)-listdecodability the rate R should be at least 1 − h_q(ρ) − O(1/L). For example, the classical argument of Elias – which argues that random subsets C ⊆ {0, 1}^n of size 2^{Rn} are (ρ, L)-listdecodable assuming R < 1 − h_2(ρ) − 1/L – shows that with exponentially many random bits we can have such a code. This generalizes to R < 1 − h_q(ρ) − 1/L for general alphabet size q.

If rather than a plain random code one instead samples a random linear code (RLC), a long line of works [ZP81, GHSZ02, GHK11, CGV13, Woo13, RW14, RW18, LW21, GLM^+22, AGL23] shows that they achieve the Elias bound in most parameter regimes. In particular, [LW21, GLM^+22] settles the binary case. Hence, O(n^2) random bits are sufficient.

To push beyond this, [MRR^+20] shows that random low-density parity-check (LDPC) codes also achieve list-decoding capacity efficiently, and such codes can be sampled with O(n log n) bits of randomness. This work actually argues something stronger: namely, any local property that is satisfied by a random linear code of rate R with high probability is also satisfied by a random LDPC code of rate R − o(1).

While we precisely define local properties in Section 2.4, for now we give the following intuitive explanation: for a given locality parameter ℓ = O(1), ℓ-local properties are defined by excluding a collection of “forbidden subsets” of size ℓ. In the case of list-decodability, the collection would be defined as the family of all L-tuples of vectors x_1, . . . , x_L which all lie in a Hamming ball of radius ρ. That is, (ρ, L)-list-decodability is an L-local property. The same in fact holds for (ρ, λ, L)-list-recoverability: it is also an L-local property.

4While we will not be too precise with the meaning of “explicit” in this work, we informally mean that a description of the code can be constructed deterministically in time polynomial in n.

Subsequent work by Guruswami and Mosheiff [GM22] provides a means of sampling codes achieving list-decoding capacity efficiently with only O(n) randomness. In fact, as is the case for LDPC codes, these codes achieve the same local properties as RLCs. First, note that an RLC is nothing but a random puncturing of the Hadamard code.^5 Observe further that the Hadamard code is optimally balanced, in the sense that every non-zero codeword has weight precisely 1/2. Gurusawmi and Mosheiff suggest then puncturing some other explicitly chosen “mother code” of block-length N, and so long as this code is nearly balanced in the sense that all non-zero codewords have weight ≈ 1/2, then a random puncturing will again “look like” an RLC from the perspective of local properties. Assuming N ≤ poly(n), then we need n log N = O(n log n) random bits to sample such a code, matching the guarantee for LDPC codes. To achieve O(n) randomness, one must ensure N ≤ O(n) (by choosing, e.g., Ta-Shma’s codes [TS17] for the mother code) and then puncturing without replacement: one thus requires only log (_N n ) = O(n) bits of randomness.

Very recently, another derandomization has been offered. Putterman and Pyne [PP23] demonstrate that instead of choosing each coordinate independently one can choose them via an expander random walk. This then means that we only require O(n log d) bits of randomness to sample the code, where d is the degree of the expander graph. Assuming d = O(1) – which is achievable if one is interested in local properties – we in particular find that O(n) bits of randomness suffice.

Thus, we currently know how to construct list-decodable binary codes achieving capacity efficiently with O(n) bits of randomness. As elaborated below, this seems like a hard barrier for current techniques.

The above constructions are quite “indirect,” requiring the existence of a sufficiently nice mother code that can then be punctured. While explicit constructions of such highly balanced codes are known, the constructions are all quite nontrivial. This status naturally leads us to wonder if we can provide more “direct” randomness-efficient constructions of binary codes achieving the Elias bound.

Furthermore, we also find motivations stemming from code-based cryptography. In this setting, one would often like to generate codes that “look like” random codes, but in fact admit efficient descriptions, as the description of the code is often some sort of public parameter that must be known by all parties making use of the cryptographic scheme. We elaborate upon this connection below. And in this case, one would often like the dual code to also look random (again, we discuss this motivation further below). We observe that while the dual of an RLC is again an RLC – and hence will also satisfy the Elias bound with high probability – the above constructions (LDPC or puncturing-based) do not have such guarantees. And indeed, the dual of an LDPC code certainly cannot even have linear minimum distance! As for the puncturingbased constructions, it is unclear to us whether random puncturing can yield the Elias bound and good dual distance; at the very least, such a proof would require new techniques.

1.1 Our Results

In this work, we provide two new randomized constructions of codes achieving the Elias bound and consuming only O(Ln) bits of randomness. In fact, for any (constant) locality parameter ℓ, we show that these codes are ℓ-locally similar (see Definition 2.14) to RLCs, which implies that any ℓ-local property satisfied by RLCs with high probability is also satisfied by our codes with

5Recall that the Hadamard code encodes a message m ∈ F^k_2 into a length-2^k codeword by computing ⟨m, x⟩ for every x ∈ F^k_2 .

high probability (in fact, the success probability will be of the form 1 − q^{−Ω(n)}). In particular, taking ℓ = L implies that all our codes achieve list-decoding capacity efficiently with high probability. We provide our constructions for general (but constant) field size q, although we are mostly motivated by the binary case.

The notions of local property and local similarity are thoroughly defined and discussed in section 2.4. For concreteness, we give a shorter and less precise description here, and for simplicity we restrict attention here to the binary case. Fix a locality parameter ℓ ∈ N and consider the set of all n × ℓ binary matrices. We generally think of ℓ as constant while n tends to infinity. A code C ⊆ F^n_2 is said to contain a matrix A ∈ F^{n×ℓ}_2 if it contains all the columns of A as codewords. We group the matrices in F^{n×ℓ}_2 according to their row distribution. More precisely, we associate with A ∈ F^{n×ℓ}_2 a distribution Emp_A ∼ F^ℓ_2 that yields a vector x ∈ F^ℓ_2 proportionally to the number of times that x appears as a row in A, namely, τ(x) =^{|{i∈[n]:Ai=x}|}_n , where A_1, . . . , A_n ∈ F^ℓ_2 denote A’s rows. We denote the set of all matrices in F^{n×ℓ}_2 with row distribution τ by M_{n,τ} . We can now define the notion of local-similarity to an RLC for binary codes.

Definition 1.1 (Local similarity to RLC in the binary case). Let C ≤ F^n_2 be a linear code sampled from some ensemble. We say that C is ℓ-locally-similar to an RLC of rate R if, for every 1 ≤ b ≤ ℓ and every distribution τ ∼ F^b_2 with dim(τ) = b, we have E_C [|{A ∈ Mn,τ : A ⊆ C}|] ≤ 2^{(H2 (τ )−b(1−R))n} . Above, H_2(τ) denotes the entropy of the distribution τ, measured in bits.

Less formally, C is locally similar to an RLC if, for every τ, the expected number of matrices from M_{n,τ} in C is not much larger than that in an RLC. The motivation for this definition is that local-similarity of C to an RLC implies that C almost surely satisfies every local property (a notion formulated in Definition 2.9) that is satisfied by an RLC with high probability. As important motivating special cases, we note that list-decodability and list-recoverability are both local properties; this is established in e.g. [MRR^+20, Res20]. Therefore, we can morally say that any code satisfying Definition 1.1 is likely to be list-decodable and list-recoverable with similar paramters to those of an RLC. In particular, such a code is likely to achieve the Elias bound.

We now turn to describing our constructions. In contrast to prior works, neither of our constructions rely on an explicit “mother code” which we then puncture, but are instead built “from scratch.” Our constructions also have the pleasing property of being rather simple. A final major bonus of our codes is that their duals also satisfy non-trivial properties: for the first construction, its dual achieves the GV bound with high probability; for the second, its dual is also ℓ-locally similar to RLCs!

Our first construction, which yields a code over F_q of block-length n, uses linearized polynomials f(X) with q-degree at most ℓ − 1. That is, f(X) is of the form ∑_{ℓ−1} i=0 f_iX^{qi} where each f_i ∈ F_qn , the degree n extension of F_q . As we review in Section 2.2, such linearized polynomials define F_q -linear maps F_qn → F_qn . That is, for all a, b ∈ F_q and α, β ∈ F_qn , we have f(aα + bβ) = af(α) + bf(β). The code is sampled by sampling the coefficients f_i ∈ F_qn independently and uniformly at random. In particular, this requires only ℓ⌈n log_2 q⌉ uniformly random bits.

To provide codes with rate R = k/n, we fix an F_q -linear subspace V ⊆ F_qn of dimension k. The code is then defined as {φ(f(α)) : α ∈ V }, where φ : F_qn → F^n_q is any bijective F_q -linear map. Recall that such a map exists as F_qn is of dimension n as a vector space over F_q , and any two vector spaces over the same field of the same dimension are isomorphic. For example, if ω_1, . . . , ω_n is a basis for F_qn over F_q , we could set φ : ∑_n i=1 x_iω_i → (x_1, . . . , x_n). We say that C is a pseudorandom code from linearized polynomials of rate R and degree ℓ, or just PCLP(R, ℓ) for short, if it is sampled according to the above procedure.^6 Requiring the polynomial f to be linearized guarantees that the resulting code is linear, as desired.

Not only are we able to show that such codes achieve the Elias bound with high probability, we also show that their dual code achieves the GV bound. As we elaborate upon below, for cryptographic applications a code’s dual distance is often a crucial parameter of interest. We remark that, prior to our work, we are not aware of any construction of binary codes consuming O(n) randomness outputting codes with both distance and dual distance lying on the GV bound.

Having realized that with ℓn randomness we can construct a binary code that is ℓ-locally similar to RLCs with dual code achieving the GV bound (which informally follows from being 1-locally similar to RLCs), it is natural to wonder if it is possible to get both primal and dual code ℓ-locally similar to RLCs. We emphasize again that this would imply that both the primal and the dual code achieve the Elias bound for list size L = ℓ. The answer to this question is yes: our second construction has exactly this property. We now turn to describing this construction.

First, fix distinct elements α_1, . . . , α_n ∈ F_qn (they need not be linearly independent over F_q ). Let γ : F_qn → F^n_q be a full-rank linear map (as with φ before), and let η : F_qn → F^k_q be any surjective F_q -linear map. For example, if ω_1, . . . , ω_n is a basis for F_qn over F_q , we could set γ : ∑_n i=1 x_iω_i → (x_1, . . . , x_n) and η : ∑_n i=1 x_iω_i → (x_1, . . . , x_k). For a given rate R = k/n, we choose independently two polynomials f(X), g(X) ∈ F_qn [X] uniformly amongst all such polynomials of degree at most ℓ − 1 (unlike in the previous construction, these polynomials need not be linearized). Note that this requires only 2ℓ⌈n log_2 q⌉ uniformly random bits. We then define the following two matrices G^′, G^{′′} ∈ F^{k×n}_q :

• For each i ∈ [k], the i-th row of G^′ is defined to be γ(f(α_i)).

• For each j ∈ [n], the j-th column of G^{′′} is defined to be η(g(α_j )).

We then define G := G^′ + G^{′′} and set C := {xG : x ∈ F^k_q }. We call a code constructed in this way a pseudorandom code from row and column polynomials of rate R and degree ℓ, or just PCRCP(R, ℓ), if it is sampled according to this procedure.^7 Informally, the matrix G^′ is responsible for ensuring that the primal code is ℓ-locally similar to RLCs, while the matrix G^{′′} guarantees the same holds for the dual code. In particular, if we had just set G = G^′ then we would have had just the primal code ℓ-locally similar to RLCs, while if we just set G = G^{′′} then only the dual code would be ℓ-locally similar to RLCs.

This second construction thus yields the following result.

Theorem 1.2 (Informal; follows from Theorem 4.2). Let ℓ, n ∈ N, R ∈ (0, 1) for which Rn ∈ N and q is a prime power. Let P, P^⊥ be ℓ-local properties, and suppose that an RLC(R) satisfies P with probability 1 − q^{−Ω(n)} and an RLC(1 − R) satisfies P^⊥ with probability 1 − q^{−Ω(n)}. Then, for sufficiently large n, there exists a randomized procedure consuming O(ℓn log q) bits of randomness outputting a code C such that, with probability at least 1 − q^{−Ω(n)}:

• C has rate R;

6The dependence on V and φ is not made explicit in this notation, as they will turn out to have no impact on our results regarding C’s combinatorial properties.

7For reasons analogous to before, this notation omits mention of γ, η and α1, . . . , αn.

• C satisfies P; and

• C^⊥ satisfies P^⊥, where C^⊥ is the code dual to C.

As mentioned above, we do know of other code ensembles sampled with linear randomness that share local properties with RLCs. However, we are not aware of any other code ensembles for which the dual code also shares local properties with RLCs.

Lastly, we mention one other pleasing feature of our first construction based on linearized polynomials. Namely, a careful choice of representation for F_qn over F_q allows one to view the task of encoding a message as a constant number of polynomial multiplications, which can be computed in O(n log n) time via standard FFT-type methods. Thus, we can also claim the following result.

Theorem 1.3 (Informal; follows from Theorem 3.4 and Proposition 3.5). Let ℓ, n ∈ N, R ∈ (0, 1) for which Rn ∈ N and q a prime power. Let P be an ℓ-local property, and suppose that an RLC(R) satisfies P with probability 1 − q^{−Ω(n)}. Then, for sufficiently large n, there exists a randomized procedure consuming O(ℓn log q) bits of randomness outputting a code C such that, with probability at least 1 − q^{−Ω(n)}:

• C has rate R;

• C satisfies P;

• C^⊥ achieves the GV-bound;

• C is encodable in O(n log n) time.

Cryptographic motivation. We remark that codes that “look like random linear codes” but are in fact samplable with less randomness are highly motivated by cryptographic considerations. And in fact, achieving good dual distance is often a crucial desideratum: the security of a cryptosystem is typically tied to the dual distance of the code, whether this is provably the case (i.e., with secret-sharing schemes [CDD^+15],[CXY20]) or plausibly the case (i.e., the linear tests framework for learning parity with noise [BCG^+22]). However, codes that require less randomness to generate allow for reduced public key sizes: the sizes of keys is typically the major drawback of post-quantum public-key cryptosystems. Hence the popularity of, e.g., quasi-cyclic [MAB^+18] and moderate-density parity-check codes [ABB^+22].

While for McEliece-type encryption schemes [McE78] an important requirement is that the code admits an efficient decoding algorithm, this is not in fact required for recent applications of error-correcting codes in multi-party computation – e.g., in the context of pseudorandom correlation generators (PCGs). In fact, one typically hopes that such codes do not admit efficient decoding [BIP^+18, DGH^+21]. A current “rule-of-thumb” is that the employed code should have good dual distance. In our view, a much more satisfying guarantee is that the dual code in fact shares more sophisticated properties with random linear codes, e.g., listdecodability/-recoverability, as our techniques can establish.

We further remark that many recent code constructions for PCGs [BCG^+20, BCG^+22, RRT23] in fact only admit randomized constructions that fail with probability 1/poly(n); that is, they fail with non-negligible probability. This implies that the resulting constructions technically fail to satisfy standard security definitions. In contrast, all of our code constructions satisfy the targeted combinatorial properties with probability at least 1 − exp(−Ω(n)).

Concretely, one can plug the (dual of) our first code construction into the framework of [BCG^+19] to obtain PCGs for standard correlations like oblivious transfers with quasi-linear computation time for the involved parties. While constructions of such efficiency were known previously, we view our additional guarantee of local-similarity to RLCs as a stronger security guarantee than prior constructions offered (which only promised good minimum distance). Additionally, as emphasized above, ours is the first construction of such efficiency with negligible failure probability (in the randomized construction of the utilized code). We leave further investigation of the PCG implications of our codes for future research.

Finally, we recall that a linear code with large distance and dual distance yields a linear secret sharing scheme with small reconstruction and large privacy, and moreover that an asymptotically good linear code with asymptotically good dual yields an asymptotically good linear secret sharing scheme. The asymptotic linear secret sharing scheme was first considered and realized in [CC06], thereby enabling an “asymptotic version” of the general MPC theorem from [BGW88]. Since 2007, with the advent of the so-called “MPC-in-the-head paradigm” [IKOS09], these asymptotically-good schemes have been further exposed as a central theoretical primitive in numerous constant communication-rate results in multi-party cryptographic scenarios and – perhaps surprisingly – in two-party cryptography as well. Druk and Ishai [DI14] utilize an expander graph to construct a linear time encodable code; such a code combined with a linear-time universal hash function [CDD^+15] yields an asymptotically good linear secret sharing scheme equipped with a linear time encoding algorithm. Recently, Cramer, Xing and Yuan [CXY20] construct an asymptotically good secret sharing scheme with quasi-linear time encoding and decoding algorithm.

We remark that the privacy and reconstruction of all above mentioned asymptotically good schemes do not achieve the optimal trade-off, i.e., GV bound. In contrast, the linear code derived from our linearized polynomials yields an asymptotically good linear secret sharing scheme with quasi-linear-time encoding algorithm, and moreover the privacy and reconstruction of the resulting scheme achieves the optimal trade-off.

Challenge of sublinear randomness. As a final contribution, we highlight the inherent challenge of designing code ensembles consuming o(n) random bits outputting codes that achieve the EB bound with high probability – or for that matter, even the GV-bound.^8 More precisely, we observe that any code ensemble that is ℓ-locally similar to RLCs requires at least ℓ(1 − R)n log_2 q bits of randomness. This is not much more than an observation – namely, that the granularity required by certain distributions is only achievable with this many bits of randomness – but we nonetheless believe that elucidating this shortcoming is insightful. Note that local similarity to RLC is merely a sufficient condition for a code ensemble to share combinatorial properties with RLCs. However, we emphasize that all the previous works (including our own) rely on local-similarity.

We also observe that our lower bound is tight: a simple twist on our codes from linearized polynomials PCLP requires only ℓ(1 − R)n log_2 q to sample and is ℓ-locally similar to RLCs. In fact, this code is a natural generalization of the famous Wozencraft ensemble [Mas63]. That is, recall that the Wozencraft ensmeble is obtained by uniformly sampling β ∈ F_qk and then

8Of course, recent breakthroughs [TS17] provide explicit binary codes of rate nearly Ω(ε^2) with minimum distance^1_2 − ε; however such constructions seem inherently unable to reach the GV bound in other regimes, and even in the^1_2 − ε distance regime the constant in front of the rate is unlikely to be pushed to^2_{ln 2} , as one would hope.

defining C := {(φ(α), φ(βα)) : α ∈ F_qk } , where φ : F_qk → F^k_q is a full-rank F_q -linear map. Defining f(X) = βX, the codewords of C are thus of the form (φ(α), φ(f(α))). Note that f(X) is in fact a uniformly random linearized polynomial of q-degree at most 0. The generalization that we consider is thus to allow f(X) to have q-degree at most ℓ − 1, and we observe that indeed this code ensemble will be ℓ-locally similar to RLCs. However, a drawback is that this construction only naturally produces codes of rate 1/2; by sampling r independent linearized polynomials we can also achieve rates of the form 1/r for r ∈ N, but not any possible rate as we can with PCLP’s (which can themselves be similarly considered a different generalization of the Wozencraft ensemble). Further discussion of this construction is provided in Section 3.1.

To conclude this discussion, we provide Figure 1 summarizing our contributions and the prior state-of-the-art.

Source Code Randomness Dual Code [GLM^+22] Random Linear Code O(n^2) EB [MRR^+20] Low-Density Parity-Check Codes O(Ln log n) � [GM22] Puncturing of Low-Bias Code O(Ln) � [PP23] Expander-Puncturing of Low-Bias Code O(Ln) � Section 3 Codes from Linearized Polynomials Ln GV Section 3 Generalized Wozencraft Ensemble L(1 − R)n, R =^1_{integer} � Section 4 Row-Column Polynomial Codes 2Ln EB Section 5 Lower Bound for RLC-similarity L(1 − R − ε)n

Figure 1: Randomness requirements for binary codes achieving the Elias Bound. We remark that all the above constructions generalize to larger (but constant) q. Regarding the dual code criterion, “EB” means that the dual-code also achieves the Elias Bound (for lists of size L), while “GV” means that the dual distance achieves the GV bound. An � means that no guarantees are provided (and, in certain cases, cannot hold). The lower bound applies to all ensembles that achieve similarity to RLC (a stronger property than the Elias bound; see Definitions 1.1, 2.14), including all constructions listed in this table.

1.2 Techniques

Given a random code C of (design) rate R sampled according to either of the above constructions, we wish to demonstrate that it behaves combinatorially much as an RLC D of rate R. More precisely, we consider any property P obtained by forbidding ℓ-sized sets of vectors and wish to show that C satisfies the property P with probability roughly the same as D. As discussed above, these properties capture well-studied notions like list-decodability and list-recoverability.

Fortunately, recent works [MRR^+20, GM22] have introduced a calculus for making such arguments. Intuitively, a conclusion of these works is that it suffices to argue that, for any S ⊆ F^n_q of size ℓ, the probability that S is contained in C is roughly the same as the probability this holds for D. Of course, this latter probability is q^{−(1−R)n rank(S)}, where rank(S) denotes the dimension of the vector space spanned by S.^9

9At least, this holds exactly if one samples a RLC by choosing a uniformly random parity-check matrix, which is the model we consider in this work. For other natural models – e.g., sampling a uniformly random generator matrix – q^{−(1−R)n rank(S)} gives an upper on this probability.

In a bit more detail, these works in fact view such sets as matrices in F^{n×ℓ}_q , and observe that the forbidden matrices for properties like list-decoding are closed under row-permutation. One can thus restrict to the various orbit classes of this action, and study these orbit classes one at a time. The requirement is in fact that, for each orbit class, the expected number of matrices from that class lying in C is roughly the same as the expected number lying in D. By identifying these orbit classes with row distributions, one obtains Definition 1.1.

For our specific constructions, for fixed vectors x ∈ F^n_q we consider event indicator random variables X_x outputting 1 if x ∈ C, and observe that, for any 1 ≤ b ≤ ℓ, a b-tuple of random variables (X_{x1} , . . . , X_{xb} ) is independent if x_1, . . . , x_b are linearly independent. Of course, this also holds for random linear codes (in fact, it holds for tuples of all sizes),^{10} and this is the sense in which our constructions approximate the “local behaviour” of random linear codes, which we can then bootstrap into full-blown ℓ-local similarity via the machinery of [MRR^+20, GM22].

To analyze our first construction based on linearized polynomials, we exploit the fact that for any fixed tuple of inputs and outputs (x_1, y_1), . . . , (x_b, y_b) with x_1, . . . , x_b ∈ F_qn linearly independent over F_q , over a uniformly random choice of linearized polynomial f(X) of q-degree at most ℓ − 1, the vector (f(x_1), . . . , f(x_b)) is distributed uniformly at random over F^b_qn . This follows readily from properties of the Moore matrix M = (α^{qj}_i )_{ij} (recalling b ≤ ℓ).

Next, we consider the code’s dual. In order to show that the dual of a PCLP(R, ℓ) code achieves the GV-bound with high probably, we exploit a pleasant characterization of its dual. Namely, the dual is of the form {ψ(f^{−1}_0 · β) : β ∈ W }, where W is connected to the dual of V and ψ is (morally) dual to φ.^{11} In particular, the dual is essentially another PCLP(1 − R, 1)- code! Hence, the previous discussion implies it is 1-locally similar to an RLC, which means in particular that it achieves the GV bound.

For the second construction, i.e., pseudorandom codes from row and column polynomials, upon summing over all choices of (full-rank) sets of message vectors one can observe that the desired behaviour of the random variables X_{xi} in fact follows from the following: if X ∈ F^{b×k}_q is of rank b, then over the randomness of the generator G, XG ∈ F^{b×n}_q is uniformly random. Recalling G = G^′+G^{′′}, we just must show XG^′ is uniformly random. Exploiting the requirement that γ : F_qn → F^n_q is an isomorphism, it suffices to show that the tuple (_k ∑ i=1 X_{ji}f(α_i) ) j∈[b] ∈ F^b_qn (1)

is uniformly random over the choice of f. And this follows naturally from properties of the Vandermonde matrix, as the α_i’s are distinct and f is chosen uniformly amongst all polynomials of degree ≤ ℓ − 1 (recalling again b ≤ ℓ).

The argument establishing ℓ-local-similarity for the dual is almost identical to the above argument for the primal. Here, it suffices to consider a matrix X ∈ F^{n×b}_q of rank b and argue that over the randomness of G^{′′} now, G^{′′}X is uniformly random. And to do this, one reduces to studying a tuple of random variables analogous to those in Equation (1), although in this case the polynomial g(X) will play the starring role. Since g(X) is again uniformly sampled from all polynomials of degree at most ℓ − 1, the desired conclusion follows.

10At least, this is true if one defines a random linear code by sampling a uniformly random parity-check matrix, which we here implicitly assume,

11More precisely, if {α1 , . . . , αn} is a basis for Fqn for which φ (∑ i xiαi ) = (x1, . . . , xn), then ψ (∑ i yiβi ) = (y1, . . . , yn) where {β1, . . . , βn} is the dual basis.

2 Preliminaries

2.1 Miscellaneous Notation

By default, N = {1, 2, . . . , }, i.e., 0 /∈ N. For a positive integer n ∈ N, [n] := {1, . . . , n}. Throughout, q denotes a prime power, F_q denotes a finite field with q elements, and F_qn denotes a degree n extension of F_q (which of course has size q^n). The q-ary entropy function is defined for x ∈ (0, 1) as

h_q(x) := x log_q(q − 1) + x log_q 1 x + (1 − x) log_q 1 1 − x and extended by continuity to h_q(0) = 0 and h_q(1) = log_q(q − 1). This function is known to be monotonically increasing from 0 to 1 on the interval [0, 1 − 1/q], and hence we can define its inverse h^{−1}_q : [0, 1] → [0, 1 − 1/q].

Given a discrete distribution τ and a universe U, we write τ ∼ U to denote that τ is distributed over U, i.e., that τ’s support supp(τ) := {x : τ(x) > 0} ⊆ U. In general, we write vectors in boldface – e.g., x, y, etc. – while scalars are unbolded.

2.2 Algebraic Concepts

Let Tr : F_qn → F_q be a trace function, i.e.,

Tr(α) = n−1∑ i=0 α^{qi} .

Lemma 2.1. Suppose α_1, . . . , α_n is a basis of F_qn over F_q . We can always find a dual basis β_1, . . . , β_n in F_qn such that Tr(α_iβ_j ) = δ_{ij} (2)

where δ_{ij} = 0 for any i ≠ j and is otherwise 1.

Proof. We provide the proof for completeness. Write β_i = ∑_n r=1 b_{i,r}α_r and we consider the equations

δ_{ji} = Tr(α_j β_i) = Tr ( α_j n∑ r=1 b_{i,r}α_r ) . Define the n × n matrix T = (Tr(α_j α_r))_{j,r∈[n]} over F_q ; the above n equations can be written as T (b_{i,1}, . . . , b_{i,n})^⊤ = e_i where e_i is the i-th vector in the standard basis of F^n_q . Since α_1, . . . , α_n forms a basis of F_qn , T has full rank and there must exists a nonzero solution for b_{i,1}, . . . , b_{i,n}. Thus, we can always find β_1, . . . , β_n which satisfy (2). It remains to show that β_1, . . . , β_n are F_q -linearly independent. Assume not and without loss of generality we may assume β_n can be represented as the linear combination of β_1, . . . , β_{n−1}, i.e., β_n = ∑_{n−1} i=1 λ_iβ_i with λ_1, . . . , λ_{n−1} ∈ F_q . From (2) we have

1 = Tr(α_nβ_n) = n−1∑ i=1 λ_i Tr(α_nβ_i) = 0 ,

a clear contradiction.

We now introduce the concept of orthogonality for two F_q -subspaces of F_qn .

Definition 2.2. Let V, W ⊆ F_qn be a F_q -linear space. W is said to be orthogonal to V if the following holds Tr(ab) = 0, ∀a ∈ V, b ∈ W We write W ⊥ V to denote that W is orthogonal to V . If dim(W ) + dim(V ) = n, W is said to be the dual space of V .

Finally, we collect terminology connected to linearized polynomials.

Definition 2.3 (Linearized Polynomial). We call a polynomial f(X) ∈ F_qn [X] a linearized polynomial if it is of the form ∑_d i=0 f_iX^{qi} with f_i ∈ F_qn and d ∈ N. That is, the only monomials appearing in f(X) have exponent a power of q. Its q-degree is max{i : f_i ≠ 0}.

Recall that the Frobenius automorphism Frob : F_qn → F_qn defined by Frob(α) = α^q is F_q -linear, i.e., it holds that for all a, b ∈ F_q and α, β ∈ F_qn , (aα + bβ)^q = aα^q + bβ^q . This readily implies that any linearized polynomial is also an F_q -linear map, justifying the name. We record this fact now.

Proposition 2.4. Any linearized polynomial defines an F_q -linear map from F_qn → F_qn .

2.3 Coding Theory

A linear code C is a subspace of F^n_q for a prime power q. Such a code may always be presented in terms of its generator matrix, which is a matrix G ∈ F^{k×n}_q for which C = {mG : m ∈ F^k_q }. When q = 2, a code is called binary. The block-length of the code is n and its rate is R :=^k_n , where k = dim(C). We endow F^n_q with the (relative) Hamming metric d(x, y) :=^1_n |{i ∈ [n] : x_i ≠ y_i}| for x, y ∈ F^n_q . For a linear code C ≤ F^n_q , its dual code is defined as C^⊥ := {y ∈ F^n_q : ∀x ∈ C, ⟨x, y⟩ = 0}.^{12} A random linear code C of rate R = k/n – briefly, a RLC(R) – is defined to be the kernel of a uniformly random matrix H ∈ F^{(n−k)×n}_q , i.e., C := {x ∈ F^n_q : Hx^⊤ = 0}.

This work concerns combinatorial properties of linear codes. The quintessential example of such a property is minimum distance defined as δ = min{d(x, y : x ≠ y, x, y ∈ C}. Equivalently, it is min{wt(x) : x ∈ C \ {0}}, the minimum weight of a non-zero codeword. By the triangle-inequality for the Hamming metric, it is immediate that δ/2 is the maximum radius at which one can hope to uniquely-decode from worst-case errors. If one relaxes the requirement for unique-decoding and is satisfied with outputting a list of possible messages, then one arrives list-decoding.

Definition 2.5 (List-Decodability). Let ρ ∈ (0, 1 − 1/q) and L ≥ 1. A code C ⊆ F^n_q is (ρ, L)-list-decodable if for all z ∈ F^n_q , |{c ∈ C : d(c, z) ≤ ρ}| < L . A generalization of list-decoding is proferred by list-recovery. For this notion, we extend the definition of Hamming distance to allow one of the arguments to be a tuple of sets S = (S_1, . . . , S_n), where each S_i ⊆ F_q , as follows: d(x, S) :=^1_n |{i ∈ [n] : x_i /∈ S_i}|.

12Note the contrast with Definition 2.2: that definition is concerned with Fq -linear subspaces of the ambient space Fqn , which is endowed with a different inner-product than F^n_q . The appropriate meaning of ⊥ can therefore be deduced from the context.

Definition 2.6 (List-Recovery). Let ρ ∈ (0, 1 − 1/q), 1 ≤ λ ≤ q − 1 and L ≥ 1. A code C ⊆ F^n_q is (ρ, λ, L)-list-recoverable if for all tuples S = (S_1, . . . , S_n) with each S_i ⊆ F_q satisfying |S_i| ≤ λ, |{c ∈ C : d(c, S) ≤ ρ}| < L . These are both special cases of the much more general class of local properties, which we now introduce. The technical terminology takes some time to motivate and define, but will allow for a very clean argument once we have it in place.

2.4 Local Properties

We now introduce the specialized notations and tools that we need in order to apply the machinery of [MRR^+20, GM22]. Generally speaking, this machinery allows us to efficiently reason about the probability that sets of ℓ vectors (for any integer ℓ = O(1)) lie in random ensembles of codes. In fact, it is convenient to (arbitrarily) order these sets and thereby view them as matrices. Thus, for A ∈ F^{n×ℓ}_q we will talk about events of the form “A ⊆ C”, which denotes that event that every column of A is contained in C.

To index these events, we assign to each matrix a type, which is determined by the empirical row distribution of the matrix.

Definition 2.7 (Empirical Row Distribution). Let A ∈ F^{n×ℓ}_q . We define its empirical row distribution Emp_A ∼ F^ℓ_q as Pr_{i∈[n]}[A_i = x] ,

where A_i denotes the i-th row of A.

Definition 2.8 (Matrix Type). Let ℓ ∈ N and let τ ∼ F^ℓ_q . For n ∈ N, we denote M_{n,τ} := { A ∈ F^{n×ℓ}_q : Emp_A = τ } . For a distribution τ ∼ F^ℓ_q , we denote by dim(τ) = dim(span(supp(τ))). If dim(τ) = ℓ, we say that τ is full-rank. Given a linear map B : F^ℓ_q → F^b_q we denote by Bτ the distribution of the random vector obtained by first sampling v ∼ τ and subsequently outputting Bv.

In order for a set M_{n,τ} to be non-empty, note that it is necessary that for all v ∈ F^ℓ_q , n · τ(v) ∈ {0, 1, . . . , n}. This implies that there are about (n + 1)^{qℓ} choices for τ for which M_{n,τ} ≠ ∅; for our regime of parameters, this is polynomial in the growing parameter n and therefore negligible.

Furthermore, if M_{n,τ} ≠ ∅ we can rely on standard estimates on multinomial coefficients (e.g., [CS04, Lemma 2.2]) to conclude n^{−O(qℓ)} · q^{nHq (τ )} ≤ |M_{n,τ} | ≤ q^{n·Hq(τ )} (3) where H_q(τ) = − ∑ v τ(v) log_q τ(v) is the base-q entropy of τ.

In particular, these estimates show that in order to study any property defined by forbidding sets of types (which, as discussed in e.g. [MRR^+20, Res20], includes list-decoding/-recovery) for random linear codes, it suffices to just consider one type τ at a time (as the failure bounds are always of the form q^{−Ω(n)}, allowing for a union bound over the at most poly(n) forbidden types).

We now formally define a local-property, which is parametrized by an integer ℓ that we think of as a constant. A property of q-ary codes is simply a family of q-ary codes C ≤ F^n_q .^{13} We will restrict attention to local properties, which we define precisely below, but informally are properties that are defined by only including codes that do not contain certain “forbidden sets,” with the additional proviso that these forbidden sets all have constant size. Note that this includes properties like (ρ, L)-list-decoding: such a property is defined by forbidding all L-sized subsets of F^n_q for which all the vectors lie in some Hamming ball of radius ρ, i.e., subsets {x_1, . . . , x_L} such that there exists z ∈ F^n_q for which max_{i∈[L]} d(x_i, z) ≤ ρ (see [GMR^+, Sec. 2.5] for a formal discussion of why list-recoverability – which we recall generalizes list-decodability – is a local property in the sense of Definition 2.9).

Definition 2.9 (Local Property). Let ℓ, n ∈ N and q a prime power. A property P of blocklength n q-ary codes is called an ℓ-local property if there exists a finite set T of distributions τ ∼ F^ℓ_q such that C ∈ P ⇐⇒ ∀τ ∈ T, ∀A ∈ M_{n,τ} , A ⊈ C . That is, such a property is defined by forbidding any matrices of some forbidden type.

Remark 2.10. Technically, what we have defined would be referred to as a local, row-symmetric and monotone-decreasing property in other works [GMR^+, GM22]. In this work all considered properties are row-symmetric and monotone-decreasing, and we omit these additional adjectives.

As a final concept surrounding local properties, we define threshold rates for RLCs, which intuitively describe the maximum rate of a RLC so that we can hope the RLC will satisfy the property P.

Definition 2.11 (Threshold Rate for RLCs). Let P be an ℓ-local property of block-length n codes in F^n_q . We define

R_{RLC}(P) := sup{R ∈ [0, 1] : Pr[RLC(R) satisfies P] ≥ 1/2} .

A crucial property of R_{RLC}(P) is the following “sharp threshold”-type phenomenon.

Proposition 2.12 ([MRR^+20, Lemma 2.7]). Let P be an ℓ-local property of block-length n codes in F^n_q . Let ε > 0.

• If R ≤ R_{RLC}(P) − ε then Pr[RLC(R) satisfies P] ≥ 1 − q^{−εn}.

• If R ≥ R_{RLC}(P) + ε then Pr[RLC(R) satisfies P] ≤ (_{n+q}2ℓ_{−1} q^{2ℓ}−1 )3 · q^{−εn}. Remark 2.13. We remark that the above proposition follows from a characterization of R_{RLC}(P), describing it as a sort of optimization problem. And in fact, the proof of Proposition 2.15 below crucially uses this characterization. However, we do not need this characterization for our results, and hence refrain from providing it.

Now, recall that we are not in fact directly interested in understanding combinatorial properties of (uniformly) random linear codes (RLCs). Rather, we define other ensembles of linear codes, and would like to argue that they inherit properties of RLCs. More precisely, for any ℓ-local property P, we would like to argue that so long as we sample codes of rate R_{RLC}(P) − ε, then our codes will also satisfy P with high probability. To do this, we use the concept of local similarity, which is inspired by concepts arising in [GM22].

13Of course, one could consider properties of general, not necessarily linear, codes, but we do not need to do that here.

Definition 2.14 (Local Similarity). Let C ≤ F^n_q be a linear code sampled from some ensemble. We call C ℓ-locally-similar to RLC(R) if, for every 1 ≤ b ≤ ℓ and every distribution τ ∼ F^b_q with dim(τ) = b, we have E_C [|{A ∈ Mn,τ : A ⊆ C}|] ≤ q^{(Hq (τ )−b(1−R))n} . The utility of local similarity stems from the following result which states that if a property holds with high probability for RLCs of rate R, then it also holds for any ensemble that is locally-similar to RLCs of rate R.

Proposition 2.15 ([GM22, Lemma 6.12]). Let n ∈ N, q a prime power and ℓ ∈ N such that n log_q n ≥ ωn→∞(q 2ℓ). Let C be a code sampled from an ensemble that is ℓ-locally-similar to RLC(R).

Let also ε > 0. Then, for any row-symmetric and ℓ-local property P over F^n_q such that R ≤ R_{RLC}(P) − ε, it holds that

Pr_C [C does not satisfy P] ≤ q^{−n(ε−on→∞(1))} .

For both our codes, we will in fact prove that for any matrix A ∈ F^{n×b}_q of rank b, we have Pr[A ⊆ C] = q^{−n(1−R)b}. We demonstrate below that this readily implies local similarity. (This is also implicit in [GM22], but we spell it out for clarity, and as it is a fact that we will use twice.)

Proposition 2.16. Let n ∈ N, q a prime power and ℓ ∈ N such that^n_{logq n} ≥ ω_{n→∞}(q^{2ℓ}). Let C ≤ F^n_q be a linear code sampled from some ensemble. Suppose that for any A ∈ F^{n×b}_q of rank b, we have Pr[A ⊆ C] ≤ q^{−n(1−R)b} for some R ∈ [0, 1]. Then C is ℓ-locally-similar to RLC(R).

In particular, for any ℓ-local property P over F^n_q such that R ≤ R_{RLC}(P) − ε,

Pr_C [C does not satisfy P] ≤ q^{−n(ε−on→∞(1))} .

Proof. For any 1 ≤ b ≤ ℓ and every distribution τ ∼ F^b_q , we must show that E_C [|{A ∈ Mn,τ : A ⊆ C}|] ≤ q^{(Hq (τ )−b(1−R))n} . By assumption, for any A ∈ M_{n,τ} ,

Pr[A ⊆ C] = q^{−(1−R) rank(A)} .

We can thus take a union bound over all matrices in M_{n,Bτ} , recalling from Equation (3) that |M_{n,τ} | ≤ q^{n·Hq (τ )} , and so E_C [|{A ∈ Mn,τ : A ⊆ C}|] = |Mn,τ |q^{−b(1−R)n} ≤ q^{(Hq (τ )−b(1−R))n} . Before concluding this section, we elucidate why a code ensemble that L-locally similar to random linear codes achieves the Elias bound with high probability. This is implicit in, e.g., [MRR^+20], but we spell it out for completeness (and as prior works did not focus explicitly on achieving the Elias bound, as we do). In the remainder of the paper, we will just focus on proving our codes are L-locally similar to RLCs.

Of course, one could prove a similar claim for list-recoverability; however, for this property the results for random linear codes are a bit less settled. However, it is indeed known that random linear codes achieve list-recovery capacity, and so this property will directly translate to sufficiently locally similar codes as well. Furthermore, we do emphasize that any improved result concerning the list-recoverability of random linear codes will immediately apply to our code ensembles as well.

Proposition 2.17. Let q be a prime power. Let L, k, n ∈ N, let R = k/n, and let ε = 1/L > 0. For sufficiently large n (compared to q and L), there exists a constant c > 0 such that the following holds.

Fix ρ such that R = 1−h_q(ρ)−cε, i.e., ρ = h^{−1}_q (1−R+cε). Let C ≤ F^n_q be a random code of rate R which is L-locally similar to RLC(R). Then, with probability at least 1 − q^{−ε(n−on→∞(1))}, C is (ρ, L)-list-decodable.

Proof. Let P denote the property of being (ρ, L)-list-decodable, which we recall from the prior discussion is L-local. Appealing to either [LW18, Theorem 2.4] (for the q = 2 case) or [GHK11, Theorem 6] (for the general q case), we have that there exists a constant c^′ > 0 such that a random linear code of rate R^′ = 1 − h_q(ρ) − c^′ε is (ρ, L)-list-decodable with probability at least 1 − exp(−Ω(n)). In particular, for sufficiently large n, Proposition 2.12 implies R^′ ≤ R_{RLC}(P).

Let c = c^′ + 1, and so R = R^′ − ε ≤ R_{RLC}(P) − ε. Proposition 2.16 then implies that C satisfies P with probability at least 1 − q^{−ε(n−on→∞(1))}, as desired.

3 Pseudorandom Codes from Linearized Polynomials

We now present our construction based on linearized polynomials. For a prime power q, blocklength n and target dimension k, fix an F_q -linear subspace V of F_qn . Fix a basis α_1, . . . , α_k for V and extend it to a basis α_1, . . . , α_n for all of F_qn . We also define the F_q -linear map φ : F_qn → F^n_q by mapping α = x_1α_1 + x_2α_2 + · · · + x_nα_n → (x_1, x_2, . . . , x_n), where x_1, . . . , x_n ∈ F_q .

For a target locality ℓ, we now define a linear code by sampling f(X) ∈ F_qn [X] uniformly at random among all linearized polynomials of q-degree at most ℓ − 1. That is, f_0, f_1, . . . , f_{ℓ−1} are sampled independently and uniformly at random from F_qn , and we then set f(X) = ∑_{ℓ−1} i=0 f_iX^{qi} .

We then define the code C := φ(f(V )) = {φ(f(α)) : α ∈ V } . We say that a code sampled as above is a PCLP(R, ℓ) code.

Recalling that linearized polynomials define F_q -linear maps (Proposition 2.4), it follows readily that C is indeed linear. Hence, to any such C we can associate a generator matrix G ∈ F^{k×n}_q . We first observe that if α_1, . . . , α_b ∈ V with 1 ≤ b ≤ ℓ are linearly independent, then over the choice of f, f(α_1), . . . , f(α_k) are independent and uniformly random elements of F_qn

Lemma 3.1. Let 1 ≤ b ≤ ℓ. Suppose α_1, . . . , α_b ∈ V are linearly independent and let β_1, . . . , β_b ∈ F_qn . Then Pr [_b ⋀ i=1 f(α_i) = β_i ] = q^{−nb} .

Proof. Writing f = (f_0, f_1, . . . , f_{ℓ−1})^⊤ ∈ F^ℓ_qn , β = (β_1, . . . , β_b)^⊤ ∈ F^b_qn and defining the Moore matrix

M = α_1 α^q_1 · · · α^{qℓ−1}_1 α_2 α^q_2 · · · α^{qℓ−1}_2 . . . . .. . . . α_b α^q_b · · · α^{qℓ−1}_b ,

the event ⋀_b i=1 f(α_i) = β_i is equivalent to Mf = β. As b ≤ ℓ and α_1, α_2, . . . , α_b are linearly independent, the matrix M has rank b. Hence, Mf is distributed uniformly in F^b_qn ; in particular, the probability that it takes on the value β is |F^b_qn |^{−1} = q^{−nb}.

That the code C is ℓ-locally similar to RLC(R), where R := k/n, will follows from the following lemma.

Lemma 3.2. Let 1 ≤ b ≤ ℓ and let A ∈ F^{n×b}_q be of rank b. Then Pr[A ⊆ C] ≤ q^{−n(1−R)b}.

Proof. Let G ∈ F^{k×n}_q be a (random) generator matrix for C. From Lemma 3.1, we can conclude the following: if X ∈ F^{b×k}_q is of rank b, XG is uniformly random over F^{b×n}_q . Indeed, G implements a linear map of the form φ ∘ f ∘ φ^′ where φ^′ : F^k_q → V is an isomorphism. Fixing a basis v_1, . . . , v_b for the row-space of X and putting α_i = φ^′(v_i), Lemma 3.1 says that the tuple (f(α_1), . . . , f(α_b)) is distributed uniformly over F^b_qn (as an isomorphism preserves linear independence). Hence, as φ and φ^′ are bijective, the tuple (φ ∘ f ∘ φ^′(v_1), . . . , φ^′ ∘ f ∘ φ^′(v_b)) is uniform over (F^n_q )^b, which implies that XG must be uniform over F^{b×n}_q , as desired.

We therefore have

Pr[A ⊆ C] = Pr[∃X ∈ F^{k×b}_q : XG = A] = ∑ X∈F^{k×b}_q Pr[XG = A] ≤ ∑ X∈F^{k×b}_q rank(X)=b

Pr[XG = A] (4)

= ∑ X∈F^{k×b}_q rank(X)=b q^{−nb} ≤ q^{kb} · q^{−nb} = q^{−(1−R)nb} . (5)

In the above, (4) follows from the fact that if X has rank(X) < b, then rank(XG) < b, so it can’t be that XG = A as rank(A) = b. The first equality of (5) follows from the above observation.

In order to analyze the dual code C^⊥, we characterize it as a PCLP(1 − R, 1), making use of concepts introduced in Section 2.2. To do this, given f(X) = ∑_{ℓ−1} i=0 f_iX^{qi} where we assume for now that f_0 ≠ 0, let g(X) = f^{−1}_0 · f(X) = X + ∑_{ℓ−1} i=1 f_i f_0 X q^i . We then define W := g(V )^⊥ = {β ∈ F_qn : ∀α ∈ g(V ), Tr(αβ) = 0} , where we recall V was an F_q -subspace of dimension k. For now, let us assume g(V ) has dimension k; below we will establish that this holds with probability 1 − q^{−Ω(n)}. It follows then that W is an F_q -subspace of dimension n − k.

Now, from the basis α_1, . . . , α_n for F_qn , let β_1, . . . , β_n be the dual basis, which we recall means Tr(α_iβ_j ) = δ_{ij} ,

where δ_{ij} is the Kronecker δ-function. Finally, define the F_q -linear isomorphism ψ : F_qn → F^n_q by mapping β = ∑ i y_iβ_i → (y_1, . . . , y_n). We may now characterize the dual code as follows.

Lemma 3.3. Let f(X) = ∑_{ℓ−1} i=0 f_iX^{qi} ∈ F_qn [X] be a linearized polynomial of q-degree at most ℓ − 1 with f_0 ≠ 0, and let V, W be as above. Then φ(f(V ))^⊥ = ψ(f^{−1}_0 W ).

Proof. Note that as dim_{Fq} (g(V )) + dim_{Fq} (f^{−1}_0 W ) = n, it must also hold that dim(φ(g(V )) + dim(ψ(f^{−1}_0 W )) = n, as the isomorphisms φ and ψ preserve the dimension of subspaces. Hence, it suffices to show φ(f(V )) ⊥ ψ(f^{−1}_0 W ).

To establish this, let x = (x_1, . . . , x_n) ∈ φ(f(V )) and y = (y_1, . . . , y_n) ∈ ψ(f^{−1}_0 W ). Then α = ∑_n i=1 x_iα_i ∈ f(V ) and β = ∑_n i=1 y_iβ_i ∈ f^{−1}_0 W . As β ∈ f^{−1}_0 W , f_0β ∈ W . Similarly, f^{−1}_0 α ∈ f^{−1}_0 · f(V ) = g(V ). As W ⊥ g(V ) by construction, we find

Tr(αβ) = Tr(f^{−1}_0 α · f_0β) = 0 .

Thus, ⟨x, y⟩ = n∑ i=1 x_iy_i = n∑ i=1 x_iy_i Tr(α_iβ_i)

= n∑ i=1 n∑ j=1 x_iy_j Tr(α_iβ_j) = Tr n∑ i=1 n∑ j=1 x_iy_j α_iβ_j

= Tr (_n ∑ i=1 x_iα_i ) n∑ j=1 y_jβ = Tr(αβ) = 0 .

Thus, assuming f(V ) is of F_q -dimension k, the dual of a PCLP(R, ℓ) code is essentially also a PCLP(1 − R, 1) code! Formally, we can derive the following.

Theorem 3.4. Let k ≤ n ∈ N, q a prime power. Put R = k/n. Let ℓ ∈ N, and let f(X) = ∑_{ℓ−1} i=0 f_iX^{qi} where f_0, f_1, . . . , f_{ℓ−1} are sampled independently and uniformly at random from F_qn . Fix ε > 0. The following holds:

• Let P be an ℓ-local property for which R ≤ R_{RLC}(P) − ε. Then, P is also satisfied with probability at least q^{−n(ε−on→∞(1))} by a PCLP(R).

• With probability at least 1 − q^{−n(ε−on→∞(1))}, the dual distance of a PCLP(R) is at least h^{−1}_q (R − ε).

• With probability at least 1 − q^{−(1−R)n}, the code C has rate R.

In particular, all items hold with probability at least 1 − q^{−n(ε−on→∞(1))}.

Proof. For the first bullet-point, combining Lemma 3.2 and Proposition 2.16, we find that a PCLP(R, ℓ) code is ℓ-locally similar to RLC(R). The desired result is then a direct consequence of the “In particular” part of Proposition 2.16.

For the second bullet-point, consider the following sampling procedure:

• First, sample a g(X) ∈ F_qn [X] to be a linearized polynomial of q-degree at most ℓ − 1 with the additional constraint that g_0 = 1, and subject to g(V ) having dimension k.

• Define then W := g(V )^⊥, which is of dimension n − k = (1 − R)n over F_q .

• Sample a ∈ F_qn uniformly at random.

• Output the code ψ(aW ).

We remark that such a code is distributed identically to a PCLP(1 − R, 1) code. By the first bullet-point, it thus satisfies any 1-local property that is satisfied with high probability by a RLC(1 − R).

In particular, we can easily prove it has minimum distance at least h^{−1}_q (R − ε) with probability at least 1 − q^{−εn}. Formally, if B is a code sampled as above and we set δ = h^{−1}_q (R − ε) and S = {x ∈ F^n_q : 0 < wt(x) ≤ δ}, we have

Pr[∃c ∈ B such that wt(c) ≤ δ] ≤ ∑ x∈S Pr[x ∈ B] (6) ≤ ∑ x∈B q^{−Rn} (7) ≤ q^{hq (δ)n}q^{−Rn} = q^{n(R−ε)−Rn} = q^{−εn} . (8) Above, (6) applies the union bound; (7) applies Lemma 3.2 (with ℓ = 1 and rate 1 − R) and the first inequality of (8) is a standard estimate on the number of vectors of Hamming weight at most δ.

Now, in the actual sampling procedure for a PCLP(R, ℓ) code C, conditioned on the event E_1 that f(V ) is of F_q -dimension k, and the event E_2 that f_0 ≠ 0, we find that C^⊥ is distributed identically to B. Clearly, Pr[E_2] = 1 − q^{−n}.

For Pr[E_1], note that f(V ) is of F_q -dimension k if and only if ker(f) ∩ V = {0}. Fixing a basis α_1, . . . , α_k for V of F_q , note that ker(f)∩V ≠ {0} if and only if there exists x_1, . . . , x_k ∈ F_q , not all 0, for which α = ∑ i=1 x_iα_i ∈ ker(f). That is, f(α) = 0. Denoting by x = (x_1, . . . , x_k), f = (f_0, f_1, . . . , f_{ℓ−1})^⊤ ∈ F^ℓ_qn and M ∈ F^{n×ℓ}_qn the Moore matrix defined via M_{ir} = α^{qr−1}_i , we have that f(α) = 0 if and only if xMf = 0 . If f is uniformly random, then Mf is a uniformly random vector in F^k_qn , and hence it is orthogonal to x (which we here view as an element of F^k_qn ) with probability q^{−n}. By taking a union bound over q^k − 1 ≤ q^k choices for x, we conclude that Pr[¬E_1] ≤ q^{k−n} = q^{−(1−R)n} Hence, if A denotes the event that C^⊥ has distance at least h^{−1}_q (R − ε) and B denotes the event that a B code has distance at least h^{−1}_q (R − ε), we find

Pr[B] ≥ Pr[E_1 ∧ E_2] Pr[B|E_1 ∧ E_2] ≥ (1 − Pr[¬E_1] − Pr[¬E_2]) Pr[A] ≥ 1 − q^{−(1−R)n} − q^{−n} − q^{−ε(n−on→∞(1))} ≥ 1 − q^{−ε(n−on→∞(1))} , as claimed.

The final bullet-point also follows from the above argument: if the event E_1 occurs, so f(V ) is of F_q -dimension k, then certainly the code C will have size q^k = q^{Rn}, and hence rate R. As we just argued Pr[E_1] ≥ 1 − q^{−(1−R)n}, the last bullet-point follows.

Before concluding this section, we state a couple more pleasant properties of PCLP(R, ℓ) codes. Of particular note, we indicate that these codes can be encoded in quasi-linear time.

Proposition 3.5. Let k ≤ n ∈ N, q a prime power. Put R = k/n and let ℓ ∈ N. A PCLP(R, ℓ) code can be sampled with ℓ⌈n log_2 q⌉ uniformly random bits.

Furthermore, given f(X) = ∑_n i=1 f_iX^{qi} we can choose V with a specific basis α_1, . . . , α_k such that the encoding algorithm of a PCLP(R, ℓ) code can be implemented in O(n log n) time.

Proof. The randomness bound is immediate. For the quasi-linear encoding, let us fix a degree n irreducible polynomial m(X) and work with the representation F_qn ∼= F_q [X]/(m(X)). Let λ be a root of m(X); it is well-known that then 1, λ, . . . , λ^{n−1} is a basis for F_qn over F_q . Put α_i = λ^{i−1} for i ∈ [n], and define the isomorphism ι : F^k_q → V = span{1, λ, . . . , λ^{k−1}} via ι(x_1, . . . , x_k) = ∑_k i=1 x_iλ^{i−1}. We wish to show that we can implement the linear map φ ∘ f ∘ ι : F^k_q → F^n_q in O(n log n) time.

For i = 0, . . . , ℓ − 1 let g_i(X) ∈ F_q [X] be polynomials of degree at most n − 1 for which f_i = g_i(λ). (Such polynomials come naturally from our representation F_qn ∼= F_q [X]/(m(X)).) Next, given a message x = (x_1, . . . , x_k) ∈ F^k_q , let h_0(X) = ∑_{k−1} i=0 x_iX^i, and note then that h_0(λ) = ι(x). Similarly, we define polynomials h_i(X) ∈ F_q [X] of degree at most n − 1 s.t. h_i(X) = h_0(X)^{qi} mod m(X). Note that given h_i(X), one can compute h_{i+1}(X) in time O(n log n): indeed, if

h_i(X) = n−1∑ j=0 h_{ij} X^i, h_{ij} ∈ F_q , then h_{i+1}(X) = ∑_{n−1} j=0 h_{ij} X^{iq}, and then we need to reduce it modulo m(X) which can be done in O(n log n) time via the Euclidean algorithm. Observe that this implies that h_i(λ) = h_0(λ)^{qi} = (ι(x))^{qi} .

Now, from the polynomials g_0(X), g_1(X), . . . , g_{ℓ−1}(X) and h_0(X), h_1(X), . . . , h_{ℓ−1}(X), we note that the encoding of x – which is φ ∘ f (∑_k i=1 x_iλ^i ) – is defined in terms of all of the pairwise products g_j (λ)h_j (λ) for all j ∈ {0, 1, . . . , ℓ − 1}. Indeed, note that

f (ι(x)) = ℓ−1∑ j=0 f_j · ι(x)^{qj} = ℓ−1∑ j=0 g_j (λ) · h_j (λ) .

To compute these products, we can perform ℓ = O(1) multiplications of the polynomials g_j (X)h_j (X), each of which can be performed in O(n log n) applying a FFT, followed by a reduction modulo m(X) which can be implemented in O(n log n) time as well. Upon observing that the coefficients of the resulting degree at most n − 1 polynomial in F_q [X] yield the desired encoding of x in F^n_q , the proof is complete.

3.1 Generalized Wozencraft Ensemble

Before continuing, we remark that linearized polynomials also yield a pleasant generalization of the well-known Wozencraft ensemble [Mas63]. We recall that such codes are obtained by randomly choosing β ∈ F_qk and then defining C := {(φ(α), φ(βα)) : α ∈ F_qk } , where φ : F_qk → F^k_q is a full-rank F_q -linear map. Such codes are well-known to achieve the GV-bound with high probability; in fact, the argument shows that they are 1-locally-similar to random linear codes of rate 1/2.

Defining f(X) = βX, which is a q-degree 0 linearized polynomial, one can view the codewords of C as (φ(α), φ(f(α)) for α ∈ F_qk . It is natural to generalize this construction to allow f to have q-degree at most ℓ − 1, and if f is chosen uniformly at random among all such linearized polynomials an argument analogous to the one given above would demonstrate that this generalization of Wozencraft’s ensemble is ℓ-locally similar to RLC(1/2).

We prefer our construction as it naturally allows for all choices of rate. However, we point out this construction now, as it technically only requires ℓ⌈k log_2 q⌉ = ℓ⌈(n − k) log_2 q⌉ random bits to sample this code, where k = n/2 is the dimension. In light of Proposition 5.1, this is actually optimal if one hopes for a code distribution which is ℓ-locally similar to RLC(1/2).^{14} Hence, the lower bound is actually achievable.

We can also generalize this construction slightly by defining

C_r := {( φ(α), φ(f_1(α), φ(f_2(α), . . . , φ(f_r(α) ) : α ∈ F_qk } , where f_1(x), . . . , f_r(x) are random linearized polynomials of q-degree at most ℓ − 1 which are distributed mutually independent and uniformly at random. It is clear that the rate of C_r is 1/r. A similar argument to that given above proves that C_r is ℓ-locally similar to RLC(1/r). Since we only need ℓ⌈(n − k) log_2 q⌉ random bits to sample this code, the lower bound (1 − R)n log_2 q is also achievable for rates R =^1_r where r ≥ 2 is an integer.

4 Pseudorandom Codes from Row and Column Polynomials

We now present our construction of pseudorandom codes from row and column polynomials, which not only satisfy ℓ-local similarity to RLCs, but their duals are also ℓ-locally similar to RLCs.

Fix a locality parameter ℓ ∈ N, a block-length n and a rate 0 < R < 1 such that k := Rn is an integer, and a prime power q. For a basis ω_1, . . . , ω_n for F_qn over F_q , define the full-rank F_q -linear map φ : F_qn → F^n_q as φ : ∑_n i=1 x_iω_i = (x_1, . . . , x_n). Similarly, define the surjective F_q -linear map ψ : F_qn → F^k_q as ψ : ∑_n i=1 x_iω_i = (x_1, . . . , x_k). Finally, let α_1, . . . , α_n ∈ F_qn be n distinct elements.

Let f(X), g(X) ∈ F_qn [X] be two random polynomials, sampled uniformly and independently amongst all polynomials of degree at most ℓ − 1. That is, f(X) = ∑_{ℓ−1} i=0 f_iX^i and g(X) = ∑_{ℓ−1} i=0 g_iX^i, where the coefficients {f_i}^{ℓ−1}_{i=0} and {g_i}^{ℓ−1}_{i=0} are sampled independently and uniformly from F_qn .

We now define the matrices G^′, G^{′′} ∈ F^{k×n}_q as follows:

• For i ∈ [k], the i-th row of G^′ is φ(f(α_i)).

• For j ∈ [n], the j-th column of G^{′′} is ψ(g(α_j )).

We then define G := G^′ + G^{′′}, and take C := {xG : x ∈ F^k_q } ≤ F^n_q . We say that a code sampled as above is a PCRCP(R, ℓ) code.

Lemma 4.1. Let 1 ≤ b ≤ ℓ be an integer. The following hold.

14Up to the ceilings, which can be removed if q is a power of 2.

1. Fix a matrix X ∈ F^{b×k}_q of rank b. Then XG is uniformly distributed over F^{b×n}_q .

2. Fix a matrix X ∈ F^{n×b}_q of rank b. Then GX is uniformly distributed over F^{k×b}_q .

Proof. We prove each item in turn, beginning with the first. Fix a matrix Y ∈ F^{n×b}_q , and note that it suffices to argue that Pr_G′ [XG^′ = Y ] = q^{−nb}. Indeed, having established this one can condition on the choice of G^{′′}, which is probabilistically independent of G^′, to conclude the desired result as XG = XG^′ + XG^{′′}, and so XG^′ = XG − XG^{′′}.

Let y_1, . . . , y_b ∈ F^n_q denote the rows of Y . Note that the event XG^′ = Y is equivalent to

∀1 ≤ j ≤ b, k∑ i=1 X_{ji}φ(f(α_i)) = y_j . By F_q -linearity of φ, this is equivalent to ∀1 ≤ j ≤ b, φ (_k ∑ i=1 X_{ji}f(α_i) ) = y_j .

Defining z_j := φ^{−1}(y_j) ∈ F_qn for 1 ≤ j ≤ b (recall that φ : F_qn → F^n_q is chosen to be full-rank, hence bijective), the above holds if and only if ∀1 ≤ j ≤ b, k∑ i=1 X_{ji}f(α_i) = z_j . (9)

Note now that, for each j ∈ [b], k∑ i=1 X_{ji}f(α_i) = k∑ i=1 X_{ji} ℓ−1∑ r=0 f_rα^r_i = ℓ−1∑ r=0 f_r k∑ i=1 X_{ji}α^r_i .

Defining now the Vandermonde matrix V ∈ F^{k×ℓ}_qn as V_{ir} := α^r_i , and letting f := (f_0, . . . , f_{ℓ−1})^⊤ ∈ F^ℓ_qn and z := (z_1, . . . , z_b)^⊤ ∈ F^b_qn , we observe that Equation (9) holds if and only if XV f = z . As V is a Vandermonde matrix and α_1, . . . , α_k are distinct, it is of rank b over F_qn . Moreover, as X is of rank b over F_q , it is also of rank b over F_qn , for if it were of lower rank then some b × b minor would be 0, implying that X was already of rank less than b over F_q . Hence, the linear map defined by XV from F^ℓ_qn → F^b_qn is q^{n(ℓ−b)}-to-1: in particular, it transports the uniform distribution from F^ℓ_qn to F^b_qn . As f is uniformly random over F^ℓ_qn , it follows XV f is uniformly random over F^b_qn ; in particular, the probability that XV f = z is (q^n)^{−b} = q^{−nb}. Hence, Pr[XG^′ = Y ] = q^{−nb}, as desired.

We now turn to the second item, whose proof is completely analogous. In this case, we show that for any Y ∈ F^{k×b}_q , Pr_G′′ [G^{′′}X = Y ] = q^{−kb}. For reasons analogous to before, this suffices to derive the claim.

Again, let y_1, . . . , y_b ∈ F^n_q denote the columns of Y . This time, we note that G^{′′}X = Y is equivalent to ∀1 ≤ j ≤ b, n∑ i=1 X_{ij} ψ(g(α_i)) = y_j , which by F_q -linearity of ψ is equivalent to ∀1 ≤ j ≤ b, ψ (_n ∑ i=1 X_{ij} g(α_i) ) = y_j .

In this case, ψ is not injective. However, if K = ker(ψ) (which is the F_q -span of {ω_{k+1}, . . . , ω_n}) and z_j ∈ F_qn are any elements for which ψ(z_j ) = y_j (such elements exist as ψ is surjective), the above is equivalent to the following condition: ∀1 ≤ j ≤ b, n∑ i=1 X_{ij} g(α_i) ∈ z_j + K . (10)

Now, note that for all j ∈ [b], n∑ i=1 X_{ij} g(α_i) = n∑ i=1 ( X_{ij} ℓ−1∑ r=0 g_rα^r_i ) = ℓ−1∑ r=0 ( g_r n∑ i=1 X_{ij} α^r_i ) .

Hence, defining now the Vandermonde matrix W ∈ F^{ℓ×n}_qn as W_{ri} := α^r_i , and letting g := (g_0, . . . , g_{ℓ−1}) ∈ F^ℓ_qn and K(z) := (K +z_1)×(K +z_z)×· · ·×(K +z_n), we find that Equation (10) holds if and only if gW X ∈ K(z) . As before, we have that W X is of rank b (even over F_qn ), and thus gW X is uniformly random over F^b_qn . As |K(z)| = q^{b(n−k)}, it follows that the probability that gW X ∈ K(z) is^{qb(n−k)}_{qbn} = q^{−bk}. Hence, Pr_G′′ [G^{′′}X = Y ] = q^{−kb}, as claimed.

From here, the ℓ-local similarity to RLCs for both the primal and dual code follows readily. This yields our main result for this section.

Theorem 4.2. Let ℓ, k, n ∈ N with k ≤ n, put R = k/n and let q be a prime power. Let C be a PCRCP(R, ℓ) code. Then it is ℓ-locally similar to RLC(R), and also C^⊥ is ℓ-locally similar to RLC(1 − R).

Furthermore, the code can be sampled with 2ℓ⌈n log_2 q⌉ uniformly random bits. Lastly, with probability at least 1 − q^{−(1−R)n}, the code has rate R.

Proof. The claim regarding the randomness complexity is immediate. As for the rate, we note that the rate of C is less than R if and only if there exists some m ∈ F^k_q \{0} for which mG = 0. Applying Lemma 4.1 with b = 1, it follows that mG is distributed uniformly over F^n_q , and hence it takes on value 0 with probability q^{−n}. Upon taking a union bound over the q^k − 1 ≤ q^k choices for m, the claim follows.

We now turn to the ℓ-local similarity claims. Let A ∈ F^{n×b}_q of rank b. Appealing to Proposition 2.16, it suffices to show the following two bounds: • Pr[A ⊆ C] ≤ q^{−n(1−R)b}. • Pr[A ⊆ C^⊥] ≤ q^{−nRb}.

We start with the first item. We have

Pr[A ⊆ C] = Pr[∃X ∈ F^{k×b}_q such that XG = A] = ∑ X∈F^{k×b}_q Pr[XG = A] ≤ ∑ X∈F^{k×b}_q rank(X)=b

Pr[XG = A] (11)

= ∑ X∈F^{k×b}_q rank(X)=b q^{−nb} ≤ q^{kb} · q^{−nb} = q^{−(1−R)nb} . (12)

In the above, as in the proof of Theorem 3.4, the inequality (11) follows from the fact that if X has rank(X) < b, then rank(XG) < b, so it can’t be that XG = A as rank(A) = b. The first equality of Equation (12) follows the first item of Lemma 4.1.

We now address the second item. First, note that x ∈ C^⊥ ⇐⇒ Gx^⊤ = 0, and hence A ⊆ C^⊥ ⇐⇒ GA = 0. We have

Pr[A ⊆ C^⊥] = Pr[GA = 0] = q^{−kb} = q^{−Rnb} ,

where we applied the second item of Lemma 4.1 in the second equality. This establishes the second claim, and hence completes the proof of the theorem.

5 Challenge of Moving to Sublinear Randomness

In this section, we elucidate why Ω(nℓ log_2(q)) randomness, as our constructions achieve, is currently a challenging barrier to overcome. In particular, we show that this is necessary for an ensemble to be ℓ-locally similar to random linear codes.

Proposition 5.1. Let q be a prime power, and let n, ℓ ∈ N such that^n_{logq n} ≥ ω_{n→∞}(q^{2ℓ}). Let C be a code ensemble outputting block-length n codes of rate R that are ℓ-locally similar to RLCs. Then, any sampling procedure for C requires at least

⌈ℓ(1 − R − o_{n→∞}(1))n log_2 q⌉ = Ω(nℓ log_2 q)

bits of randomness.

Proof. By assumption, it holds that for any τ ∼ F^ℓ_q with dim(τ) = ℓ, we must have E_C [|{A ∈ Mn,τ : A ⊆ C}|] ≤ q^{n(Hq (τ )−ℓ(1−R))} . We may choose τ so that τ(v) · n ∈ {0, 1, . . . , n} for all v ∈ F^ℓ_q , which implies M_{n,τ} ≠ ∅. Hence, by averaging there exists a matrix A ∈ M_{n,τ} for which

Pr_C [A ⊆ C] ≤ q^{n(Hq (τ )−ℓ(1−R))} |M_{n,τ} | ≤ n^{O(qℓ)} · q^{−ℓ(1−R)n} , where the last inequality applies Equation (3). By assumption on n, q, ℓ, this latter term may be upper bounded by q^{−ℓ(1−R−on→∞(1))n} .

As the sampling procedure for C is such that some event occurs with probability at most q^{−ℓ(1−R−on→∞(1))n}, it must be that the procedure consumes at least

⌈ℓ(1 − R − o_{n→∞}(1))n log_2 q⌉ = Ω(nℓ log_2 q)

random bits, as claimed.

Recalling Section 3.1, this lower bound is in fact achievable (at least, for certain values of R and q).

This motivates the tantalizing open problem that we leave for future work: provide a randomized construction of a code achieving, say, the GV bound, using o(n) bits of randomness. Such a code would be necessarily locally-dissimilar from random linear codes. As a formally easier task, we view a construction with sublinear randomness lying on the GV bound as an interesting and useful stepping stone towards the task of providing an explicit construction.

References

[ABB^+22] Nicolas Aragon, Paulo Barreto, Slim Bettaieb, Loic Bidoux, Olivier Blazy, Jean- Christophe Deneuville, Philippe Gaborit, Santosh Ghosh, Shay Gueron, Tim Güneysu, et al. Bike: bit flipping key encapsulation. 2022.

[AGL23] Omar Alrabiah, Venkatesan Guruswami, and Ray Li. Randomly punctured reed– solomon codes achieve list-decoding capacity over linear-sized fields. arXiv preprint arXiv:2304.09445, 2023.

[BCG^+19] Elette Boyle, Geoffroy Couteau, Niv Gilboa, Yuval Ishai, Lisa Kohl, and Peter Scholl. Efficient pseudorandom correlation generators: Silent ot extension and more. In Advances in Cryptology–CRYPTO 2019: 39th Annual International Cryptology Conference, Santa Barbara, CA, USA, August 18–22, 2019, Proceedings, Part III 39, pages 489–518. Springer, 2019.

[BCG^+20] Elette Boyle, Geoffroy Couteau, Niv Gilboa, Yuval Ishai, Lisa Kohl, and Peter Scholl. Correlated pseudorandom functions from variable-density LPN. In 2020 IEEE 61st Annual Symposium on Foundations of Computer Science (FOCS), pages 1069–1080. IEEE, 2020.

[BCG^+22] Elette Boyle, Geoffroy Couteau, Niv Gilboa, Yuval Ishai, Lisa Kohl, Nicolas Resch, and Peter Scholl. Correlated pseudorandomness from expand-accumulate codes. In Annual International Cryptology Conference, pages 603–633. Springer, 2022.

[BFNW90] Laszlo Babai, Lance Fortnow, Noam Nisan, and Avi Wigderson. Bpp has weak subexponential time simulations unless EXPTIME has publishable proofs. Computational Complexity, 3(4):307–318, 1990.

[BGW88] Michael Ben-Or, Shafi Goldwasser, and Avi Wigderson. Completeness theorems for non-cryptographic fault-tolerant distributed computation (extended abstract). In Janos Simon, editor, Proceedings of the 20th Annual ACM Symposium on Theory of Computing, May 2-4, 1988, Chicago, Illinois, USA, pages 1–10. ACM, 1988.

[BIP^+18] Dan Boneh, Yuval Ishai, Alain Passelègue, Amit Sahai, and David J Wu. Exploring crypto dark matter. In Theory of Cryptography Conference, pages 699–729. Springer, 2018.

[CC06] Hao Chen and Ronald Cramer. Algebraic geometric secret sharing schemes and secure multi-party computations over small fields. In Cynthia Dwork, editor, Advances in Cryptology - CRYPTO 2006, 26th Annual International Cryptology Conference, Santa Barbara, California, USA, August 20-24, 2006, Proceedings, volume 4117 of Lecture Notes in Computer Science, pages 521–536. Springer, 2006.

[CDD^+15] Ronald Cramer, Ivan Bjerre Damgård, Nico Döttling, Serge Fehr, and Gabriele Spini. Linear secret sharing schemes from error correcting codes and universal hash functions. In Elisabeth Oswald and Marc Fischlin, editors, Advances in Cryptology - EUROCRYPT 2015 - 34th Annual International Conference on the Theory and Applications of Cryptographic Techniques, Sofia, Bulgaria, April 26-30, 2015, Proceedings, Part II, volume 9057 of Lecture Notes in Computer Science, pages 313–336. Springer, 2015.

[CGV13] Mahdi Cheraghchi, Venkatesan Guruswami, and Ameya Velingker. Restricted isometry of fourier matrices and list decodability of random linear codes. In Proceedings of the Twenty-Fourth Annual ACM-SIAM Symposium on Discrete Algorithms, SODA 2013, New Orleans, Louisiana, USA, January 6-8, 2013, pages 432–442, 2013.

[CS04] Imre Csiszár and Paul C Shields. Information theory and statistics: A tutorial. Foundations and Trends® in Communications and Information Theory, 1(4):417– 528, 2004.

[CXY20] Ronald Cramer, Chaoping Xing, and Chen Yuan. On the complexity of arithmetic secret sharing. In Rafael Pass and Krzysztof Pietrzak, editors, Theory of Cryptography - 18th International Conference, TCC 2020, Durham, NC, USA, November 16-19, 2020, Proceedings, Part III, volume 12552 of Lecture Notes in Computer Science, pages 444–469. Springer, 2020.

[DGH^+21] Itai Dinur, Steven Goldfeder, Tzipora Halevi, Yuval Ishai, Mahimna Kelkar, Vivek Sharma, and Greg Zaverucha. Mpc-friendly symmetric cryptography from alternating moduli: Candidates, protocols, and applications. In Annual International Cryptology Conference, pages 517–547. Springer, 2021.

[DI14] Erez Druk and Yuval Ishai. Linear-time encodable codes meeting the gilbertvarshamov bound and their cryptographic applications. In Moni Naor, editor, Innovations in Theoretical Computer Science, ITCS’14, Princeton, NJ, USA, January 12-14, 2014, pages 169–182. ACM, 2014.

[DMOZ20] Dean Doron, Dana Moshkovitz, Justin Oh, and David Zuckerman. Nearly optimal pseudorandomness from hardness. In 2020 IEEE 61st Annual Symposium on Foundations of Computer Science (FOCS), pages 1057–1068. IEEE, 2020.

[DW22] Dean Doron and Mary Wootters. High-probability list-recovery, and applications to heavy hitters. In 49th International Colloquium on Automata, Languages, and Programming (ICALP 2022). Schloss Dagstuhl-Leibniz-Zentrum für Informatik, 2022.

[Eli57] Peter Elias. List decoding for noisy channels. Wescon Convention Record, Part 2, pages 94–104, 1957.

[Eli91] Peter Elias. Error-correcting codes for list decoding. IEEE Transactions on Information Theory, 37(1):5–12, 1991.

[GHK11] Venkatesan Guruswami, Johan Håstad, and Swastik Kopparty. On the listdecodability of random linear codes. IEEE Trans. Information Theory, 57(2):718– 725, 2011.

[GHSZ02] Venkatesan Guruswami, Johan Håstad, Madhu Sudan, and David Zuckerman. Combinatorial bounds for list decoding. IEEE Trans. Information Theory, 48(5):1021–1034, 2002.

[GI01] Venkatesan Guruswami and Piotr Indyk. Expander-based constructions of efficiently decodable codes. In 42nd Annual Symposium on Foundations of Computer Science, FOCS 2001, 14-17 October 2001, Las Vegas, Nevada, USA, pages 658– 667, 2001.

[GI02] Venkatesan Guruswami and Piotr Indyk. Near-optimal linear-time codes for unique decoding and new list-decodable codes over smaller alphabets. In Proceedings of the thiry-fourth annual ACM symposium on Theory of computing, pages 812–821, 2002.

[GI03] Venkatesan Guruswami and Piotr Indyk. Linear time encodable and list decodable codes. In Proceedings of the thirty-fifth annual ACM symposium on Theory of computing, pages 126–135, 2003.

[GI04] Venkatesan Guruswami and Piotr Indyk. Efficiently decodable codes meeting gilbert-varshamov bound for low rates. In SODA, volume 4, pages 756–757. Citeseer, 2004.

[Gil52] Edgar N Gilbert. A comparison of signalling alphabets. The Bell System Technical Journal, 31(3):504–522, 1952.

[GJQST20] Fernando Granha Jeronimo, Dylan Quintana, Shashank Srivastava, and Madhur Tulsiani. Unique decoding of explicit ε-balanced codes near the Gilbert-Varshamov bound. arXiv e-prints, pages arXiv–2011, 2020.

[GL89] Oded Goldreich and Leonid A Levin. A hard-core predicate for all one-way functions. In Proceedings of the 21st Annual ACM Symposium on Theory of Computing (STOC), pages 25–32. ACM, 1989.

[GLM^+22] Venkatesan Guruswami, Ray Li, Jonathan Mosheiff, Nicolas Resch, Shashwat Silas, and Mary Wootters. Bounds for list-decoding and list-recovery of random linear codes. IEEE Trans. Inf. Theory, 68(2):923–939, 2022.

[GM22] Venkatesan Guruswami and Jonathan Mosheiff. Punctured low-bias codes behave like random linear codes. In 2022 IEEE 63rd Annual Symposium on Foundations of Computer Science (FOCS), pages 36–45. IEEE, 2022.

[GMR^+] Venkatesan Guruswami, Jonathan Mosheiff, Nicolas Resch, Shashwat Silas, and Mary Wootters. Threshold Rates for Properties of Random Codes. 68(2):905–922.

[GR08] Venkatesan Guruswami and Atri Rudra. Explicit codes achieving list decoding capacity: Error-correction with optimal redundancy. IEEE Transactions on information theory, 54(1):135–150, 2008.

[GRZ21] Zeyu Guo and Noga Ron-Zewi. Efficient list-decoding with constant alphabet and list sizes. In Proceedings of the 53rd Annual ACM SIGACT Symposium on Theory of Computing, pages 1502–1515, 2021.

[GUV09] Venkatesan Guruswami, Christopher Umans, and Salil Vadhan. Unbalanced expanders and randomness extractors from Parvaresh-Vardy codes. Journal of the ACM (JACM), 56(4):1–34, 2009.

[HIOS15] Iftach Haitner, Yuval Ishai, Eran Omri, and Ronen Shaltiel. Parallel hashing via list recoverability. In Annual Cryptology Conference, pages 173–190. Springer, 2015.

[HLR21] Justin Holmgren, Alex Lombardi, and Ron D Rothblum. Fiat–shamir via listrecoverable codes (or: parallel repetition of gmw is not zero-knowledge). In Proceedings of the 53rd Annual ACM SIGACT Symposium on Theory of Computing, pages 750–760, 2021.

[IKOS09] Yuval Ishai, Eyal Kushilevitz, Rafail Ostrovsky, and Amit Sahai. Zero-knowledge proofs from secure multiparty computation. SIAM J. Comput., 39(3):1121–1152, 2009.

[INR10] Piotr Indyk, Hung Q Ngo, and Atri Rudra. Efficiently decodable non-adaptive group testing. In Proceedings of the twenty-first annual ACM-SIAM symposium on Discrete Algorithms, pages 1126–1142. SIAM, 2010.

[Jac97] Jeffrey C Jackson. An efficient membership-query algorithm for learning DNF with respect to the uniform distribution. Journal of Computer and System Sciences, 55(3):414–440, 1997.

[JST21] Fernando Granha Jeronimo, Shashank Srivastava, and Madhur Tulsiani. Nearlinear time decoding of ta-shma’s codes via splittable regularity. In Proceedings of the 53rd Annual ACM SIGACT Symposium on Theory of Computing, pages 1527–1536, 2021.

[KM93] Eyal Kushilevitz and Yishay Mansour. Learning decision trees using the Fourier spectrum. SIAM Journal on Computing, 22(6):1331–1348, 1993.

[Lip90] Richard J Lipton. Efficient checking of computations. In Proceedings of the 7th Annual Symposium on Theoretical Aspects of Computer Science (STACS), pages 207–215. Springer, 1990.

[LW18] Ray Li and Mary Wootters. Improved list-decodability of random linear binary codes. In Approximation, Randomization, and Combinatorial Optimization. Algorithms and Techniques (APPROX/RANDOM 2018). Schloss Dagstuhl-Leibniz- Zentrum fuer Informatik, 2018.

[LW21] Ray Li and Mary Wootters. Improved list-decodability of random linear binary codes. IEEE Trans. Inf. Theory, 67(3):1522–1536, 2021.

[MAB^+18] Carlos Aguilar Melchor, Nicolas Aragon, Slim Bettaieb, Loıc Bidoux, Olivier Blazy, Jean-Christophe Deneuville, Philippe Gaborit, Edoardo Persichetti, Gilles Zémor, and IC Bourges. Hamming quasi-cyclic (hqc). NIST PQC Round, 2(4):13, 2018.

[Mas63] James L Massey. Threshold decoding. 1963.

[McE78] Robert J McEliece. A public-key cryptosystem based on algebraic coding theory. Coding Thv, 4244:114–116, 1978.

[MRR^+20] Jonathan Mosheiff, Nicolas Resch, Noga Ron-Zewi, Shashwat Silas, and Mary Wootters. LDPC codes achieve list decoding capacity. In 61st IEEE Annual Symposium on Foundations of Computer Science, FOCS 2020, Durham, NC, USA, November 16-19, 2020, pages 458–469. IEEE, 2020.

[NPR11] Hung Q Ngo, Ely Porat, and Atri Rudra. Efficiently decodable error-correcting list disjunct matrices and applications. In International Colloquium on Automata, Languages, and Programming, pages 557–568. Springer, 2011.

[PP23] Aaron L Putterman and Edward Pyne. Pseudorandom linear codes are list decodable to capacity. arXiv preprint arXiv:2303.17554, 2023.

[Res20] Nicolas Resch. List-decodable codes: (randomized) constructions and applications. School Comput. Sci., Carnegie Mellon Univ., Pittsburgh, PA, USA, Tech. Rep., CMU-CS-20-113, 2020.

[RRT23] Srinivasan Raghuraman, Peter Rindal, and Titouan Tanguy. Expand-convolute codes for pseudorandom correlation generators from lpn. Cryptology ePrint Archive, 2023.

[RW14] Atri Rudra and Mary Wootters. Every list-decodable code for high noise has abundant near-optimal rate puncturings. In Proceedings of the forty-sixth annual ACM symposium on Theory of computing, pages 764–773. ACM, 2014.

[RW18] Atri Rudra and Mary Wootters. Average-radius list-recovery of random linear codes. In Proceedings of the 2018 ACM-SIAM Symposium on Discrete Algorithms, SODA, 2018.

[STV01] Madhu Sudan, Luca Trevisan, and Salil Vadhan. Pseudorandom generators without the XOR lemma. Journal of Computer and System Sciences, 62(2):236–266, 2001.

[TS17] Amnon Ta-Shma. Explicit, almost optimal, epsilon-balanced codes. In Proceedings of the 49th Annual ACM SIGACT Symposium on Theory of Computing, pages 238–251, 2017.

[Var57] RR Varshamov. Estimate of the number of signals in error correcting codes. Docklady Akad. Nauk, SSSR, 117:739–741, 1957.

[Woo13] Mary Wootters. On the list decodability of random linear codes with large error rates. In Symposium on Theory of Computing Conference, STOC’13, Palo Alto, CA, USA, June 1-4, 2013, pages 853–860, 2013.

[Woz58] Jack Wozencraft. List decoding. Quarter Progress Report, 48:90–95, 1958.

[ZP81] Victor Vasilievich Zyablov and Mark Semenovich Pinsker. List concatenated decoding. Problemy Peredachi Informatsii, 17(4):29–33, 1981.