arXiv:2105.09270v1 [cs.CV] 19 May 2021

DO WE REALLY NEED TO LEARN REPRESENTATIONS FROM IN-DOMAIN DATA FOR OUTLIER DETECTION?

Zhisheng Xiao Computational and Applied Mathematics University of Chicago Chicago, IL, 60637 zxiao@uchicago.edu

Qing Yan Department of Statistics University of Chicago Chicago, IL, 60637 yanq@uchicago.edu

Yali Amit Department of Statistics University of Chicago Chicago, IL, 60637 amit@marx.uchicago.edu

July 9, 2022

ABSTRACT

Unsupervised outlier detection, which predicts if a test sample is an outlier or not using only the information from unlabelled inlier data, is an important but challenging task. Recently, methods based on the two-stage framework achieve state-of-the-art performance on this task. The framework leverages self-supervised representation learning algorithms to train a feature extractor on inlier data, and applies a simple outlier detector in the feature space. In this paper, we explore the possibility of avoiding the high cost of training a distinct representation for each outlier detection task, and instead using a single pre-trained network as the universal feature extractor regardless of the source of indomain data. In particular, we replace the task-specific feature extractor by one network pre-trained on ImageNet with a self-supervised loss. In experiments, we demonstrate competitive or better performance on a variety of outlier detection benchmarks compared with previous two-stage methods, suggesting that learning representations from in-domain data may be unnecessary for outlier detection.

1 Introduction

In order to make reliable decisions, deep learning models that are deployed for safety-critical applications, such as medical diagnosis [4], autonomous driving [20] and face authentication [76], need to be able to identify whether the input data is significantly different from the training data. Such a task is called outlier detection or Out-of-distribution (OOD) detection. Previous approaches to outlier detection often rely on calibrating the classification confidence on labeled data [32, 45, 43] or contrasting with known OOD samples [3, 32, 63]. Unfortunately, the applicability of these methods is limited. In practice, machine learning models are used to tackle a much wider range of problems than classification, and therefore labeled data may not be available. In addition, the space of all possible OOD samples is typically huge, and hence using specific external data to represent OODs may introduce bias to the detector. Therefore, it is more promising to study unsupervised outlier detection [6], where neither labels of in-domain data nor concrete examples of outliers are available.

Detecting OOD samples with only unlabeled data from the training distribution is challenging. Previous approaches based on reconstruction [61, 88] or density estimation [17, 62, 82] do not obtain comparable performance with classifier based outlier detectors. More importantly, it is observed that density estimation with some probabilistic generative models may assign higher likelihoods to outliers than in-distribution data [52], suggesting that there might be fundamental issues with this approach [42]. An alternative framework for unsupervised outlier detection can be summarized as a two-stage procedure, where in the first stage a neural network is used to extract a high-level representation of data and, in the second stage, an outlier detector is applied on the representation space. The key component of this framework is a good feature extractor that ensures the features of in-distribution data are clustered together, while keeping the features of outliers away from the cluster. Previous two-stage outlier detection methods require training the feature extractor on in-distribution data, either with a classification loss (if labels are available) [1, 44] or a self-supervised loss [69, 73, 71].

In particular, the best feature extractors used in [69, 73, 71] are trained with a contrastive loss [9, 31, 7], which has led to tremendous progress in representation learning. However, training such representations can be difficult, as it may require large batch size [9], long training epochs, and carefully designed data augmentation and training scheme [9, 31, 10, 74, 81]. Note that in practice, outlier detection is often a side task, where outliers are filtered out before entering the networks designed for the main task. Therefore, the high cost of training feature extractors for outlier detection is undesirable.

Considering the fact that pre-trained feature extractors on some reference datasets (such as ImageNet in the image domain) are easily accessible,^1 and they are shown to be effective in transferring knowledge to other datasets [49, 28, 47, 2], we ask a natural but, to our knowledge, unexplored question: can we directly use feature extractors trained on a reference dataset without any further training to detect outliers for any source of in-distribution data? In this paper, we give an affirmative answer to this question. Specifically, we focus on outlier detection in the image domain, and show that self-supervised feature extractors pre-trained on ImageNet lead to comparable or even better performances than state-of-the-art two-stage outlier detectors, which require expensive training to obtain representations of in-distribution data. In other words, we obtain an universal outlier detector without training on particular in-distribution data. This means that, given the public availability of pre-trained feature extractors, we can detect outlier samples for free.

2 Backgrounds and Our Approach

In this section, we first briefly introduce the problem formulation, and provide the necessary background on selfsupervised representation learning, since it is an important component of our approach and related methods. Then we provide a detailed review of the two-stage outlier detection framework, and position our approach in that framework.

Problem Formulation. Suppose we have a set of N unlabeled training samples {x_i}^N_{i=1} drawn from some underlying data distribution x_i ∼ p(x). The goal of outlier detection is to decide whether a test sample x is an outlier, which means that x has low density under true data distribution p(x). Since p(x) cannot be easily modeled, usually we define a certain score function s(x) where a higher (or lower) value indicates that x is more likely from in-distribution. There are two common outlier detection tasks: OOD detection, where outliers are collected from different sources from indistribution data, with different semantics and texture (for example, CIFAR-10 vs. SVHN), and anomaly detection, where outliers have similar texture but different semantics [57]. Typically anomaly detection is evaluated on a multiclass dataset, where the goal is to detect samples from other classes given one particular class as in-distribution. While many proposed methods are particularly designed for one task [59, 77, 25], we will show that our method is effective in both OOD detection and anomaly detection.

Background: Self-supervised Representation Learning. Earlier self-supervised methods rely on using auxiliary handcrafted prediction tasks to learn representations [15, 41, 56, 24]. These methods have been largely outperformed by contrastive methods, which learn representations by discriminating between individual instances: given an augmented view of an image (such as translation, scaling, etc.), the network learns to discriminate between another augmented view of the same image, and augmented views of different images, commonly called negative samples. Formally, for each image in a batch of size N, a pair of augmented views are created, resulting in 2N data points. For each pair (x_i, x_j ) of positive images, the remaining 2(N − 1) augmented images serve as negative examples. Each augmented image x is mapped through the feature extractor f and projection head h, resulting in z = h(f(x)), and the loss for the batch can be written as L = 1 2N 2N∑ i=1 − log e^{sim(zi ,zj )/τ} ∑_{2N} k=1 1(k ≠ i)e^{sim(zi,zk )/τ} , (1)

where sim(·) is a measurement of similarity, such as the cosine similarity sim(u, v) = u^⊤v/‖u‖‖v‖ [9], and τ is the temperature. It is shown that the representations obtained from contrastive learning yield good performance in linear classification and a variety of downstream tasks [38]. Besides the simplest contrastive algorithm presented above, several related algorithms have also proven to be effective in learning representations [31, 11, 28, 7, 85].

2.1 Two-stage Outlier Detection

First Stage: In the first stage, in-distribution samples {x_i}^N_{i=1} are mapped to the representation space by a feature extractor network f, and the resulting representations z_i = f(x_i) are collected. When there is no label available,

1For example, pre-trained weights obtained from supervised training and a variety of self-supervised training algorithms on ImageNet are publicly available at https://github.com/facebookresearch/vissl/blob/master/MODEL_ZOO.md previous methods train self-supervised feature extractors on in-distribution data [69, 71, 73]. In particular, it is observed in their experiments that feature extractors trained by contrastive loss lead to better results than those trained by handcrafted self-supervised tasks.

Training self-supervised representations can be very expensive. For example, previous methods typically need 1000 or even more than 2000 training epochs on in-distribution data [73, 71]. Moreover, they introduce modifications to the contrastive loss for better outliter detection performance. For example, [73] made a major modification to the representation learning scheme in equation (1): instead of simply considering augmented samples as positive to each other, it designs a specific set of transformations, called shifting transformations, and samples augmented with transformations in this set are treated as negative samples. A similar idea is used in [71]. The intuition is that data applied with certain hard transformations can be treated as representative of OOD samples, thus contrasting against them would lead to improved OOD detection. However, such a modification requires careful selection of shifting transformations, and the resulting representation is less useful for other downstream tasks other than OOD detection. The high training cost and the subtlety of modifying the loss together motivate us to use pre-trained representations as a universal feature extractor.

Second Stage: In the second stage, after collecting the set of features {z_i}^N_{i=1}, a test sample x_{test} is mapped to the feature space using f to obtain z_{test}, and a simple outlier detector is used to compute the detection score s(x_{test}) in the feature space by treating {z_i}^N_{i=1} as in-distribution data. The motivation is that it is much easier to quantify distance between features, which are relatively low-dimensional vectors, than original data with high dimensionality and complicated structure.

A variety of simple outlier detectors have been used in the second stage. They can be roughly classified into nonparametric and parametric detectors. Nonparametric detectors do not assume a parametric density on {z_i}^N_{i=1}. For example, [71] propose to use One-class SVM [68] and Kernel Density Estimation (KDE) to obtain the detection score. [73] defines the detection score by the largest cosine similarity between z_{test} and the training feature set. Conversely, parametric detectors develop a parametric generative model on {z_i}^N_{i=1}. Perhaps the simplest parametric detector models {z_i}^N_{i=1} by a single multivariate Gaussian distribution, and uses the Mahalanobis distance as the detection score. [69] further develops a cluster-conditioned detection method in the feature space, where it first partitions the features for training data in M clusters, and then it models features in each cluster independently as multivariate Gaussian, and the score is the minimum Mahalanobis distance to the center of clusters:

s(x_{test}) = min_m (z_{test} − μ_m)^T Σ^{−1}_m (z_{test} − μ_m) , z_{test} = f(x_{test}) (2)

where μ_m and Σ_m are the sample mean and sample covariance of the m^{th} cluster of the features of in-distribution data. In [44], based on the shared covariance assumption of linear discriminative analysis, Σ_m is replaced by a shared covariance matrix Σ.

2.2 Outlier Detection with Pre-trained Representation

Now we introduce the details of our approach and position it in the two-stage outlier detection framework.

Representation Learning Algorithm. We replace the feature extractors trained on different in-distribution data in previous two-stage methods by a single feature extractor pre-trained on ImageNet. Some previous work such as [71] include extracting features by a classifier trained on ImageNet as a baseline, and they show that ImageNet classifiers lead to worse results than their proposed representation learning methods, highlighting the importance of learning representations from in-domain distributions. However, we believe the main reason is that representations obtained from classifiers mainly keep label-related information on ImageNet, which may not be useful for detecting outliers for other sources of data. In contrast, self-supervised representation learning develops a richer understanding of semantics, and absence of such semantics in outlier samples can cause them to lie far away in the feature space. Therefore, we propose to use pre-trained self-supervised representations on ImageNet for outlier detection. Since the representations are publicly available, we can try different self-supervised training algorithms with no additional cost. We compare several state-of-the-art self-supervised learning algorithms, including SimCLR [9, 10], MoCo [31, 11], SwAV [7], and BYOL [28].

Network Structure. While there are ImageNet pre-trained classifiers with different network structures, most of the available representations learned by self-supervised training come with a ResNet-50 (or its wider variants) [30] backbone. For lower computational and memory cost during testing, we mainly use the original ResNet-50 structure.

Outlier detector in the feature space. We choose to build a parametric OOD detector in the feature space. Parametric models have huge advantage in computation during testing, as non-parametric models such as KDE and nearest neighbors require pair-wise computation with each element in the training set. Following [69, 44], we first partition the training features into M clusters by fitting a Gaussian mixture model, and the minimum Mahalanobis distance defined in equation (2) is used to detect outliers. We empirically find a tied covariance matrix as in [44] leads to better performances.

Data Pre-processing. Since we use representations trained on ImageNet for outlier detection tasks with different sources, we need to pre-process the input data to fit the required size. We will compare several simple resizing methods, such as nearest neighbor, bi-linear and cubic interpolation. In addition, we explore adding small perturbations to the input similar to [45, 44]. Specifically, we pre-process a test input x to obtain ^x by adding a small controlled noise:

^x = x + ε sign (∇_xs(x)) = x − ε sign ( ∇_x (f(x) − μ_{^m})^⊤ Σ^{−1} (f(x) − μ_{^m}) ) , (3)

where ^m is the index of the closest cluster, Σ is either the tied covariance matrix or the covariance for cluster ^m, and ϵ is the magnitude of perturbation. Intuitively, such a perturbation will make in- and out-of-distribution samples more separable [44].

3 Related Work

Unsupervised Outlier Detection: Most previous approaches can be categorized as based on either density, reconstruction or feature distance. Density-based methods use the likelihood of test samples, usually obtained from a generative model trained on training data, as a decision score. However, recent studies show that on complex data such as images, many deep generative models will assign high likelihood to certain OOD samples [52, 12, 37]. Several works proposed to use alternative likelihood-based scores [62, 53, 70, 12, 82, 29] and show improved performance. Reconstructionbased methods train an encoder-decoder structure to reconstruct the training data, and they use the reconstruction loss as a decision score [88, 61, 14, 59]. The main idea is that the network would obtain a worse reconstruction for OOD samples, which is shown to be false in certain cases [52, 14]. Note that both density- or reconstruction-based methods are largely outperformed by classifier based outlier detectors [45, 40, 43]. Feature distance based methods extract the neural representation of training data, and detect OOD samples based on the distance in the representation space [69, 73, 71]. We have reviewed this framework in Section 2.1. These methods obtain the best results in unsupervised outlier detection, and greatly reduce the performance gap with supervised outlier detection.

Other Outlier Detection Methods with Self-supervised Learning: Some other outlier detection methods have a self-supervised learning component, but they are not based on feature distance. For example, [33, 79, 46] use selfsupervised loss in conjunction with supervised cross-entropy loss to improve OOD detection. [5, 25] train a network to predict certain geometric transformations, and detect outliers by the prediction accuracy.

Feature Distance with ImageNet Pre-trained Networks: An important motivation of our work is the success of using ImageNet pre-trained features to define a proper distance for images from other sources. For instance, features obtained from ImageNet classifiers are used to define scores such as IS and FID [34, 66, 65] that measure the distance between sets of arbitrary images, and they have been widely used for assessing the sample quality of generative models. Recently, [51] propose to compute the FID score based on self-supervised representations, and show that the resulting score better aligns with human perceptual quality.^2 ImageNet pre-trained classifiers are also shown to be good at measuring the distance between a pair of images [86, 35], and hence can be used to define an effective reconstruction loss [19].

4 Results

In this section, we evaluate our proposed method on a variety of outlier detection tasks. In particular, we study OOD detection, where the in-distribution samples come from a certain dataset and outliers come from other datasets, and anomaly detection, where in a multi-class dataset, images from one class are given as inlier and those from remaining classes are given as outlier. Unlike many previous works which only consider outlier detection on low-resolution images (typically 32 × 32), we will evaluated our method on both small and large images. For all experiments (except the ablation study that compares different representation learning algorithms), we use the ResNet-50 trained by SimCLRv2 [10] on ImageNet as the feature extractor. Experimental settings are presented in Appendix A. Details on downloading the pre-trained model can be found in Appendix E.

Evaluation. Similar to almost all other outlier detectors, our method outputs a decision score. Once such a scoring function has been learned, a classifier can be constructed by specifying a threshold. A useful performance metric is the

2Strictly speaking, the resulting score should not be called FID, as the network is no longer the InceptionV3 [72], but we still use the name for convenience.

Table 1: AUROC (%) of various unsupervised OOD detection methods with CIFAR-10 as in-distribution. LSUN(F) and ImageNet(F) correspond to the fixed version of LSUN and ImageNet introduced in [73], where they fixed the resize issue of resized LSUN and ImageNet datasets produced by broken image resize operations that contain artificial noise.

SVHN LSUN ImageNet LSUN (F) ImageNet (F) CIFAR-100

Generative Models

Glow 8.3 - 66.3 - - 58.2 EBM [17] 63.0 - - - - 50.0 VAEBM [83] 83.0 - - - - 62.0 Input Complexity [70] 95.0 - 71.6 - - 73.6 Likelihood Ratio [62] 91.2 - - - - - Likelihood Regret [82] 87.5 69.1 - - - -

Selfsupervised Training

Rot + Trans [33] 97.8 89.2 90.5 81.6 86.7 79.0 GOAD [5] 96.3 89.3 91.8 78.8 83.3 77.2 CSI [73] 99.8 97.5 97.6 90.3 93.3 89.2 SSD [69] 99.6 - - - - 90.6

ImageNet Pre-trained

Supervised 86.3 76.9 80.3 69.9 76.8 70.4 Self-supervised (ours) 98.3 98.5 98.6 92.9 91.8 81.7

area under the Receiver Operating Characteristic (AUROC↑), which measures the quality of the trade-off of different thresholds [22, 50]. Throughout the paper, we mainly use AUROC as the evaluation metric.

4.1 OOD Detection on Unlabeled Multi-class Datasets

We largely follow [73] to choose the datasets for benchmarking our method on the OOD detection task. For lowresolution images, we mainly use CIFAR-10 [39] as in-distribution data, and consider the following datasets as outof-distribution: SVHN [54], resized LSUN and ImageNet [45] (and their fixed version, see Appendix I of [73]), and CIFAR- 100 [39]. For high-resolution images, we use ImageNte-30 [33], CUB-200 [75], Dogs [36], Pets [58], Flowers [55], Places [87], and Caltech-256 [27], among which different inlier and outlier pairs are considered.

In Table 1, we present results of OOD detection with CIFAR-10 as in-distribution data. We compare our methods against previous unsupervised OOD detectors, either based on deep generative models or self-supervised feature extractors trained on in-distribution data. We observe that our method significantly outperforms prior generative model based methods, and is competitive with SOTA self-supervised methods. In addition, from the last two lines, we observe that the feature extractor trained with self-supervised loss on ImageNet performs significantly better than the feature extractor trained with classification loss on ImageNet.

Next, we study OOD detection on higher resolution images, with different inlier-outlier pairs. Note that previous works only consider ImageNet-30 as the inlier, and we will compare with them in Appendix B. In Table 2, we compare the results of our proposed method with the baseline where the feature extractor is pre-trained by the classification task on ImageNet. We find that our method is effective in all inlier-outlier pairs, and obtain nearly perfect results in many instances. Similar to the observation in CIFAR-10 experiments, the pre-trained self-supervised representation largely outperforms the pre-trained classifiers, especially on difficult tasks such as Dogs vs. Pets and Caltech-256 vs Places.

4.2 Anomaly Detection on Unlabeled One-class Datasets

For anomaly detection tasks, we follow [25] to choose four image datasets in our experiments: CIFAR-10 (contains 10 classes) and CIFAR-100 (contains 100 classes, but we follow the common setting to group them into 20 superclasses) [39], Fashion-MNIST (contains 10 classes) [80] and Cats-vs-Dogs (contains 2 classes) [18]. We employ a one-vs-all evaluation scheme in each experiment. Consider a dataset with C classes, from which we create C different experiments, one for each class c. For each experiment, we collect the features of training examples belong to class c, and compute the statistics of the set of features. During testing, we use the images of class c in the test set as inliers, and randomly sample equal number of images from the other C − 1 classes in the test set as outliers. The resulting AUROCs for the C experiments are averaged as the final metric.

We report the above final metric in Table 3, and compare our method with various methods based on self-supervised learning. Note that one-class anomaly detection is a more difficult task than OOD detection, as we have less training data and the outliers share similar texture with the inliers. Nevertheless, our proposed method is highly effective, achieving the best performances on two out of four tasks, while being slightly behind the best methods on the other

Table 2: AUROC (%) on various high resolution image datasets. Each row contains an in-lier dataset while each column contains an outlier dataset. For each grid in the table, Top: using features extracted by a ResNet-50 pretrained with SimCLRv2, and Bottom: using features extracted by a ResNet-50 pre-trained with classification task.

ImageNet-30 CUB Dogs Flowers Pets Places Caltech

ImageNet- 30 -

99.8 74.5

99.5 95.4

98.1 85.1

99.7 92.5

80.0 75.4

89.2 80.9

Dogs 99.995.5 99.996.5 - 99.998.7 94.572.4 99.794.4 99.295.2

Places 99.489.4 99.887.8 99.095.7 97.486.4 99.893.6 - 93.484.1

Caltech 95.183.5 98.963.8 96.089.6 85.660.7 99.291.5 74.361.9 -

Table 3: Mean AUROC (%) for one-class classification AUCs averaged over outlier classes and over 5 runs. We omit the standard deviations as they are small.

CIFAR-10 CIFAR-100 f-MNIST Cat-vs-Dog

Selfsupervised Training

Rot Prediction[71] 91.3 84.1 95.8 86.4 Contrastive[71] 89.0 82.4 93.6 87.7 Contrastive+DA[71] 92.5 86.5 94.8 89.6 Geometric Trans[25] 86.0 78.7 93.5 88.8 InvAE[23] 86.6 78.8 93.9 - Rot + Trans [33] 90.1 - - - GOAD [5] 88.2 - 94.1 - CSI [73] 94.3 89.6 - - SSD [69] 90.0 - - -

ImageNet Pre-trained

Supervised 86.2 87.1 90.2 89.4 Self-supervised (ours) 93.8 92.6 94.4 94.8

two tasks. In particular, our method largely outperforms previous ones on Cat-vs-Dog, which is the only one-class anomaly detection task for high-resolution images.

The one-class anomaly detection tasks on CIFAR-10 and CIFAR-100 are more commonly studied in previous work, and we present more results on these two tasks, including the per-class AUROCs and confusion matrices in Appendix C. 4.3 Ablation Study

In this section, We perform an ablation study on the components of our method introduced in Section 2.2. Throughout this section, we conduct experiments on the CIFAR-100 one-class anomaly detection task. We report the corresponding ablation study on the CIFAR-10 OOD detection task in Appendix D, where we found the results to be consistent.

Representation Learning Algorithm. The core component of our method is the feature extractor trained on ImageNet with self-supervised loss. In Table 4, we compare several state-of-the-art self-supervised representation learning algorithms while keeping other factors fixed. We observe that all algorithms can be effectively applied to the anomaly detection task. In particular, the algorithms based on the contrastive loss in (1) (SimCLR and MoCo) obtain better performances than algorithms with alternative losses, although the latter may obtain better classification accuracy on ImageNet (under the linear evaluation protocol). Note that previous two-stage outlier detection algorithms, such as [73, 69, 71] also train representations with losses similar to (1). Therefore, probably the contrastive loss introduces a good inductive bias for outlier detection, as it explicitly pushes dissimilar images away. Given its popularity in previous work on outlier detection and the its strong empirical performance in our study, SimCLRv2 is chosen as the pre-train algorithm for all experiments.

Network Structure. Recent advances in self-supervised representation learning mainly use ResNet-50 as the backbone structure, while wider and deeper variants also exist. We fix the SimCLRv2 learning algorithm, and explore the

Table 4: Ablation study on representation learning algorithms for the pre-trained feature extractor with ResNet- 50 structure. Top1 Acc is the top 1 accuracy for linear evaluation on ImageNet.

Algorithm AUROC Top1 Acc

SimCLRv2 [10] 92.6 74.6 MoCov2 [11] 92.1 71.1 SwAV [7] 91.2 75.3 BYOL [28] 90.7 74.3 Barlow Twins [85] 89.5 73.2

Table 5: Ablation study on the network structure for the feature extractor trained with SimCLRv2. Results of linear evaluation accuracy are reported in [10].

Network AUROC Top1 Acc

ResNet-50 92.6 74.6 ResNet-50 2× 87.2 77.7 ResNet-101 93.3 76.3 ResNet-152 94.0 77.2

Table 6: Ablation study on the feature space outlier detector. Non-parametric and parametric detectors are separated by the bar. MD stands for Mahalanobis distance, and tied means using a tied covariance matrix for all components.

Decision score Component AUROC

OC-SVM - 90.3 KDE - 88.7

MD 1 91.8 MD 4 86.7 MD (tied) 4 92.6

Table 7: Ablation study on the input pre-processing. Perturbation corresponds to optionally apply equation (3) on test inputs with ϵ = 0.01.

Up-sampling Perturbation AUROC

Nearest Neighbor No 80.7 Bilinear No 90.4 Cubic No 92.6 Cubic Yes 93.7 Lanczos No 92.8

effect of feature extractor’s capacity on outlier detection in Table 5. We observe that deeper networks lead to slightly improved performance. We also note that there is a performance drop on wider ResNet-50, and the reason is that the wider network doubles the dimension of the feature space (4096 vs. 2048), making the feature space outlier detection much harder (note that for each class, we only have 2500 inlier samples). Considering the computational cost in test time, we choose to use the basic ResNet-50 structure throughout the paper.

Feature Space Outlier Detector. We compare different feature space outlier detectors in Table 6, including nonparametric (OC-SVM with RBF kernel and KDE with Gaussian kernel) and parametric (Mahalanobis distance) detectors. For non-parametric detectors, we do a grid search on the hyper-parameters (such as the kernel coefficient for OC-SVM and the bandwidth for KDE) and report the best results. For Mahalanobis distance described in equation (2), we try either a single component or 4 components obtained from K-means clustering. We do not consider more components because of the small in-lier data size (while in Appendix D, we try more components as the in-lier size is larger). We also compare using a tied covariance matrix vs. component conditional covariance matrices. From Table 6, we observe that parametric detectors outperforms non-parametric detectors. This suggests that the representations extracted by ImageNet pre-trained network have a compact structure, which can be well approximated by simple parametric models. Interestingly, we find that for Mahalanobis distance, a single tied covariance matrix outperforms a separate covariance matrix for each cluster. Considering its good performances and computational efficiency, we use Mahalanobis distance with a tied covariance matrix as the feature outlier detector in the main experiments.

Input Pre-processing. We use a single feature extractor for all outlier detection tasks, where images can vary significantly in sizes. We need to pre-process the data to fit the input size of feature extractors trained on ImageNet. In particular, for small image datasets such as CIFAR-10 and CIFAR-100 with resolution 32 × 32, we need to up-sample the images by a factor of 8 (followed by a center crop to size 224 × 224). We study the effect of different up-sampling methods in Table 7, where we observe that more sophisticated up-samplers such as bi-cubic interpolation and Lanczos resampling lead to significantly better results than simple nearest neighbor up-sampling. We use bi-cubic interpolation throughout the main results for a balance of simplicity and effectiveness. We believe that using learning based up-sampler [78] will lead to improved performances, however, since our goal is to avoid any training on inlier data, we do not explore that direction.

Additionally, we study the effectiveness of the input perturbation in equation (3). We see in Table 7 that the perturbation does improve the outlier detection result, suggesting that such perturbation can have stronger effect on separating the inlier and outlier samples. However, due to the increased computational burden during the test time, we do not perturb the data when reporting the main results.

5 Conclusion and Discussion

In this paper, we study the effectiveness of using representations pre-trained on ImageNet to detect outliers from various sources. Through extensive experiments, we show that by leveraging a single publicly available pre-trained feature extractor with self-supervised loss on ImageNet, we can achieve competitive performance on various outlier detection tasks, and such effectiveness is consistent across choices on representation learning algorithms and detection scores in the feature space. While previous work highlighted the importance of learning representations from indomain data, our study suggests that the actual benefits of domain-specific training may be marginal. Our method has important practical implications, as it is easy to use and requires no training of the representation space. In addition, our results can serve as an important baseline for future studies on outlier detection.

Given the on-going rapid progress in self-supervised representation learning, we are confident that the performance of our method can further be improved with advanced algorithm and larger pre-train datasets [48, 16]. Our method has one obvious limitation: it is not trivial to extend it to domains other than images, as the method requires pretrained representations on a large reference dataset. However, we believe that such an issue will shortly be resolved, as self-supervised representation learning becomes an increasingly popular topic in different domains [13, 64, 84, 21].

References

[1] Nilesh A Ahuja, Ibrahima Ndiour, Trushant Kalyanpur, and Omesh Tickoo. Probabilistic modeling of deep features for out-of-distribution and adversarial detection. arXiv preprint arXiv:1909.11786, 2019.

[2] Shekoofeh Azizi, Basil Mustafa, Fiona Ryan, Zachary Beaver, Jan Freyberg, Jonathan Deaton, Aaron Loh, Alan Karthikesalingam, Simon Kornblith, Ting Chen, et al. Big self-supervised models advance medical image classification. arXiv preprint arXiv:2101.05224, 2021.

[3] Yuval Bahat and Gregory Shakhnarovich. Confidence from invariance to image transformations, 2018.

[4] Mihalj Bakator and Dragica Radosav. Deep learning and medical diagnosis: A review of literature. Multimodal Technologies and Interaction, 2(3), 2018. doi: 10.3390/mti2030047.

[5] Liron Bergman and Yedid Hoshen. Classification-based anomaly detection for general data. arXiv preprint arXiv:2005.02359, 2020.

[6] Saikiran Bulusu, B. Kailkhura, Bo Li, P. Varshney, and D. Song. Anomalous example detection in deep learning:

A survey. IEEE Access, 8:132330–132347, 2020.

[7] Mathilde Caron, Ishan Misra, Julien Mairal, Priya Goyal, Piotr Bojanowski, and Armand Joulin. Unsupervised learning of visual features by contrasting cluster assignments. arXiv preprint arXiv:2006.09882, 2020.

[8] Raghavendra Chalapathy, Aditya Krishna Menon, and Sanjay Chawla. Anomaly detection using one-class neural networks. arXiv preprint arXiv:1802.06360, 2018.

[9] Ting Chen, Simon Kornblith, Mohammad Norouzi, and Geoffrey Hinton. A simple framework for contrastive learning of visual representations. In International conference on machine learning, pages 1597–1607. PMLR, 2020.

[10] Ting Chen, Simon Kornblith, Kevin Swersky, Mohammad Norouzi, and Geoffrey Hinton. Big self-supervised models are strong semi-supervised learners. arXiv preprint arXiv:2006.10029, 2020.

[11] Xinlei Chen, Haoqi Fan, Ross Girshick, and Kaiming He. Improved baselines with momentum contrastive learning. arXiv preprint arXiv:2003.04297, 2020.

[12] Hyunsun Choi, Eric Jang, and Alexander A Alemi. Waic, but why? generative ensembles for robust anomaly detection. arXiv preprint arXiv:1810.01392, 2018.

[13] Ishan Dave, Rohit Gupta, Mamshad Nayeem Rizve, and Mubarak Shah. Tclr: Temporal contrastive learning for video representation. arXiv preprint arXiv:2101.07974, 2021.

[14] Taylor Denouden, Rick Salay, Krzysztof Czarnecki, Vahdat Abdelzad, Buu Phan, and Sachin Vernekar. Improving reconstruction autoencoder out-of-distribution detection with mahalanobis distance. arXiv preprint arXiv:1812.02765, 2018.

[15] Carl Doersch and Andrew Zisserman. Multi-task self-supervised visual learning. In Proceedings of the IEEE International Conference on Computer Vision, pages 2051–2060, 2017.

[16] Alexey Dosovitskiy, Lucas Beyer, Alexander Kolesnikov, Dirk Weissenborn, Xiaohua Zhai, Thomas Unterthiner, Mostafa Dehghani, Matthias Minderer, Georg Heigold, Sylvain Gelly, Jakob Uszkoreit, and Neil Houlsby. An image is worth 16x16 words: Transformers for image recognition at scale. In International Conference on Learning Representations, 2021.

[17] Yilun Du and Igor Mordatch. Implicit generation and generalization in energy-based models. ArXiv, abs/1903.08689, 2019.

[18] Jeremy Elson, John R Douceur, Jon Howell, and Jared Saul. Asirra: a captcha that exploits interest-aligned manual image categorization. In ACM Conference on Computer and Communications Security, volume 7, pages 366–374, 2007.

[19] Patrick Esser, Robin Rombach, and Björn Ommer. Taming transformers for high-resolution image synthesis.

arXiv preprint arXiv:2012.09841, 2020.

[20] Ivan Evtimov, Kevin Eykholt, Earlence Fernandes, Tadayoshi Kohno, Bo Li, Atul Prakash, Amir Rahmati, and Dawn Song. Robust physical-world attacks on machine learning models. arXiv preprint arXiv:1707.08945, 2017.

[21] Hongchao Fang and Pengtao Xie. Cert: Contrastive self-supervised learning for language understanding. arXiv preprint arXiv:2005.12766, 2020.

[22] Tom Fawcett. An introduction to roc analysis. Pattern recognition letters, 27(8):861–874, 2006.

[23] Ye Fei, Chaoqin Huang, Cao Jinkun, Maosen Li, Ya Zhang, and Cewu Lu. Attribute restoration framework for anomaly detection. IEEE Transactions on Multimedia, 2020.

[24] Spyros Gidaris, Praveer Singh, and Nikos Komodakis. Unsupervised representation learning by predicting image rotations. arXiv preprint arXiv:1803.07728, 2018.

[25] Izhak Golan and Ran El-Yaniv. Deep anomaly detection using geometric transformations. In Proceedings of the 32nd International Conference on Neural Information Processing Systems, pages 9781–9791, 2018.

[26] Sachin Goyal, Aditi Raghunathan, Moksh Jain, Harsha Vardhan Simhadri, and Prateek Jain. Drocc: Deep robust one-class classification. In International Conference on Machine Learning, pages 3711–3721. PMLR, 2020.

[27] Gregory Griffin, Alex Holub, and Pietro Perona. Caltech-256 object category dataset. 2007.

[28] Jean-Bastien Grill, Florian Strub, Florent Altché, Corentin Tallec, Pierre Richemond, Elena Buchatskaya, Carl Doersch, Bernardo Avila Pires, Zhaohan Guo, Mohammad Gheshlaghi Azar, et al. koray kavukcuoglu, remi munos, and michal valko. bootstrap your own latent-a new approach to self-supervised learning. Advances in Neural Information Processing Systems, 2020.

[29] Jakob D Havtorn, Jes Frellsen, Søren Hauberg, and Lars Maaløe. Hierarchical vaes know what they don’t know.

arXiv preprint arXiv:2102.08248, 2021.

[30] Kaiming He, Xiangyu Zhang, Shaoqing Ren, and Jian Sun. Deep residual learning for image recognition. In Proceedings of the IEEE conference on computer vision and pattern recognition, pages 770–778, 2016.

[31] Kaiming He, Haoqi Fan, Yuxin Wu, Saining Xie, and Ross Girshick. Momentum contrast for unsupervised visual representation learning. In Proceedings of the IEEE/CVF Conference on Computer Vision and Pattern Recognition, pages 9729–9738, 2020.

[32] Dan Hendrycks and Kevin Gimpel. A baseline for detecting misclassified and out-of-distribution examples in neural networks. arXiv preprint arXiv:1610.02136, 2016.

[33] Dan Hendrycks, Mantas Mazeika, Saurav Kadavath, and Dawn Song. Using self-supervised learning can improve model robustness and uncertainty. arXiv preprint arXiv:1906.12340, 2019.

[34] Martin Heusel, Hubert Ramsauer, Thomas Unterthiner, Bernhard Nessler, and Sepp Hochreiter. Gans trained by a two time-scale update rule converge to a local nash equilibrium. arXiv preprint arXiv:1706.08500, 2017.

[35] Justin Johnson, Alexandre Alahi, and Li Fei-Fei. Perceptual losses for real-time style transfer and superresolution. In European conference on computer vision, pages 694–711. Springer, 2016.

[36] Aditya Khosla, Nityananda Jayadevaprakash, Bangpeng Yao, and Fei-Fei Li. Novel dataset for fine-grained image categorization: Stanford dogs. In Proc. CVPR Workshop on Fine-Grained Visual Categorization (FGVC), volume 2. Citeseer, 2011.

[37] Polina Kirichenko, Pavel Izmailov, and Andrew G Wilson. Why normalizing flows fail to detect out-of-distribution data. Advances in Neural Information Processing Systems, 33, 2020.

[38] Klemen Kotar, Gabriel Ilharco, Ludwig Schmidt, Kiana Ehsani, and Roozbeh Mottaghi. Contrasting contrastive self-supervised representation learning models. arXiv preprint arXiv:2103.14005, 2021.

[39] Alex Krizhevsky, Geoffrey Hinton, et al. Learning multiple layers of features from tiny images. 2009.

[40] Balaji Lakshminarayanan, A. Pritzel, and Charles Blundell. Simple and scalable predictive uncertainty estimation using deep ensembles. In NIPS, 2017.

[41] Gustav Larsson, Michael Maire, and Gregory Shakhnarovich. Learning representations for automatic colorization. In European conference on computer vision, pages 577–593. Springer, 2016.

[42] Charline Le Lan and Laurent Dinh. Perfect density models cannot guarantee anomaly detection. In ”I Can’t Believe It’s Not Better!”NeurIPS 2020 workshop, 2020.

[43] Kimin Lee, H. Lee, Kibok Lee, and Jinwoo Shin. Training confidence-calibrated classifiers for detecting out-of-distribution samples. ArXiv, abs/1711.09325, 2018.

[44] Kimin Lee, Kibok Lee, Honglak Lee, and Jinwoo Shin. A simple unified framework for detecting out-of-distribution samples and adversarial attacks. In NeurIPS, 2018.

[45] Shiyu Liang, Y. Li, and R. Srikant. Enhancing the reliability of out-of-distribution image detection in neural networks. arXiv: Learning, 2018.

[46] Hao Liu and Pieter Abbeel. Hybrid discriminative-generative training via contrastive learning. arXiv preprint arXiv:2007.09070, 2020.

[47] Yuzhe Lu, Aadarsh Jha, and Yuankai Huo. Contrastive learning meets transfer learning: A case study in medical image analysis. arXiv preprint arXiv:2103.03166, 2021.

[48] Dhruv Mahajan, Ross Girshick, Vignesh Ramanathan, Kaiming He, Manohar Paluri, Yixuan Li, Ashwin Bharambe, and Laurens Van Der Maaten. Exploring the limits of weakly supervised pretraining. In Proceedings of the European Conference on Computer Vision (ECCV), pages 181–196, 2018.

[49] Pedro Marcelino. Transfer learning from pre-trained models. Towards Data Science, 2018. [50] Charles E Metz. Basic principles of roc analysis. In Seminars in nuclear medicine, pages 283–298. WB Saunders, 1978.

[51] Stanislav Morozov, Andrey Voynov, and Artem Babenko. On self-supervised image representations for {gan} evaluation. In International Conference on Learning Representations, 2021.

[52] Eric Nalisnick, Akihiro Matsukawa, Yee Whye Teh, Dilan Gorur, and Balaji Lakshminarayanan. Do deep generative models know what they don’t know? arXiv preprint arXiv:1810.09136, 2018.

[53] Eric Nalisnick, Akihiro Matsukawa, Yee Whye Teh, and Balaji Lakshminarayanan. Detecting out-of-distribution inputs to deep generative models using a test for typicality. arXiv preprint arXiv:1906.02994, 5:5, 2019.

[54] Yuval Netzer, Tao Wang, Adam Coates, Alessandro Bissacco, Bo Wu, and Andrew Y Ng. Reading digits in natural images with unsupervised feature learning. 2011.

[55] M-E Nilsback and Andrew Zisserman. A visual vocabulary for flower classification. In 2006 IEEE Computer Society Conference on Computer Vision and Pattern Recognition (CVPR’06), volume 2, pages 1447–1454. IEEE, 2006.

[56] Mehdi Noroozi and Paolo Favaro. Unsupervised learning of visual representations by solving jigsaw puzzles. In European conference on computer vision, pages 69–84. Springer, 2016.

[57] Guansong Pang, Chunhua Shen, Longbing Cao, and Anton van den Hengel. Deep learning for anomaly detection:

A review. arXiv preprint arXiv:2007.02500, 2020.

[58] Omkar M Parkhi, Andrea Vedaldi, Andrew Zisserman, and CV Jawahar. Cats and dogs. In 2012 IEEE conference on computer vision and pattern recognition, pages 3498–3505. IEEE, 2012.

[59] Pramuditha Perera and Vishal M Patel. Deep transfer learning for multiple class novelty detection. In Proceedings of the IEEE/CVF Conference on Computer Vision and Pattern Recognition, pages 11544–11552, 2019.

[60] Pramuditha Perera, Ramesh Nallapati, and Bing Xiang. Ocgan: One-class novelty detection using gans with constrained latent representations. In Proceedings of the IEEE/CVF Conference on Computer Vision and Pattern Recognition, pages 2898–2906, 2019.

[61] Stanislav Pidhorskyi, Ranya Almohsen, Donald A Adjeroh, and Gianfranco Doretto. Generative probabilistic novelty detection with adversarial autoencoders. arXiv preprint arXiv:1807.02588, 2018.

[62] J. Ren, Peter J. Liu, E. Fertig, Jasper Snoek, Ryan Poplin, Mark A. DePristo, Joshua V. Dillon, and Balaji Lakshminarayanan. Likelihood ratios for out-of-distribution detection. In NeurIPS, 2019.

[63] Lukas Ruff, Robert A. Vandermeulen, Nico Görnitz, Alexander Binder, Emmanuel Müller, Klaus-Robert Müller, and Marius Kloft. Deep semi-supervised anomaly detection, 2019.

[64] Aaqib Saeed, David Grangier, and Neil Zeghidour. Contrastive learning of general-purpose audio representations.

arXiv preprint arXiv:2010.10915, 2020.

[65] Mehdi SM Sajjadi, Olivier Bachem, Mario Lucic, Olivier Bousquet, and Sylvain Gelly. Assessing generative models via precision and recall. arXiv preprint arXiv:1806.00035, 2018.

[66] Tim Salimans, Ian Goodfellow, Wojciech Zaremba, Vicki Cheung, Alec Radford, and Xi Chen. Improved techniques for training gans. arXiv preprint arXiv:1606.03498, 2016.

[67] Thomas Schlegl, Philipp Seeböck, Sebastian M Waldstein, Ursula Schmidt-Erfurth, and Georg Langs. Unsupervised anomaly detection with generative adversarial networks to guide marker discovery. In International conference on information processing in medical imaging, pages 146–157. Springer, 2017.

[68] Bernhard Schölkopf, Robert C Williamson, Alexander J Smola, John Shawe-Taylor, John C Platt, et al. Support vector method for novelty detection. In NIPS, volume 12, pages 582–588. Citeseer, 1999.

[69] Vikash Sehwag, Mung Chiang, and Prateek Mittal. Ssd: A unified framework for self-supervised outlier detection.

In International Conference on Learning Representations, 2021.

[70] Joan Serrà, David Álvarez, Vicenç Gómez, Olga Slizovskaia, José F Núñez, and Jordi Luque. Input complexity and out-of-distribution detection with likelihood-based generative models. arXiv preprint arXiv:1909.11480, 2019.

[71] Kihyuk Sohn, Chun-Liang Li, Jinsung Yoon, Minho Jin, and Tomas Pfister. Learning and evaluating representations for deep one-class classification. In International Conference on Learning Representations, 2021.

[72] Christian Szegedy, Vincent Vanhoucke, Sergey Ioffe, Jon Shlens, and Zbigniew Wojna. Rethinking the inception architecture for computer vision. In Proceedings of the IEEE Conference on Computer Vision and Pattern Recognition, pages 2818–2826, 2016.

[73] Jihoon Tack, Sangwoo Mo, Jongheon Jeong, and Jinwoo Shin. Csi: Novelty detection via contrastive learning on distributionally shifted instances. arXiv preprint arXiv:2007.08176, 2020.

[74] Yonglong Tian, Chen Sun, Ben Poole, Dilip Krishnan, Cordelia Schmid, and Phillip Isola. What makes for good views for contrastive learning. arXiv preprint arXiv:2005.10243, 2020.

[75] Catherine Wah, Steve Branson, Peter Welinder, Pietro Perona, and Serge Belongie. The caltech-ucsd birds-200- 2011 dataset. 2011.

[76] M. Wang and W. Deng. Deep face recognition: A survey. Neurocomputing, 429:215–244, 2021.

[77] Siqi Wang, Yijie Zeng, Xinwang Liu, En Zhu, Jianping Yin, Chuanfu Xu, and Marius Kloft. Effective end-to-end unsupervised outlier detection via inlier priority of discriminative network. In NeurIPS, pages 5960–5973, 2019.

[78] Zhihao Wang, Jian Chen, and Steven CH Hoi. Deep learning for image super-resolution: A survey. IEEE transactions on pattern analysis and machine intelligence, 2020.

[79] Jim Winkens, Rudy Bunel, Abhijit Guha Roy, Robert Stanforth, Vivek Natarajan, Joseph R Ledsam, Patricia MacWilliams, Pushmeet Kohli, Alan Karthikesalingam, Simon Kohl, et al. Contrastive training for improved out-of-distribution detection. arXiv preprint arXiv:2007.05566, 2020.

[80] Han Xiao, Kashif Rasul, and Roland Vollgraf. Fashion-mnist: a novel image dataset for benchmarking machine learning algorithms. arXiv preprint arXiv:1708.07747, 2017.

[81] Tete Xiao, Xiaolong Wang, Alexei A Efros, and Trevor Darrell. What should not be contrastive in contrastive learning. arXiv preprint arXiv:2008.05659, 2020.

[82] Zhisheng Xiao, Qing Yan, and Yali Amit. Likelihood regret: An out-of-distribution detection score for variational auto-encoder. Advances in Neural Information Processing Systems, 33, 2020.

[83] Zhisheng Xiao, Karsten Kreis, Jan Kautz, and Arash Vahdat. Vaebm: A symbiosis between variational autoencoders and energy-based models. In International Conference on Learning Representations, 2021.

[84] Yuning You, Tianlong Chen, Yongduo Sui, Ting Chen, Zhangyang Wang, and Yang Shen. Graph contrastive learning with augmentations. Advances in Neural Information Processing Systems, 33, 2020.

[85] Jure Zbontar, Li Jing, Ishan Misra, Yann LeCun, and Stéphane Deny. Barlow twins: Self-supervised learning via redundancy reduction. arXiv preprint arXiv:2103.03230, 2021.

[86] Hang Zhang, Kristin Dana, Jianping Shi, Zhongyue Zhang, Xiaogang Wang, Ambrish Tyagi, and Amit Agrawal.

Context encoding for semantic segmentation. In Proceedings of the IEEE conference on Computer Vision and Pattern Recognition, pages 7151–7160, 2018.

[87] Bolei Zhou, Agata Lapedriza, Aditya Khosla, Aude Oliva, and Antonio Torralba. Places: A 10 million image database for scene recognition. IEEE transactions on pattern analysis and machine intelligence, 40(6):1452– 1464, 2017.

[88] Bo Zong, Qi Song, Martin Renqiang Min, Wei Cheng, Cristian Lumezanu, Daeki Cho, and Haifeng Chen. Deep autoencoding gaussian mixture model for unsupervised anomaly detection. In International Conference on Learning Representations, 2018.

A Experimental Details

In this section, we introduce the detailed settings of our main experiments. For all results reported except some results of ablation study, we use the pre-trained ResNet-50 by SimCLRv2 on ImageNet dataset. Details regarding obtaining the pre-trained weight will be discussed in Appendix E. We discard the projection head, and use the last layer of the ResNet-50 after average pooling as our feature. The feature is of dimension 2048. Regardless the original size of the images, we first resize the image to 256 × 256 and then center-crop to 224 × 224. All images are normalized to have pixel value in [0, 1]^3.

For each task, we collect the features of inlier images by the feature extractor f. Then we use K-means to partition the training features to M clusters and obtain the cluster assignment for each image. Then we compute the cluster conditioned mean for each cluster m = 1, . . . , M: ^μ_m = 1 N_m ∑ i:y_i=m f (x_i) ,

where N_m is the number of training samples assigned to cluster m by the K-means algorithms. We also compute the tied covariance matrix

^Σ = 1 N ∑ m ∑ i:y_i=m (f (x_i) − ^μ_m) (f (x_i) − ^μ_m)^⊤ .

The decision score is computed by equation (2) with the tied covariance matrix.

Number of components: We decide the number of components for each task for a balance between computational complexity and effectiveness. For CIFAR-10 OOD detection task, we set the number of components to be 8; for CIFAR-10, CIFAR-100 and Fashion MNIST one-class anomaly detection task, we set the number of components to be 4. For OOD detection tasks on high-resolution images (results in Table 2) and the Cat-vs-Dog task, we set the number of components to be 10.

A.1 Dataset

For the datasets we used, when the dataset comes with a train/test split, we use training data for collecting the inlier features, and use testing data use CIFAR-10 and CIFAR-100 (superclass). CIFAR-10 and CIFAR-100 consist of 50,000 training and 10,000 test images with 10 and 20 (super-class) image classes, respectively.

For OOD detection task on small images, our in-lier dataset is CIFAR-10. The OOD samples are as follows: SVHN consists of 26,032 test images with 10 digits, resized LSUN consists of 10,000 test images of 10 different scenes, resized ImageNet consists of 10,000 test images with 200 images classes from a subset of full ImageNet dataset, and LSUN (FIX), ImageNet (FIX) consists of 10,000 test images.

For datasets we used for OOD detection task on larger images as presented in Table 2, we randomly choose 3000 images from each dataset as test data, except that the ImageNet-30 comes with a test set of 3000 images.

B OOD and Anomaly Detection Benchmark on ImageNet-30

In Table 8, we compare the OOD detection performance of our method and methods based on training self-supervised representations on in-distribution data, when the in-distribution data is ImageNet-30. We observe that our method significantly outperform all other methods. In particular, the feature extractor with self-supervised pre-training significantly outperforms that with supervised pre-training. Note that ImageNet-30 is a subset of ImageNet, and we use the self-supervised feature extractor pre-trained on the whole ImageNet, so it is expected that our method will perform well in this task.

Similarly, in Table 9, we tackle the one-class anomaly detection task on ImageNet-30 with our method, and we observe that ImageNet pre-trained feature extractors, with either supervised or self-supervised algorithms, obtain significantly better results than previous baselines. This is also expected, as representations extracted by supervised/self-supervised representation learning algorithms achieve high accuracy on linear classification on ImageNet.

3This is because the SimCLRv2 pre-train model is implemented and trained with TensorFlow. For ablation study where we use pre-trained models in PyTorch, we follow their own data normalization parameters

Table 8: AUROC (%) of various unsupervised OOD detection methods with ImageNet-30 as in-distribution.

CUB Dogs Flowers Pets Places Caltech

Self-supervised Training

Rot + Trans [33] 74.5 77.8 86.3 70.0 53.1 70.0 GOAD [5] 71.5 74.3 82.8 65.5 51.0 67.4 CSI [73] 90.5 97.1 94.7 85.2 78.3 87.1 ImageNet Pre-trained

Supervised 74.5 95.4 85.1 92.5 75.4 80.9 Self-supervised 99.8 99.5 98.1 99.7 80.0 89.2

Table 9: Mean AUROC (%) for one-class classification AUCs averaged over outlier classes on ImagNet-30.

ImageNet-30

Self-supervised Training

Rot + Trans [33] 77.9 Rot+Trans+Attn+Resize [33] 84.8 CSI [73] 91.6 ImageNet Pre-trained

Supervised 99.8 Self-supervised (ours) 99.4

C Additional One-class Anomaly Detection Results on CIFAR-10 and CIFAR-100

The one-class anomaly detection tasks on CIFAR-10 and CIFAR-100 are studied extensively in previous work. Due to the space limit, in this section we compare our method with previous method in details. In Table 10 we compare our method with other methods (based on generative models, one-class classifiers and representation learning) on oneclass anomaly detection task on CIFAR-10 for each of the 10 classes. Our method is competitive with CSI, the current SOTA. Each of our method and CIS obtains the best result on 5 out of 10 classes, while on average our method is only slightly worse (93.8 vs. 94.3).

In Table 11, we present the confusion matrix of AUROC of our method on one-class anomaly detection task on CIFAR- 10, where bold denotes the hard pairs (AUROC less than 80%). The results align with the human intuition that ‘car’ is confused to ‘truck’, ‘cat’ is confused to ‘dog’, and ‘deer’ is confused to ‘horse’.

Table 12 compares our method with various methods on one-class anomaly detection task on CIFAR-100 (super-class), for each of the 20 super-classes. Our method outperforms the prior methods for most of the classes and obtains the best average result.

Table 10: Comparison of our method with other detectors for one class anomaly detection task on CIFAR-10. Results of other methods are presented in [69].

Airplane Automobile Bird Cat Deer Dog Frog Horse Ship Truck Average

Randomly Initialized network 77.4 44.1 62.4 44.1 62.1 49.6 59.8 48.0 73.8 53.7 57.5 VAE 70.0 38.6 67.9 53.5 74.8 52.3 68.7 49.3 69.6 38.6 58.3 PixelCNN 53.1 99.5 47.6 51.7 73.9 54.2 59.2 78.9 34.0 66.2 61.8 OCSVM [68] 63.0 44.0 64.9 48.7 73.5 50.0 72.5 53.3 64.9 50.8 58.5 AnoGAN [67] 67.1 54.7 52.9 54.5 65.1 60.3 58.5 62.5 75.8 66.5 61.8 DSVDD [63] 61.7 65.9 50.8 59.1 60.9 65.7 67.7 67.3 75.9 73.1 64.8 OCGAN [60] 75.7 53.1 64.0 62.0 72.3 62.0 72.3 57.5 82.0 55.4 65.6 RCAE [8] 72.0 63.1 71.7 60.6 72.8 64.0 64.9 63.6 74.7 74.5 68.2 DROCC [26] 81.7 76.7 66.7 67.1 73.6 74.4 74.4 71.4 80.0 76.2 74.2 Deep-SAD [63] – – – – – – – – – – 77.9 E3Outlier [77] 79.4 95.3 75.4 73.9 84.1 87.9 85.0 93.4 92.3 89.7 85.6 Geom Trans [25] 74.7 95.7 78.1 72.4 87.8 87.8 83.4 95.5 93.3 91.3 86.0 InvAE [23] 78.5 89.8 86.1 77.4 90.5 84.5 89.2 92.9 92.0 85.5 86.6 GOAD [5] 77.2 96.7 83.3 77.7 87.8 87.8 90.0 96.1 93.8 92.0 88.2 CSI [73] 89.9 99.9 93.1 86.4 93.9 93.2 95.1 98.7 97.9 95.5 94.3 SSD [69] 82.7 98.5 84.2 84.5 84.8 90.9 91.7 95.2 92.9 94.4 90.0

Supervised pre-train 84.5 96.1 77.3 78.9 84.8 82.3 90.7 88.6 85.3 94.5 86.2 Ours 94.8 96.4 88.3 87.6 92.7 94.2 96.4 94.3 96.1 97.0 93.8

Table 11: Confusion matrix of AUROC (%) values of our method on one-class CIFAR-10. The row and column indicates the in-distribution and OOD class, respectively, and the final column indicates the mean value. Bold denotes the values under 80%, which implies the hard pair.

Plane Car Bird Cat Deer Dog Frog Horse Ship Truck Mean

Plane - 94.5 95.7 98.9 97.4 99.3 99.1 96.8 81.1 91.4 95.0 Car 97.2 - 99.8 99.7 99.6 99.8 99.8 99.6 96.0 76.5 96.5 Bird 87.8 99.5 - 90.5 63.5 90.5 87.0 79.7 98.0 99.2 88.4 Cat 95.4 98.5 91.1 - 81.7 58.4 82.9 83.1 98.1 97.9 87.4 Deer 96.6 99.7 90.2 93.8 - 93.5 92.3 69.2 98.9 99.3 92.6 Dog 99.3 99.7 97.5 81.9 90.4 - 96.1 85.3 99.7 99.6 94.3 Frog 98.7 99.7 94.5 93.3 89.0 95.8 - 97.6 99.7 99.8 96.4 Horse 96.9 99.2 96.4 95.1 75.7 91.9 98.3 - 99.2 98.2 94.5 Ship 86.2 92.5 99.2 99.4 98.9 99.6 99.7 99.0 - 90.0 96.0 Truck 96.4 79.5 99.9 99.8 99.9 99.9 99.9 99.3 96.5 - 96.9

Table 12: AUROC (%) values of various OOD detection methods trained on one-class CIFAR-100 (super-class). Each row indicates the results of the selected super-class, and the final row indicates the mean value. The values of other methods are from the reference.

OC-SVM DAGMM DSEBM ADGAN Geom Trans Rot+Trans GOAD CSI Ours

0 68.4 43.4 64.0 63.1 74.7 79.6 73.9 86.3 91.6 1 63.6 49.5 47.9 64.9 68.5 73.3 69.2 84.8 88.3 2 52.0 66.1 53.7 41.3 74.0 71.3 67.6 88.9 95.0 3 64.7 52.6 48.4 50.0 81.0 73.9 71.8 85.7 96.7 4 58.2 56.9 59.7 40.6 78.4 79.7 72.7 93.7 94.8 5 54.9 52.4 46.6 42.8 59.1 72.6 67.0 81.9 95.1 6 57.2 55.0 51.7 51.1 81.8 85.1 80.0 91.8 96.5 7 62.9 52.8 54.8 55.4 65.0 66.8 59.1 83.9 90.0 8 65.6 53.2 66.7 59.2 85.5 86.0 79.5 91.6 93.0 9 74.1 42.5 71.2 62.7 90.6 87.3 83.7 95.0 92.5 10 84.1 52.7 78.3 79.8 87.6 88.6 84.0 94.0 95.2 11 58.0 46.4 62.7 53.7 83.9 77.1 68.7 90.1 91.6 12 68.5 42.7 66.8 58.9 83.2 84.6 75.1 90.3 90.3 13 64.6 45.4 52.6 57.4 58.0 62.1 56.6 81.5 85.5 14 51.2 57.2 44.0 39.4 92.1 88.0 83.8 94.4 96.7 15 62.8 48.8 56.8 55.6 68.3 71.9 66.9 85.6 86.5 16 66.6 54.4 63.1 63.3 73.5 75.6 67.5 83.0 88.6 17 73.7 36.4 73.0 66.7 93.8 93.5 91.6 97.5 95.6 18 52.8 52.4 57.7 44.3 90.7 91.5 88.0 95.9 95.3 19 58.4 50.3 55.5 53.0 85.0 88.1 82.6 95.2 93.1

Mean 63.1 50.6 58.8 55.2 78.7 79.8 74.5 89.6 92.6

D Additional Ablation Study

In this section, we provide results of ablation studies corresponding to Section 4.3 on the CIFAR-10 OOD detection experiments. In Table 13, 14, 15 and 16, we present the results of ablation study on representation learning algorithm, network structure, feature space outlier detector and data pre-processing respectively. The findings are overally consistent to those in Section 4.3.

E Instructions for downloading pre-trained feature extractors

In this section, we provide instructions for downloading the publicly available pre-trained feature extractors mentioned in our paper. We have read the license carefully before using the publicly released models.

Table 13: Ablation study on representation learning algorithms for the pre-trained feature extractor with ResNet-50 structure for the CIFAR-10 OOD detection task.

SVHN LSUN ImageNet LSUN (F) ImageNet (F) CIFAR-100

SimCLRv2[10] 98.3 98.5 98.6 92.9 91.8 81.7 MoCov2 [11] 96.3 89.4 89.7 86.7 86.0 76.2 SwAV [7] 95.5 90.8 91.9 81.7 82.5 74.1 BYOL[28] 90.5 83.3 85.1 80.9 81.3 74.8 Barlow Twins[85] 94.7 90.5 90.8 87.4 87.1 77.9

Table 14: Ablation study on the network structure for feature extractor trained with SimCLRv2 for CIFAR-10 OOD detection task.

SVHN LSUN ImageNet LSUN (F) ImageNet (F) CIFAR-100

ResNet-50 98.3 98.5 98.6 92.9 91.8 81.7 ResNet-50 2× 83.0 90.2 91.4 81.5 82.3 71.7 ResNet-101 97.9 99.2 99.1 90.3 91.1 82.0 ResNet-152 98.5 99.3 99.0 92.6 92.1 82.3

Table 15: Ablation study on the feature space outlier detector for the CIFAR-10 OOD detection task.

SVHN LSUN ImageNet LSUN (F) ImageNet (F) CIFAR-100

OC-SVM 93.7 96.3 96.7 82.1 84.5 76.9 KDE 93.4 95.5 96.0 80.8 83.7 76.5

MD-1 component 95.0 98.0 97.6 91.4 89.2 80.1 MD-4 component 95.1 98.4 98.8 92.6 90.3 78.9 MD-4 component (tied) 96.4 99.0 98.7 91.5 89.7 81.0 MD-8 component (tied) 98.3 98.5 98.6 92.9 91.8 81.7

Table 16: Ablation study on the input pre-processing for CIFAR-10 OOD detection task. Perturbation corresponds to optionally apply equation (3) on test inputs with ϵ = 0.01.

SVHN LSUN ImageNet LSUN (F) ImageNet (F) CIFAR-100

Nearest Neighbor 85.7 85.8 85.4 61.6 68.7 65.2 Bilinear 92.7 96.6 95.7 88.8 87.3 78.7 Cubic 98.3 98.5 98.6 92.9 91.8 81.7 Cubic + perturb 99.3 99.1 99.0 92.5 92.0 82.1 Lanczos 98.2 99.5 99.5 91.5 89.9 81.0

Supervised pre-trained ResNet-50: We use the official pre-trained ResNet-50 model in torchvision. See https://pytorch.org/vision/stable/models.html for details. The URL to the pre-trained weight is https://download.pytorch.org/models/resnet50-19c8e357.pth.

SimCLRv2: See https://github.com/google-research/simclr for detailed implementations and license. The pre-trained models are in TensorFlow format, and following the provided instruction, we use the codes at https://github.com/Separius/SimCLRv2-Pytorch to convert the weights into PyTorch format.

MoCov2: See https://github.com/facebookresearch/moco for implementations and license. The particular model weight we used can be downloaded at https://dl.fbaipublicfiles.com/moco/moco_checkpoints/moco_v2_800ep/moco_v2_800ep_pretrain.pth.tar

SwAV: See https://github.com/facebookresearch/swav for implementations and license. The particular model weight we used can be downloaded at https://dl.fbaipublicfiles.com/deepcluster/swav_800ep_pretrain.pth.tar

BYOL: We use the PyTorch implementation of BYOL at https://github.com/yaox12/BYOL-PyTorch. Pretrained weight can be found at https://drive.google.com/file/d/1TLZHDbV-qQlLjkR8P0LZaxzwEE6O_7g1/view?usp=sharing

Barlow Twins: See https://github.com/facebookresearch/barlowtwins for implementations and license. The particular model weight we used can be downloaded at https://dl.fbaipublicfiles.com/barlowtwins/epochs1000_bs2048_lr0.2_lambd0.0051_proj_8192_8192_8192_scale0.024/resnet50.pth