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Abstract

Quantum states cannot be cloned. | show how to extend thiepsoto classical messages encoded using quantum
states, a task | call “uncloneable encryption.” An uncldsie@ncryption scheme has the property that an eavesdrop-
per Eve not only cannot read the encrypted message, but shetaapy it down for later decoding. She could steal
it, but then the receiver Bob would not receive the messaggweuld thus be alerted that something was amiss. |
prove that any authentication scheme for quantum statesaet secure uncloneable encryption scheme. Uncloneable
encryption is also closely related to quantum key distidnu(QKD), demonstrating a close connection between cryp-
tographic tasks for quantum states and for classical messagus, studying uncloneable encryption and quantum
authentication allows for some modest improvements in QK&qeols. While the main results apply to a one-time
key with unconditional security, | also show uncloneablergption remains secure with a pseudorandom key. In
this case, to defeat the scheme, Eve must break the congmatatissumption behind the pseudorandom sequence
before Bob receives the message, or her opportunity is lBsis means uncloneable encryption can be used in a
non-interactive setting, where QKD is not available, allogvAlice and Bob to convert a temporary computational
assumption into a permanently secure message.

1 Introduction

The primary application of cryptography is to send secretsages. Typically, there is a sender Alice who wishes
to communicate with a receiver Bob, but an eavesdropper €hsténing to their messages. To stop her, Alice will
encrypt anything she wishes to say. In order to decrypt thesgsages, Bob must possess a secret key which is
unknown to Eve, giving him an advantage over Eve. While Babeasily read the secret message, Eve, lacking the
key, will find it much harder to do so, or even impossible. Aretcommon task is authentication of a message: Alice
and Bob do not care if Eve reads the message, but want to mekstseidoes not change it. Naturally, a message can
be both encrypted and authenticated.

Many cryptographic systems are based on computationaimggns. In this case, Eve’s task of learning the
contents of a message (or even learning a single bit of irdtiom about the message) is equivalent to solving some
computationally difficult problem, one that cannot be amgden polynomial time in some security parameter
These cryptosystems come in two flavors: symmetric systemehich Alice’s encryption key is the same as Bob’s
decryption key; and asymmetric systems, in which they afferdnt. Asymmetric systems are usually public key
systems in which Alice’s encryption key is also known to EMewever, Bob’s key must always be secret, or else Eve
can decode the message just as easily as Bob.

Stronger security can be provided by the one-time pad. kdtihneme, Alice and Bob share a secret key that is
as long as the message. The ciphertext for the encryptecigesensists of the bits of the original plaintext XORed
with the corresponding bits of the key. When the key is ondusnce, this scheme is unconditionally secure: lacking
information about the key, Eve cannot learn anything atlatiua the message, no matter what computational power
she has.

However, the following “cloning” attack will break even thhee-time pad:

1. Alice and Bob share a secret (classical) key
2. Alice encrypts a (classical) messageo Bob using an encryption scheme with the key

3. Evereceives the message, and performs an attack of heechoparticular, she attempts to copy the encrypted
message.
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4. Eve passes the original message on to Bob, who checksai$ ibben tampered with.
5. Eve acquires a copy of the secret key

When the ciphertext is classical, Eve can copy the messageuwtichanging it at all. Therefore, when Bob receives
the message, he does not know Eve has interfered with thentission. Still, when Eve learns the key in the final
step, she can read the message without difficulty.

For the one-time pad, perhaps this attack is not a severgv&ince the key is not needed again once the message
is read, it makes sense to destroy it immediately. Howelés,i$ not as easy as it sounds: typically the key must
be stored for a while, perhaps on a magnetic medium such aslalhi@e. Simply asking a computer to “delete” a
file only eliminates the directory entry for the file. Actualtrasing a file requires a separate program to overwrite
the bits of the file. Even then, traces remain which are agdes® forensic techniques. SchneiEr [1], for instance,
recommends multiple overwriting or physical destructibmagnetic media containing expired keys. The message,
in contrast, can be deleted immediately upon being readnaad never leave RAM. It is thus much easier to erase
without leaving any traces behind.

The cloning attack is a more serious problem for computatigisecure schemes. In such schemes, the same key
is typically used repeatedly, giving Eve more opporturdtgteal it, enabling her to read not only future messages, but
past ones as well. In fact, Eve may not even need to steal theskhe can simply copy down the message and begin
a time-consuming brute-force attack on the computatiossimption. Alternately, she could wait in the hopes that
future improvements in computer hardware or algorithmserdasier to break the encryption scheme. Furthermore,
having the ciphertext of many encrypted messages to examweey helpful when performing cryptanalysis.

Quantum states have the property that they cannot be ccﬂ)i@]i. [(See [[kl] for a textbook on quantum informa-
tion.) However, on the surface, this only applies to supsitjpms of states. For instance, if a classical message is
sent using a standard set of basis states, it can easily liedomjthout being disturbed. In general, an unencrypted
classical message can always be copied: reading it caestituaking a copy. However, when we movestwrypted
classical messages, the picture is very different. By gttty a classical message using quantum states, we can pro-
duceuncloneable encryptioschemes, which are secure even against the cloning attaglarticular, for any attack
by Eve, either she gets caught by Bob with high probability {fistance, if she steals the message), or she gets almost
no information about the message.

Quantum mechanics has other cryptographic applicationskhésee [’p] for a survey). The best-known is quantum
key distribution (QKD) [{3], which enables Alice and Bob teeate a secure classical secret key despite the potential
presence of an eavesdropper. QKD requires only an insecamrgum channel and authenticated (but unencrypted)
classical channels, but unfortunately requires multiplends of back-and-forth communication between Alice and
Bob. The primary proposed application of QKD is to create @etekey which is then used with the one-time pad
to send unconditionally secure messages. In contrastpn@able encryption is a noninteractive protocol which can
be used to enhance the security of the one-time pad or cotignahy secure encryption schemes. Alternatively, it
can be used to perform QKD in a way requiring relativelyditthteraction, and with other small improvements in
efficiency and security. Noninteractivity is useful in aiedy of contexts. It is essential for storage of information
and important when there is a substantial transmissionftadnstance, when communicating with a space probe in
the outer solar system). It is also very convenient for monadane communication contexts where there is a modest,
but not completely negligible, time cost for transmissiobicloneable encryption is closely related to some forms
of QKD, but it can be best viewed as a stronger version of sytmencryption that shares the intrusion-detection
ability of quantum key distribution. Another related coptes that of “secure direct communicatiorﬂ’ [7] which is,
however, also explicitly interactive.

Another side of the subject of quantum cryptography is tatereryptographic protocols to protect quantum
states. For instance, protocols for encryptiﬂn[[& 9] anthentication Ep] of quantum states exist. The quantum
authentication schemes, in particular, differ substiiptfeom classical schemes in that any quantum authentinati
scheme must also encrypt a message. It turns out that quatilnentication protocols have precisely the properties
needed to create uncloneable encryption schemes. In thegogstographic protocols for quantum and classical
messages have been viewed largely as parallel subjecth e a good deal of similarity, but little direct connentio
this result establishes a more intimate relationship, wlgsrotocol for quantum states can be used to perform a task
protecting classical data.

In sectiorﬂz, | give a technical definition of uncloneablergption, and show that any authentication scheme for
guantum states can be used as a secure uncloneable entsgite@me. In sectioﬂ 3, 1 go on to discuss the relation-



ship between uncloneable encryption and QKD. Se(ﬂion Jribesca “prepare-and-measure” uncloneable encryption
scheme similar to the well-known BB84 QKD protocol. Such aesne does not require entangling quantum opera-
tions or a quantum memory, and therefore might be experafigrimplementable in the near future. In sectﬂ)n 5,1
show that uncloneable encryption remains secure when this ket a single-use item, but is instead generated with
a pseudorandom number generator based on a computatisnai@tson. Finally, | conclude in secticﬂ‘l 6 with some
remaining open questions.

2 Uncloneable Encryption and Quantum Authentication

I will suppose throughout most of this paper that Alice andbBbare a secret classical key= K which they will
only use to send one message. If Alice wants to send a classissagen to Bob, she will use some encoding that
depends ork; in general this could be a mixed statg(m). In order for this to be a good encryption scheme, the
transmitted density matrix, averaged over possible vadfiise key, should not depend on the message:

Definition 1 Leto(m) = (>, ox(m))/|K|. Thenoi(m) is an (unconditionally secure) encryption scheme withrerro
e if the trace distance (o (m), o(m’)) = 3Tr |o(m) — o(m/)| < e form # m/.

That is, someone who does not know the key has essentiallyfoioriation about the message. Definit@)n 1 only
addresses the secrecy of the message; for a useful proteealso require that someone who does know the key is
able to read the message. In fact, we usually restrict atetd encoding schemes for which there are computationally
efficient procedures to encode., k) — o (m) and decodéoy (m), k) — m.

In order to have an uncloneable encryption scheme, we neadditional condition. A general attack by Eve is
a superoperatad acting onoy (m). This represents the action Eve performs when she first getsricrypted state,
before she learns the key, gbcannot depend oh. The output ofd can be divided into two parts, a density matrix
TBob, k(M) Which is sent on to Bob and the remainder which is kept by Eve.

To take the next step, we must assume Bob has some efficiakioh@roceduréop,y, 1 (m), k) — {ACC,REJ}
which allows him to detect Eve'’s tampering. He accepts thesage when he gets outcoM€C; when he gets
outcomeREJ he concludes Eve may have stolen the encrypted messages and lice can take whatever steps are
necessary to protect themselves. They may need to protekeitk especially well, for instance, or act to neutralize
any damage caused if Eve learns We letp,(m) be Eve's residual density matrix conditioned on the caseBba
gets outcom@ CC, and letP;(m) be the probability that Bob accepts the messagén generalp;(m) and Py, (m)
can depend on the attagk For notational simplicity, | will hereafter writé&, (m) simply asP(m).

Definition 2 An encryption scheme;, (m) with error ¢ is an uncloneable encryption scheme with eraf, for any
two messages: # m’ and all attacks4 by Eve, for a fraction of at leadt — ¢ of the possible values of the kieythe
trace distanceD (P (m)py(m), P(m')pr(m’)) < e.

Note that it is easy from this definition to prove two usefubperties: thatP(m) — P(m’)| is small and that,
except wherP(m) is very small,D(px(m), pr(m’)) is small. That is, Eve’s chance of being caught does not dkepen
much on the message being sent, and, unless she has a lange ofikeing caught, she has little information about
the message, even after learning the key. In particular,c@mneot tell whether the message waor m’. Note that
an uncloneable encryption scheme by definition must alsgyphthe message, so that Eve, even if she gets caught,
cannot read the message until she learns the key. It is unglegther this is an independent condition, or whether
it would follow from the uncloneability requirement alonéA classical message sent completely unencrypted can
always be copied, but it may be possible to create partialtyygpted messages which are uncloneable.)

To create uncloneable encryption schemes, we can use guanthentication schemes. A quantum authentication
scheme is an encoding that works on unknown quantum stdtésk) — o (|1)), where|y) is from some Hilbert
spaceH. This map should be a quantum operation (for instance, it fmeidinear on the Hilbert space f@p)) and
should be implementable efficiently. Eve then performs geckt4, producing a statep.n »(|1/)) which is sent on
to Bob. Bob then has an efficient decoding quantum oper@i@s., x(|¥)), k). The image oD is He @ H, where
Ho is a two-dimensional Hilbert space with bagdCC), |[REJ).

A secure authentication scheme should, for any attécgroduce either the outcomiBEJ) or the original state
|1). Of course, for a quantum system, a superposition of thesgdwadso be acceptable. Therefore, wellgt:)))
be the projector onto the “bad” subspace containing stAl€€’) ® |¢), where|¢) is orthogonal tdy)). We can then
define a secure quantum authentication scheme:



Definition 3 The encoding,(|¥)) is a quantum authentication scheme with eraf, for all |:),
1
Ty 2 ™ M) P (190), ) < )

The following theorem was proved iEIlO]:
Theorem 4 A quantum authentication scheme with ereds an encryption scheme with error at mdst/6.

In fact, the family of quantum authentication schemes prieskin ] all provided perfect encryption. As a
consequence of theoreﬁh 4, if we send a classical messageasssastate for a quantum authentication scheme, it
is necessarily encrypted as well. In fact, we can go evehéurtit satisfies definitioﬁl 2 for security against cloning
attacks.

Theorem 5 A quantum authentication scheme with ereois an uncloneable encryption scheme with error at most
(15/2)€/6 (for smalle).

Proof:

We can work with a purification of the original quantum auttieation scheme, so that Alice’s encoding of a pure
state|v) is again a pure state for a given valkief the classical key. Then for a particular value of the kégréEve’s
attack and Bob’s decoding, we can write the state as

|ACC)[¢)|¢k) + [REJ)[Ex) + [ACC) ), )

where|¢,) and|n,) are split between Bob and Eve, with,) orthogonal tdv)). |¢x) is held by Eve. Since this is a
secure authentication schen(g,, || Im)[1?) /K] < e. In general, the various states dependwnas well as: andA.
When we send two possible classical messagesidm’ with this authentication scheme, we get
m = |ACC)[m)[dr(m)) + [REJ) |5k (m)) + [ACC)|nk(m)), (©)
m' s [ACC)|m) g (m')) + [REJ)[&(m)) + [ACC) |k (m)). (@)

However, since it is a quantum authentication scheme, Alméd have sentn) + |m’) and it would have arrived
safely:

(Im) + ') = [ACC) (Im) + [m') ) |6x) + [RE) &) + [ACC) ). (5)

(Since|m) + |m’) is not normalized¢y ), |¢1), and|n;,) are all bigger by a factor of/2 than the corresponding terms
in (B).) By linearity,

jm)+ ) = [ACC) (Jm)|x(m) + [m)lgw (m))) (6)
HREJ) (g (m) + [€x(m')) ) + |ACC) (Jn(m)) + [ni(m)) ).

The first term is the most interesting: if Eve’s residualesédd, (m)) and|¢x(m')) are too different, they become
entangled with the message ket, and the state received bisBobonger the superpositiom) + |m'), but a mixture
of |m) and|m/). In particular, we can write

imlor(m)) + m)o(m) = (Im) +m')) @ (In(m)) + |ox(m")) ) /2
+(1m) = ") @ (16 (m)) — léw(m'))) /2. @)

Thus
i) = e (m)) + e (m)) + (1m) = 1)) @ (Jow(m)) = lén(m)) ) /2. (®)

(Actually, some part of the first two terms could conceivabdyntribute to|¢y), but that will only help the bound
of equation [40).) Sincé), [nx(m)), and|nx(m’)) must all have small norm for mo&t so must the difference
|6k (m)) — |or(m’)). In particular, for a fraction at least— 1/q values ofk, |||nx(m))||?> < qe, and similarly for



Ink(m”)) (with ¢ > 1). |||nx(m))]|? < 2ge instead, because of normalization. Thus, for a fractioeadtl — 3/q, all
three of the norms squared are less thafor 2¢¢). From @),

[16m)) = I /v2 < [[1me) | + [l r| + e - (©)
It follows that
[166m)) = 1o (m)| < 20+ V2) e < 5/ (10)

for the same fraction at least— 3/q of thek’s. At this point, we are effectively done, since we have shdwat Eve’s
residual states are very similar for the two messages. Thaingler of the proof is just massaging the formulas to get
back to the correct form for the definition of security.

Claim 6 Forthoseks satisfying the above constraints,

D(P(m)p(m), P(m')pk(m')) < qe +1/20\/Ge + 5/ge (11)

The proof of this claim is fairly mechanical, and is given 'ppandixﬂ\.
Equation [[2]L) is valid for a fractioh — 3/q of the possible values df. If we setq = 2/(5¢/%) (which will be
greater tharl for smalle), we find that

D(P(m)pk(m),P(m')pk(m')) < (1/2)€Y5 + 3.6¢1/° 4 3.2¢2/5 < 12—561/6 (12)

Note that3/q is also less thafil5/2)e!/6, completing the proof of the theorem. O

Theorenﬂs provides a good way of constructing uncloneahteyption schemes. We need to come up with effi-
cient quantum authentication schemes, such as those gi\@]i and that gives us uncloneable encryption schemes.
However, it is not clear if this is thenly way to produce uncloneable encryption protocols. Quantutineatication
schemes must authenticate the data in both the computkdiod&ourier-transformed basis. The proof of theoﬂam 5
suggests that authenticating in the Fourier basis is wiatymres the uncloneability property, but there is no apgaren
reason we need to also authenticate in the computatione. batherefore conjecture that uncloneable encryption
schemes exist which do not authenticate the classical messal do not come from quantum authentication schemes,
but I am not aware of any examples. If true, the conjectureldvouply that quantum authentication is a strictly
stronger property than uncloneability.

There is another point worth noting about theorﬁm 5: it isféinient reduction. That is, given an attack against
the uncloneable encryption scheme, we can efficiently géa@ern attack against the parent quantum authentica-
tion scheme. This fact will be critical in sectitﬁh 5, whiclsdisses computationally secure uncloneable encryption
schemes.

3 Uncloneable Encryption and QKD

A careful consideration of uncloneable encryption revéladd it is closely related to another well-known quantum
cryptographic task: quantum key distribution. In fact, amcloneable encryption scheme can be used to perform
secure quantum key distribution. In QKD, Alice and Bob sham¢henticated classical channels and an insecure
guantum channel, and use just those resources to createea skaret key. Alice and Bob do not (generally) use any
pre-existing secret key beyond whatever is used in theiciEsauthentication.

Given these same resources and an uncloneable encrypliemecAlice can perform QKD with the following
protocol:

1. Alice generates random stringandz.
2. Alice sends the messagédo Bob using the uncloneable encryption scheme withikkey
3. Bob announces (on the authenticated classical chatma¢h¢ received the message.

4. Alice announces (again using the authenticated classical channel).



5. Bob checks if the message is valid, and reports the rdéiilts, Alice and Bob user as their new secret key.

The properties of uncloneable encryption guarantee thstisha secure QKD scheme: Eve gets the quantum state
and then later learns the key, but we know that her residuaditjematrices, conditioned on Bob’s accepting the
transmission, are very similar. Therefore, she almostyswir most values ok) has little information about the
established key.[]

In fact, this is a stronger security condition than what igally proved about QKD: most proofs only let Eve retain
classicalinformation after QKD terminates, whereas here we arenlgve retaimquantuninformation (aIthough|E1]
contains a very similar statement imbedded in the proof)s iEhan important improvement, since it makes it much
easier to prove that the key generated via QKD can be usedhén otyptographic tasks. For instance, a proof of the
security of the one-time pad goes as follows: We wish to sh@at Eve cannot distinguish between two messages
a andb given the ciphertexy. But this is equivalent to Eve distinguishing between the keysz = o & y and
2z’ = b ® y, and we know that the trace distance between Eve’s residumslity matrices for these two cases is very
small. Therefore, Eve has little chance of being able tardjsish the messagesandb.

While we can produce a QKD protocol from any uncloneable ystarn scheme, the converse is not necessarily
true. We shall see in the next section that there is an unaldaencryption scheme that corresponds very closely to
the BB84 QKD protocol, but there are other QKD protocols watdo not appear to have any uncloneable encryption
analogue. For instance, QKD protocols with two-way cI&ﬂqimst—processind]LZ] are too interactive to become
uncloneable encryption schemes, but this is perhaps nohpartant distinction since there are certainly interagctiv
guantum authentication schemes of the same form.

More interesting is the B92 QKD protoccﬂ13]. In B92, Alicersds one of two nonorthogonal states. Each is part
of a particular basis for the Hilbert space. Bob, when heivesdhe transmission, randomly chooses one of the two
bases to measure in for each qubit. If he chooses the wroiigy hashas a chance of getting a state orthogonal to the
one Alice could have sent; in that case,kmowshe chose the wrong basis, and therefore knows which bagie Al
used. In all other cases, the qubit is discarded and doesfhaemce the final key. In BB84, many qubits are also
discarded, but this is simply an artifact of Bob’s initiahimrance of the basis, and is unnecessary if Bob has quantum
storage or, in the case of uncloneable encryption, pri@rimétion about what the basis will be. In contrast, in B92,
the basis choice determines the message sent, so Alicet@amm@nnounce it and Bob cannot know it ahead of time.
Consequently, discarding transmitted states is an intripert of the protocol. For this reason, there does not appea
to be an uncloneable encryption analogue of B92.

We therefore have a situation where quantum authenticatilightly stronger than uncloneable encryption, which
is in turn slightly stronger than quantum key distributidlevertheless, the differences are really quite small, ingan
guantum authentication and quantum key distribution ayeedy related. This is rather surprising, given that thiegas
of authenticating quantum information and encryptingsilzed information at first sight appear completely unralate

The connection between quantum authentication and quakaymistribution helps us understand the conceptual
structure of QKD. The Shor-Preskill proof of secur[lhbsved us that the error correction and privacy amplification
steps of QKD could be seen as parts of a virtual quantum eoroection procedure taking place on some purification
of the state. Similarly, the process of testing bit erroe rzan now be seen as coming from quantum authentication:
the error test in QKD comes from the authentication testéarent quantum authentication protocol.

4 Uncloneable Encryption Without Entangled States

In order to realize uncloneable encryption with near-fatigchnology, it is necessary to have a protocol which does
not require much in the way of coherent quantum manipulatitlansmission, or storage. QKD is a good source of
models; for instance, both BB84 and B92 are “prepare-andsome” protocols where Alice sends unentangled qubits
to Bob and Bob measures them immediately upon receiving tdimout having to store them at all. We now wish
to find an uncloneable encryption protocol with this samecttire.

One straightforward solution is simply to take BB84 and addya&r of encryption. That is, Alice encrypts her
message with a one-time pad, encodes it with an error-aorgecode, and further encodes it as a set of parity checks

1In fact, most QKD schemes ask for an additional propertyt &lwe and Bob should have the same value for the agreed-gn K@nce
we do not require that an uncloneable encryption schemeeatithte the classical message, we do not necessarily higvproperty of QKD.
However, it can easily be guaranteed in one of two ways: edlassically authenticate before sending it with the uncloneable encryption, or use
an uncloneable encryption scheme derived from quantuneatitiation, which will automatically authenticate thessimal message as well.



(coming from privacy amplification). Then she sends eachobithe resulting expanded message in one of two
bases, and intersperses at random a humber of check bitstdtbeof the check bits, as well as the bases and other
parameters, are determined by the key, and Bob accepts $sageeonly if the error rate on the check bits is within
an acceptable range.

The above proposal, when appropriately fleshed out, givesare uncloneable encryption protocol. However,
the connection with quantum authentication suggests nféiogeat ways of checking for eavesdropping. To start, |
will construct a quantum authentication protocol, and thse theorerﬂ 5 to convert it to an uncloneable encryption
protocol. The resulting protocol will involve a good dealasftanglement. Then | will use the technique of Shor and
Preskill ] to convert this to a “prepare-and-measuretpecol free of entanglement. The details of the constractio
require a certain amount of technical background beyonddtiope of this paper, so | postpone the derivation and
proof of security to appendiEl B. In this section, | simply geat the resulting “prepare-and-measure” protocol and
discuss some extensions and applications to QKD.

The uncloneable encryption scheme will be designed to wodugh a noisy channel and will depend on a choice
of two classical linear codes!; will be used to correct bit flip errors in the data. lidie the average of the rates of bit
flip and phase errors introduced by the noisy channel; simegubits transmitted will be sent in one of two bages,
will be the actual rate of errors in the transmitted messaglea absence of an eavesdropgérwill encodekK bits in
N bits and will have distanc2d V; that is, it will correct a fractiod errors. By the Gilbert-Varshamov bound, such a
code exists (for larg&V) with K/N > 1— h(26), whereh(z) = —xlog, . — (1 — ) log, (1 — z) is the binary entropy
function. C, is defined byN — K parity checks, which can be encapsulated in a parity che¢kxmid. The set of
vectorsv with a particular value fof/ v is called a coset of’; ; the error-correcting code is generally considered to
be the coset witliH v = 0, but all the other cosets have the same error-correctirugpties. We have, for a particular
C1, some standard decoding algoritdthwhich maps elements of one coset into another. Since thelamdistance
20N, different errors of weight less thaiV take us to different cosets, aid can therefore be chosen to correct any
such error. In order to have a practical protocol, we acfuadked to choose a carefully-constructedso thatM can
be implemented efficiently. This is a challenging task, dredfocus of much of classical coding theory, and | will for
this paper simply assume that we have an efficient decodgogittim.

The second classical cod€y, is used to perform what, in the context of BB84, would beezhibrivacy am-
plification. Eve might choose to measure only a few of thegmaitted qubits, in which case she is unlikely to be
detected by Bob; if she gets lucky in choosing bases, we reéé sure she still gets little information about the
data (after she learns the key), must correct a slightly larger fraction of errors th@p, so we will give it distance
2(5 +n)N. Co encodesK’ bits in N bits and satisfie€’s C C; (whereCj is the standard classical dual code
containing all vectors orthogonal t@, in the usual binary inner product). We can chooggawith these properties
andK’/N > 1 — h(26 + 27) @] We will not require that”; have an efficient decoding algorithm.

The actual uncloneable encryption protocol will encryptessagen of lengthn bits. There will be a security
parametes and we will choosdl + K’ — N = n + s. The protocol will transmitV qubits and will use a classical
key consisting of four partgk, e, ¢1, b). All are chosen uniformly at random; their lengths are désctbelow.

1. Divide then input bits intor groups of size. View each group of bits as an element of the finite fieldF'(2°).
k is a string of sizes, and we can also view it as an elementaf(2°).

2. Ther resulting registersy, . .., m,.—; can be viewed as the firgtcoefficients of a degreepolynomialf. The
final coefficientmn,, the constant term, is chosen so tifiét) = 0. Thatis,>", m;k"~* = 0 (in GF(2%)).

3. Alice XORs the strindmy, . . ., m,.) with the (n + s)-bit stringe, producing a new classical stringof length
n + s bits.

4. Alice considers the particular coset of the classicairetprrecting cod€’; given by the syndrome,; that is,
she considers the coset satisfyiiy = c;. (The length of; is equal to the number of parity checks, namely
N -K.)

5. Within that coset of”; are various cosets af;- (which, recall, is a subset @f;). In fact, there are exactly
n + s of them, and they can be distinguished by parity checks waierelements of the cod@, but are notin
Ci (since all elements of a given coset@f have the same value for parity checks frém). There is thus a
correspondence between the coggtgCy and stringsy (from step3). Alice selects the coset corresponding to
y and then picks a randofi-bit string z within that coset.



6. Alice transmitsV qubits as follows: When théh bit of b is 0, Alice transmits theth bit of = in the Z basis
(|0}, |1)). When theith bit of b is 1, Alice transmits theth bit of z in the X basis (0) + |1), |0) — |1)).

To decode, Bob simply reverses this series of actions:

1. Bob receivedVv qubits. When théth bit of b is 0, he measures thigh qubit in theZ basis; when théth bit of b
is 1, he measures thigh qubit in theX basis. He now has aN-bit classical string:.

2. Bob calculates the parity checks of the classical @dgle If they are not equal to the string, there are errors
in the state, which he corrects using the standard decodapgih

3. Bob evaluates the parity checks@f/Cy-, producing &n + s)-bit stringy. (This step is effectively the privacy
amplification step in BB84.)

4. Bob XORsy with the (n + s)-bit stringe, producing a new stringn, . . ., m,).

5. Bob has now received thebit messagémy, ..., m,_1). To check whether he accepts this or not (that is, to de-
tect eavesdropping by Eve), he considersstit registersny, . . ., m,. as elements aff F'(2¢) and coefficients
of a degree polynomial f overGF(2°). He evaluateg (k) and accepts the message only (k) = 0.

The shared classical key, as noted above, consigis,efc1, b). k is ans-bit string, e is n + s bits long, ¢, is
N — K < h(26)N bits, andb is N bits long.s andn+/N are the security parameters: the security the uncloneable
encryption protocol is exponentially small when the twows#yg parameters are large. In particulgrcan go to
0 asn becomes large without severely impacting the security efgiotocol. All in all, then, Alice and Bob use
n+ 2s + N — K bits of key. In the limit of a perfect channel (i.8.= 0), they user + 2s + (n + s)/[1 — h(2n)]
bits of key, which asymptotes n + 3s asn becomes large anglbecomes small. In addition, Alice choos¥s- K’
random bits which are not part of the key. Bob need not knowdhees of these bits ahead of time. On the other hand,
these random bits must never be revealed to Eve, even afteh&osuccessfully received the transmission (when, by
the uncloneability property, it is safe for Eve to learn tleg)k Otherwise the benefits of the privacy amplification step
would be eliminated, and Eve could possibly learn a few bitsifmrmation about the message (though only if she
also knows).

For the basic protocol, we assume the full key is used forgsshgle message, which would suggest uncloneable
encryption uses up more than twice as much key as the ongstisheHowever, we can partially lift this restriction
by encrypting the whole message. Instead of the secretkeyslc;, we use a key’ of length N to encrypt the
final stringz before encoding it as quantum states. Because of this ergdtle state being transmitted is the identity
density matrix, and therefore Eve, even if she knows thdamalgnessage:, has no information about the keysand
b. (She does learn something abeltthough.) We can therefore reuse the kéyandb in later messages and the
system remains secure, so long as we use aeh&w each message. This gives us a reusablg key) of sizes + N
and a one-time key’' of length N which must be refreshed for each new message. In the limiraf messages and
low channel error rate, the key expended per uncloneablypted message is asymptotically the same as that used
by a message encrypted with the one-time pad.

In a very real sense, the reusable key provides the unclditeadvoperty and the one-time key provides the
encryption. If Eve, after seeing many messages, ever |&engusable keyk, b), by the uncloneability property, she
still has no information about past messages. Future messamain encrypted with the one-time pad, since they use
new values o#’, but Eve can easily copy these messages, and if she evgriéaafise’ for one of these later messages,
she can read the message. On the other hand, if after trasismi&ve ever learns for a particular message, she
again has no information about that message (by uncloritgafdilut she might be able to learn information about the
values ofk and/orb used for that message. This would imperil unclonabilityugtife messages.

The above protocol has a “prepare-and-measure” form amdftire might be suited to experimental realization
sometime in the near future. However, it is somewhat moréeriging than the closely related BB84 QKD protocol.
In particular, in BB84, it is harmless to discard any qubitsich are not received by Bob for whatever reason. In
contrast, for uncloneable encryption, discarded bits watyaat the error-correcting code protecting the data. It fac
they act as erasure errors and should be treated as such.nfugquarror-correcting code can only tolerate a certain
proportion of erasures (half if there are no other errorbiindystem), and therefore uncloneable encryption will only
work if the rate of photon absorption is not too high. Therefauncloneable encryption requires high efficiency
single-photon sources and detectors, which are useful k& Qut not required. This restriction can be seen as a cost



of going to a non-interactive uncloneable encryption prot@ather than an interactive QKD protocol. One possible
solution is to use a squeezed-state cryptographic scheme]), which largely avoids this problem.

Alternatively, it is straightforward to use the above pagbfor QKD. Alice simply sends a string of bits in some
series of basels Bob measures in whichever bases he likes, and they keeplardg qubits which are received and
for which their bases agree. Alice announéeslong with randomly chosen values for the other parts of #e k
and then does the same decoding procedure as Bob, ensuwatrthel agree on a final secret key. There are a few
advantages to doing this over the usual approach to QKDt, kues get the strong security condition described in
sectiorﬂB. Second, because of the connection with quanttineratication, it is clear how to create protocols like the
one from this section which use a much more efficient test émesdropping than the usual prescription for BB84
(which reveals a substantial fraction of the originallynseitted bits to compare error rates). Third, Alice and Bob
could take their bases from a pseudorandom sequence gethbyed short shared key, as discussed in the next section.
Then, instead of discarding half of all bits received, Bob ba sure he measures every qubit in the same basis Alice
used. The result is no longer unconditionally secure, bey thstead have unconditionfairward secrecy: provided
Eve is faced with a computational limitation during theimitransmission, she cannot ever learn the established key
even after her computational bound is lifted. (This resuilt be shown in the following section.) Unconditional
forward secrecy is also available in some classical prdsobaot those require an external source of randomness and
a potentially unrealistic temporargemorybound on the adversarf [1[7,]18] 19]. Efficient QKD protocBR][(in
which Alice and Bob use the two bases with unequal probas)ittan also reduce the number of qubits discarded.
The efficient QKD protocols do not require even a temporamgatational assumption, but also do not completely
eliminate wasted transmissions.

Note that it is insecure to combine the reusable key refineémvéh QKD. Since the one-time key must be
announced when performing QKD, Eve learns it and can thexdéarn information about the supposedly reusable
key (k, b). She could then use this information to break later QKD prokowhich attempt to reugg, b).

5 Computational Security

The key requirements of uncloneable encryption are not insméroughly2n for long messages), but are still more
than is desireable in a truly non-interactive setting (vh®KD is not available to produce more key). In classical
cryptography, we frequently use a computational assumptcencrypt long messages with a short key. Does un-
cloneable encryption still work if the key is not truly randpbut is instead aseudorandoreequence generated from
a much shorter secret key shared by Alice and Bob?

A similar question arises in the context of QKD. Alice mustkaa lot of random choices when preparing the
gubits to send to Bob. Generating truly random numbers caa 8#ficult task. If she instead generates a long
pseudorandom sequence, what does that do to the securitg@? Q

In both cases, the answer is that Eve still cannot learn ttresmessage, provided she has no quantum algorithm
to break the pseudorandom sequence. Furthermore, even dasieventuallybreak the computational assumption,
it will do her no good: in order to defeat Alice and Bob, Eve miieak the pseudorandom sequence before Bob
receives the quantum transmission from Alice. Intuitivétys makes a lot of sense: unless she can defeat the scheme
during transmission, the uncloneability property holdgventing her from copying the message down to work on it
later. (Note, though, that the values of the bits Alice traits in QKD, including any lost to privacy amplification,
should be truly random or there is no hope of long-term sécarice the computational restriction is lifted.)

I will prove this in the case of an uncloneable encryptionesohS derived from quantum authentication schemes
under theorerﬂ 5. In particular, this holds for the unclomeahcryption scheme presented in secﬂon 4. The definition
of a pseudorandom sequence is one which a computationalige®ed Eve cannot distinguish from a truly random
sequence.

Theorem 7 If Eve can break uncloneable encryption scheshéwhich is derived from a quantum authentication
scheme) with a pseudorandom key (from ord€)eusing an attack of low complexity during transmissionntisbe
has an efficient quantum algorithm that can distinguisfrom a truly random sequence.

Proof:
The proof is straightforward. Eve is given a strihgand wishes to determine if it is a pseudorandom string
generated byC or a truly random sequence. Now, she has an atthakhich breaks the uncloneable encryption



schemeS when it uses a pseudorandom key. That is, there are two nmessagn’ for which the probabilities
P(m), P(m’) of being accepted are not both small, and for which Eve'sltedidensity matricesy (m), px(m’) are
substantially different.

By theorem[b, she therefore can efficiently generate anlaffd@gainst the quantum authentication schefne
with key drawn from/C. That is, there is some input stdtg) (which, by the proof of theorerﬂ 5, we know can be
chosen to bém) + |m’)) for which the output of the authentication scheme withcktd’ has a large component
which is accepted but is orthogonal|t).

To break the pseudorandom sequence, Eve therefore cresitesilated Alice sending messages to a simulated
Bob using the quantum authentication sche$hand keyk. The pretend Alice repeatedly sends the message
to pretend Bob using this key. Each time, Eve performs theckttl and measures the state received by Bob in an
orthonormal basis including)).

We know the quantum authentication scheme is secure whehwitiea truly random key. Therefore, if the key
is truly random, Eve will essentially always find that the slated Bob either rejects the message or receives the state
|). On the other hand, the attack breaks the protocol when the key is pseudorandom, so whergenerated
by K, Eve will occasionally find that the simulated Bob accepttagesvhich she measures to be orthogonal/to
Therefore, if Eve ever gets such an outcome, she conclugepseudorandom; otherwise, she decides it is random.
O

Note that, while the protocol given in sectiﬁh 4 does not calinectly from a quantum authentication protocol,
it still is derived from one indirectly. In particular, conming theorenﬂs and appendﬂt B, we produce an efficient
reduction to a quantum authentication scheme. Thus, th@r&lso holds for that protocol and similar prepare-and-
measure BB84 protocols.

6 Open Questions

One serious drawback of theorﬂn 7 is that it only proves #fgouhen the pseudorandom sequence is secure against
guantumattacks. Intuitively, we should expect that if we use a “pmepand-measure” protocol, such as that in
sectiorﬂ4, and Eve can make only attacks against individuatigms, she should not be able to copy the state, even if
the pseudorandom sequence is only secure against clasgards. The whole protocol and attack can be simulated
classically, so Eve is not sneaking in any additional commfamnal power with the attack, and therefore should not
be able to copy the state. It would be extremely useful to @tbat under these circumstances, the uncloneability
property still holds. That would allow us, for instance, &rform “prepare-and-measure” uncloneable encryption for
messagen today based on an RSA-protected key, and still have infaomaheoretic security fom in the distant
future once quantum computers able to break RSA becomeabliail

A useful practical improvement for the “prepare-and-measprotocol from sectior[|4 would be to give it more
tolerance to channel noise. In particular, the requirertrett’; andCy have good minimum distance is rather strict.
Perhaps this can be improved to alléy andC> to correct general errors, rather than worst-case erratis,afror
ratesy ando + 1.

One might also wish to give the uncloneability property thesttypes of classical protocols. For instance, one
can make a simple uncloneable secret sharing scheme witbhiawes. To do this, take a classical secret strirand
share it agag, a1) for random stringzy, anda; = m @ ag. Both shares are now needed to reconstructe can
make this scheme uncloneable by using an uncloneable dimngechemeS;. Encrypta; with S using keyk;. The
first share of the new uncloneable schem@Sis (ao ), k1), and the second share(iS, (a1 ), ko). That is, each share
contains an encrypted share of the original classical sehphas the key needed to decode the other share. Someone
with only one share of this new scheme cannot copy it with@indp detected, although of course anyone with both
shares can read them and copy them without difficulty. Totererere complex secret-sharing schemes, we need a
good definition of uncloneable secret sharing in generalaVghares is the adversary allowed access to, and when
(and with what shares) do the users check for intrusion?

One difficulty with such generalizations is that it is uncléa what extent the name “uncloneable encryption”
is really deserved. | have not shown that a message protbgtadcloneable encryption cannot be copied — only
that Eve cannot copy it without being detected. Is it possibt Eve to create two states, neither of which will pass
Bob's test, but which can each be used (in conjunction wigtsticret key) to extract a good deal of information about
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the message? Or can one instead prove bounds, for instamtiee aum of the information content of the various
purported copies?

Another interesting open question is to better understhrdrélationships of various cryptographic tasks. Is
guantum authentication exactly equivalent to quantum Kslyibution in some sense, or is there a real distinction
between the two? Also, are other cryptographic tasks fontuma information related to cryptographic tasks for
classical data? There may well be arich structure of intereotions between quantum and classical protocols waiting
to be uncovered.

Finally, the task of uncloneable encryption is not reallpoeivable in a purely classical context. Are there other
useful tasks waiting to be discovered which simply make msador a classical protocol yet are acheivable with the
aid of quantum information?
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A Proof of Claim

We wish to show equatiorf ([L1):
D(P(m)pk(m), P(m/)pk(m’)) < ge + 1/20,/G + 51/GE. (13)
The residual density matriceg for Eve in the case she is not caught are
L 19um)) (60(m)] 4 T pob e (m)) (e (m) 14
L) AR -

N( ’) + [l lnw(m )>H2

whereN (m) = |[|¢x(m))|| andN (m) = [|¢x(m")) |-
Then, by the triangle inequality,

D(Pm)p(m), P o)) < D(Plm mmmmmmmm

“W% ()], |é(m") (6(m)]) (16)
+D (P p(m'), 6 (m")) (6n.(m)] ).
Now,
D(Pm)on(m), [6m)) (6 (m)l) = 5T [Tr oy b)) G o) a7
< gef2, (18)
and similarly,
D(Pm'ypr(m'), 6 (m")) (6 (m)]) < ge/2. (19)

We need, therefore, only to boumi(|¢k(m)> (pr(Mm)], |dr(m")) (Px (m’)|). First, note that

D{(onm) (nmL [6x(m) @n)l) < NnPD (ssslontm) oulml grpmsslontm)) ou) )

+D(£X%z

(m')) (e |m<>wu>0 (20
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2 1 1 / !
= N*D (g 6nm) Gum)], s ) (01
—|—% |N(m)? — N(m')?|. (21)
Now,
/ / / N2 / 1 1 /
(@ulior () = oulmon(m)) = N = NN ) ( 5pl6n ). gslon(n) ) 22
< Jlon)]| - [|lowtm)) = lowm')| (23)
< N(m')5./ge, (24)
where the last line follows from equatilO). That is,
. 1 , N(m') - 5./g
F <W|¢k(m)>a W|¢k(m )>> > N (25)
_,_ (N(m)=N@m)) +5/q¢
~ ¥ (26)
By the triangle inequality and equatilO),
N(m) = N(m') < 5\/ge, (27)
> 1 1 10, /g€
/ _ 2PVae
F (WWk(m))aWWk(m ))) >1 Nim)’ (28)
Thus,
D (gl onm) (uml s lonm) (ou()l) < VIZ P @9)
N(m)? " N(m/)? -
20,/q¢
< N(m)” (30)

Putting together equatiors [16), {14),](19)] (21), dndl,(@@)get

ge + N(m)y/20N (m)\/qe + % ’N(m)2 —N(m’)2‘ (31)
qe + 1/ 20,/q€ + 5./qe, (32)

where we have use (m) < 1 and equation[(27) to bouridV (m)2 — N (m/)2|.

D(P(m)px(m), P )pi(m) )

IN

IN

B Constructing a Prepare-and-Measure Protocol

We wish to construct a “prepare-and-measure” protocol hytiay with a quantum authentication protocol of an
appropriate form. The easiest way to create an efficient tguaruthentication protocol is to use the technique
of [E]: create a set of stabilizer codes with the right prtipe — in the terminology of|E0], they form a “Purity
Testing Code.” Then this will give us a quantum authentimagrotocol.

However, there is a complication. We wish to end up with aquot that, like BB84, works even through a
noisy channel. One obvious way to do this would be to encoéejttantum authentication protocol with a quantum
error-correcting code, but this would destroy the pre@aré-measure structure we wish to have for the final protocol.
Instead, we will devise a quantum authentication protodtl the additional ability to correct errors. An examinatio
of [@] reveals that this does not require modification of deéinition of quantum authentication; we simply add the
property that the transmission (almost always) is acceptezh the data is sent through some particular chatinel
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We will again construct such a protocol from a family of staler codes. Recall that a stabilizer quantum error-
correcting code is an abelian subgroup of the Pauli groupmed by tensor products of the Pauli matrices

() () w8

A stabilizer cod&) detects a Pauli error unless that error is in theget- @, whereQ is the set of Pauli operations
that commute with every element of the stabilizer. A stabilicode corrects a set of Pauli errér# it detects the
product of any two elements éf We can also talk about a stabilizer code which corrects & seid detects a larger
setF D £. This occurs if the code detects all operators which are thdyct of an element froré and an element
from F. (When this is true, the code can distinguish elementg &bm elements of and can distinguish elements
of £ from each other, but cannot necessarily tell elements @fpart.) For more detailed background on stabilizer
codes, seq [21].

Definition 8 Let {Q} be a family of stabilizer codes. Suppose the c@gecorrects the sef;, and detects the set
Fi. (for some decoding algorithm, which will vary wif). LetC be a Pauli channel (i.e., it produces Pauli errors
with various probabilities). Then the sg). } is a purity testing code with errar which corrects the channélif the
following conditions hold true:

1. For afraction at leastl — ¢ of the possible values @&f &;. contains a typical set of Pauli errors produced &y
(one that occurs with probability at least— ¢).

2. ForanyPauli error E (not the identity) £/ € F;, for a fraction at leastl — ¢ of the possible values &f

The first condition is straightforward — it simply means thatst codes in the family should correct errors from
the channel. The second condition is a little more slippérgays that most of the codes will detenty particular
Pauli error, despite the general error correction that inggon. A slight modification of the theorems E[lO] shows
that a family of codes satisfying definiti@ 8 can be used tastrmct a quantum authentication protocol which also
corrects the channél

To create such a family of codes, | will use a concatenatedtsire. The inner layer will be a classical authentica-
tion protocol, giving a family of modest size. This part vs#trve to detect errors which are not corrected. Then will
come a fixed quantum error-correcting code (or perhaps dyfahguantum error-correcting codes), which are de-
signed to correct a channel related’tovhich | assume is memoryless. Finally, for the outsidedaye will perform
Hadamard transforms on some of the qubits; the set of quhitsformed is determined by part/af This will serve
to mix phase and bit flip errors, allowing the classical antleation protocol to detect the phase errors as well as the
bit flip errors.

In principle, any classical authentication protocol sliosiiffice for the inner layer of encoding. However, the
proof techniques used require it to be describable in thalzter language, which limits us somewhat. On the other
hand, the condition for definitid 8 is somewhat weaker thaaaual classical authentication protocol. For instance,
we can use the following encoding: Suppose we have bih messagen, withn = rs.

1. Divide then input bits intor groups of sizes. View each group of bits as an element of the finite fiefelF'(2¢).
Let k be a secret string of sizg also viewed as an element@f'(27).

2. Ther resulting registersng, . .., m,_1 can be viewed as the firstcoefficients of a degreepolynomialf (z).
The final coefficientn,., the constant term, will be chosen so tlfét) = 0. Thatis,, m;k"~* = 0.

3. Alice sendgmy, . .., m,) to Bob, who accepts the message if he receives a list of eegidéfining a polynomial
f'with (k) = 0.

The property we will need for definiti(ﬂ 8 is that, if Eve addy aonzero vector to the transmission, then for a fraction
1 — € of the values of, the resulting string fails the test. To see this, note thattest will be passed only if Eve’s
vector corresponds to a degre@olynomialg with g(k) = 0. However, a polynomial of degreecan have at most
zeros, so whatever polynomiglEve picks, it can pass the test for at most a fractig?® = n/(s2¢) of the possible
values ofk. For suitables, we can easily make this very small.

Note that this is not necessarily a complete classical atittation protocolGF'(2¢) is not algebraically complete,
so whatever polynomial Alice sends might have fewer thareros. In that case, Eve could safely replace it by a
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different polynomial with the same (or a larger) set of zeidavertheless, this protocol will suffice to give a quantum
authentication protocol in conjunction with the other mssing we apply, namely encryption.

We now have a way of encoding anbit classical message as+ s bits; we can extend this linearly to encode
superpositions as well, soqubits are encoded as+ s qubits. We then take a quantum error-correcting code which
encodes: + s qubits in NV qubits, and finally, based on aw-bit classical string, perform Hadamard transforms on
many of the qubits. If théth bit of b is a0, we leave théth qubit of the encoded message alone; ifihebit of b is 1,
we perform the Hadamard on thitn qubit. The result is a purity testing code which also cagerrors.

The quantum error-correcting code must have three presertrirst, it must usually correct the chandgel If
we choose a randoi we are effectively swapping th& (bit flip) and Z (phase flip) error rates for half the qubits
transmitted. In other words, we have transformed to a newretl@’ which is symmetrized between bit and phase
flip errors. (TheY error, which does both a bit and phase flip, could have a @iffieerror rate.) Our error-correcting
code should correct this channel.

Second, in order to perform the final Shor-Preskill step afreduction to a “prepare-and-measure” protocol, we
will need a CSS codﬂ@Z]. Létbe the bit error rate of the symmetrized chantidfi.e., the combined andY
error rates, or equivalently the combinEdand Z error rates). Then, in particular, we want a CSS code thaecty
0N bit flip errors andd N phase errors. Actually, we should piéko be slightly larger than the true error rate so the
code can also correct statistical fluctuations from theayeerror rate.

Third, we need our full concatenated construction to act@siy testing protocol. That is, suppose Eve presents
us with an arbitrary Pauli operatidfi. We wish either for this error to be corrected by the quantodecor detected
by the authentication procedure. To analyze this, we wills@v E is treated by each level of the decoding procedure.
In the outer layer, we perform Hadamard transforms accgrtirthe bit stringh. Whenever we perform a Hadamard,
we convert anX to aZ and vice-versa. This gives us a new Pauli operafiénin most casest’ will have a similar
number ofX's andZs (the number ot’s may be different). The total valués (the total fraction ofX's orY's) and
0z (the total fraction ofY’s or Zs) will therefore be very similar on average.dlif < ¢, the quantum error-correcting
code will correct the bit flip part of the errors; df; < §, the quantum error-correcting code will correct the phase
part of the errors. If there are any bit flip errors left ovegyt will almost certainly be detected in the inner layer of
encoding by the classical authentication scheme. Sinegust a classical authentication scheme, however, rdsidua
phase errors wilhotbe detected. Therefore, we want our quantum error-congctide to have the property that for
any E, for mostE’s produced by Hadamard transforms, either the code wilecobyoth bit and phase flip errors, or
it will leave uncorrected bit flip errors. That is, it shoulriost) never correct all bit flip errors but leave uncoredct
phase errors.

One way (though possibly not the only way) to accomplishithte let the phase error correction rate be slightly
higher than the bit flip error correction rate. That is, weatwa CSS code that corrects a fractiasf bit flip errors
and a fraction + n of phase errors. In sectid)]w 4, we chose two classical cogdemdC>. The CSS code which uses
(1 to correct bit flips and’; to correct phase flips will have the requisite properties.

We can take this purity testing code and produce a quantuheatitation scheme as plO]. To do this, we
take the quantum state, encrypt it, then further encoderigube above purity testing code with random syndromes.
Encrypting the quantum state means performing a randoni lattix (determined by part of the shared secret key)
on each qubit. However, when we move to an uncloneable eticnygcheme, we are simply sending classical basis
states. Therefore, an initial phase randomization stepba&sfect on the state. We thus get the following uncloneable
encryption protocol for an-bit message, based on the classical ey, c1, ¢z, b):

1. Divide then input bits intor groups of size. View each group of bits as an element of the finite fieldF'(2°).
k is a string of sizes, which we can also view as an elementaF'(2°).

2. Ther resulting registersng, . .., m,—1 can be viewed as the firstcoefficients of a degreepolynomialf (z).
The final coefficientn,., the constant term, will be chosen so thigk) = 0. Thatis,) ", m;k"" = 0.

3. Alice XORs the strindmy, . . ., m,.) with the (n + s)-bit stringe, producing a new classical stringof length
n + s bits.

4. Alice creates the basis staie and encodes it using the CSS cddg;, C>} with syndromer; for C; andcs
for Cs.

5. Alice takes the resulting/-qubit state and performs a Hadamard transform on it for éacdtion where the
N-bit stringb is al. The resulting statg)) Alice transmits to Bob.

14



To decode, Bob simply takes the state he receives, revdrsddadamard transforms, corrects and decodes the
state from the quantum error-correcting code, and meatheassulting state (which should be a basis state if all has
gone correctly). He then XORs the resulting classical gtinvith e and divides the result into+ 1 s-bit registers,
viewed as elements @¥F'(2°) — in fact, as coefficients of a degregpolynomial overGF'(2®). He then evaluates
this polynomial at the point € GF(2#), and accepts the message only if he §eds the result. If he does accept, the
message is the first bits of y.

By theorerrﬂS, this is a perfectly good uncloneable encrypgicheme. Unfortunately, the use of quantum error-
correcting codes means it is not a “prepare-and-measunetise. However, following Shor and Preskm14], we can
note that the phase error correction does not influence thedirtcome, so need not be performed. In fact, Alice
could simply measure the state before sending, and it waatlthfluence Eve’s attack or Bob’s decoding at all. For a
more detailed discussion of the Shor and Preskill techniser[l[ 112] 14, 16]. The end result of this procedure is to
give us the “prepare-and-measure” protocol presentedcii .
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