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Abstract

Community decisions about access control in virtual comiiesare non-monotonic in
nature. This means that they cannot be expressed in cumenftonic trust management
languages such as the family of Role Based Trust Manageraegtdges (RT). To solve
this problem we proposBT-, which adds a restricted form of negation to the standard RT
language, thus admitting a controlled form of non-monatityii The semantics oR T,

is discussed and presented in terms of the well-founded r#ess&or Logic Programs.
Finally we discuss how chain discovery can be accomplisbeRT;.
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1 Introduction

Languages from the family of Role Based Trust Managemennéwark (RT),
like most Trust Management (TM) languages are monotonidingda creden-
tial to the system can only result in the granting of addaigorivileges. Usually,
this property is desirable in policy languag@dl]] However, banishing negation
from an access control language is not a realistic optiorfadty as stated by Li
et al. [L7] “many security policies are non-monotonic, or more easpgcified as
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non-monotonic ones”; similar views are expressed by Baaker StuckeyZ] and
by Wang et al. 27] in the context of logic-based access control. This is alge t
for complex distributed systems such as virtual commusitla particular, as we
will show, modelling access control decisions by a comny@is opposed to ac-
cess control decisions by an individual member, cannot tademathout at least a
form of negation, which we call negation-in-context. Asmied out by Dung and
Thang [7/] a TM system should be monotonic with respect to the credestibmit-
ted by the client but could be non-monotonic with respechtodite’s local infor-
mation about the client. Our extension allows a TM systemeimdn-monotonic
not only in a local setting, but also when the context for tiegecan be provided.

Contributions

We present a significant enhancement to the power of the Rilyfarintrust
management languages by propodRig,, an extension oRT,. More specifically
we:

add a single new statement type adding negation-in-cotdestandard RT;
present and discuss the declarative semanti€siof

show that the extension is essential to specify accessatqudticies for virtual
communities.

describe a chain discovery algorithm RT..

Currently, we are usinRT;, to specify and implement virtual community packages
in the context of the Freeband project -SHARE. In the nextiea we discuss
how access control policies in virtual communities motvas to add negation-in-
context to RT. In Sectio the syntax and informal semanticsRT; is introduced.
The formal semantics d®T;, is presented in Sectich We present related work in
Section7 and conclusions and future work in Secti&n

2 Virtual Communities

Virtual communities are groups of individuals with a shargdrest, relationship or
fantasy [L6]. The majority of current virtual communities is interadt@ sharing
audio/video content using P2P systerg][ Taking into account the distributed
nature of virtual communities, special mechanisms for s€centrol must be pro-
vided to ensure secure operations at both intra- and ict@rTunity levels. As
it is often impossible to identify stranger2]], trust must be established between
community members and entities from outside the commumity po allowing a
specific access. We adopt the solution of SPKI/SBEMhere cryptographic keys
are identified instead of entities. This assumes that eadly enthe sole holder of
a particular key. As we do not want to impose a heavy PKI, th&lrirust in a new
key will be low, but this trust will increase over time (witlogd behaviour).

As an example imagine that Alicel], Bob (B), and Carol () decide to form a
virtual community (or just a community for short). At the liging they are the
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only members of the community, but they welcome others to. jBVe represent a
community by a list with an entry for each member. Each enames the com-
munity member and the members it knows about. This knowledgelts from
previous interactions with the community members. In tlaipgy, however, when
we say that one knows another community member we we meaortbas capable
of finding this member later if necessary. Thus, the “knovesation is not neces-
sarily commutative, since one entity can decide to keefktofthe other, but not
vice versa. For example the following list represents thammaoinity of Alice, Bob,
and Carol:

A[B,C] B[A,C] C[A, B|
In this community all members know each other, which meaasehch member
can locate any other member when needed. As the communitysgtdbecomes
harder and harder for each member to have complete infamatout all other
members. Yet the community would like to protect its intggrRather than to re-
quire involvement of all members in decision making, a maeefpical and scalable
approach is to allow decisions about membership to be takendroup of coor-
dinators selected from the community members. This grougpofdinators itself
forms a (sub)community. To find all the coordinators we regjtiat the directed
graph formed by the "knows" relation is strongly connectBois means that each
coordinator has a relationship witt leastone other coordinator in such a way
that all coordinators can be reached. For example in thedisiwv A knows B, B
knowsC' andC' knows B and A:

A[B] B[C] C[B, A]

To become a member of a community or to become a new coordialatbe exist-
ing coordinators of a given community must approve. Trustagement languages
based on logic programming semantics do not support quafribss kind directly.

If one wants to know “if all coordinators approve entiy without explicitly enu-
merating these coordinators, one must check ifrigationof this statement - “is
there any coordinator that does not approve emtity holds. If not, one can con-
clude that all coordinators approve entiy Existing trust management languages
[18] are strictly monotonic, thus do not allow for negation. Eus reason they are
not sufficiently expressive to efficiently model complexlabbrations that com-
monly appear in virtual communities.

Before we can elaborate on this using the example just piedane need to review
the definition ofRT,, and then present our extensig..

3 RT,

3.1 The R{language

RT, contains two basic elemengntitiesandrole namesEntities represent uniquely
identified principals, individuals, processes, publickestc. Entities are denoted
by names starting with an uppercase letter, for exampleB, D, and Alice. A
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role name begins with a lower case letter. Rii,, roles are denoted by the en-
tity name followed by the role name, separated by a dot. FstanteA.r and
Companytesters are roles. To define role membersRip, provides four kinds of
policy statements:

e A.r +— D (Simple MembershipEntity D is a member of the rold.r.

e A.r +— B.r; (Simple Inclusion) Every member of3.r; is also a member of
A.r. This represents delegation from entiyto entity B.

e A.r «— A.riry (Linking Inclusion) For every entityX who is a member of
A.ry, every member oX.r, is also a member afl.r. This statement represents a
delegation from entity A to all the members of the rele;. The right-hand side
A.ry.ro is called dinked role

e A.r +— By.ry N By.ry (Intersection Inclusion)Every entity which is a member
of both B.r; and B.r, is a member ofd.r. This statement represents partial del-
egation from the entity A td3; and toB,. The right-hand sidé3,.r; N By.rs IS
called anintersectionrole. In a policy statememnd.r «+— e we call A.r the head
ande the body. The set of policy statements having the same Head called the
definitionof A.r.

3.2 Extending Rywith negation

RT, and other languages from the RT framework do not supporttimegaAs
argued in Sectio@, this limits expressiveness. Let us first see an exampleg#-ne
tion to enforce the following separation of concerns polievelopers cannot be
testers of their own code”. We would like to expres&®iiisomething similar to the
LP clause:

verifycodd? A) :- teste(? A), not developef? A).

where? A denotes a logical variable. This clause states thaan verify the code

if Ais atester and! is not the developer responsible for the coftd”? - another
member of theRT framework [L8] - supports thresholds and delegation of role
activations; to some exten®7'”” allows to model separation of concerns without
using negation. However, this comes at the cost of havingtoe manifold roles
(cumbersome to work with, in practice). In any case, the gtaswe present in
the sequel cannot be modelled@T””. We define a new type of statement based
on RT, and a new role-exclusion operator

e A.r +— By.r & By.ry (Exclusion)All members of3;.r; which are not members
of By.ry are added tol.r.

Example Using theS operator we can solve the separation of concerns problem as
follows:

Companyverifycode<— Companytester © Companydeveloper (1)

Suppose that botAlice and Bob are testers but Alice is also a developer of the
4
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code:

Companytester<— Alice Companytester<— Bob
Companydeveloper— Alice

We see that credentidldoes not make Alice be a member of the
Companyverifycode role. Thus, only Bob can verify the code.

3.3 Modelling virtual communities using RT

Having given a simple example and its representation in,R#e now return to the
more complex scenario of community decision making frontisac.

Recall that we have a community of coordinatoislice (A), Bob (B), andCarol
(C). Assume that another entity - s&y - wants to join this community and asks
Alice for approval. Alice can acceptD as a new coordinator locally, but before
making the final decision she must check if there is no olgadtiom other coordi-
nators. A coordinator expresses the objection using a seddaback list An entity
that is on the black list of one of the coordinators will notdezepted as a new
coordinator.

Table 1 shows the minimal definition, and the descriptions of thesalsed by
coordinators. We see from Tallehat some roles are mandatory while the others
are not. For instance the raofitisagreeToAdanust be defined by each coordinator.
On the other hand, the roleiCoord, allCandidatesandaddCoordcan be defined
as needed by a coordinator. Special attention must be givére tdefinition of the
disagreeToAddole. For example, a coordinator can use the following angdkto
say that she distrusts any entity she does not accept locally

A.disagreeToAdd— A.allCandidates> A.agreeToAdd

If a coordinator trusts other coordinators to select caateisl she can leave the
agreeToAddole empty and use helisagreeToAddole to block some candidates.
For exampleAlice can putE on her black list to disallowt to become a coordina-
tor, and simultaneously accept all other candidates pexpbyg other coordinators:

A.disagreeToAdd— E.

Table 2 shows the roles and their members as seen by Alice, Bob, aral. Ga
this table, we assume that Alice agrees locally to Bdak a new coordinator. Also,
Bob and Carol have no objection to afidas a new coordinator, bi is on Alice’s
black list andF" is on the black list of Bob and Carol. As a consequence, dhiy
the member of thaddCoordrole of Alice. Bob and Carol do not have to define the
allCoord, allCandidate$ , objectionToAddandaddCoordunless they themselves
add a new coordinator.

9 A coordinator must define thallCandidategole if she defines thdisagreeToAddole in terms
of theagreeToAddole.
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Table 1
Roles used by coordinators

Op-
Definition (for coordinatord) Description tio-
nal

A coordinator uses this role to express that she
approves an entity. The role has a local mean-
ing. It is not sufficient to be a member of the
agreeToAddole to become a coordinator. |t
is necessary that no other coordinators says
that an entity is a member of heisagree-
ToAddrole. TheagreeToAddole, through the
allCandidatesole, provides context for the
operator in the definition of the treddCoord
role.

A.agreeToAddk— [set of entities

A.disagreeToAdd— This role is used by a coordinator as a black
[see description in the tdxt | list.

This role contains all the coordinators known

A.coord«— [set of entitiek by a coordinator

This role allows a coordinator to iterate over
all entities connected by thmordrole. This | [
role, if defined, contains all the coordinators.

A.allCoord+— A
A.allCoord+— A.allCoordcoord

A.objectionToAdd— A coordinator can use this role to obtain 81||D
A.allCoorddisagreeToAdd | entities for which there is any objection.

This role, if defined, contains all the candi-
A.allCandidates— date coordinators locally accepted by any|of,
A.allCoordagreeToAdd | the coordinators. Used as the context for the

© operator in the body of theddCoordrole.

A.addCoord— A.allCandidates> | Afer becoring & member of this role, a can-
A.ObjeCtionTOAdd idate coordinator becomes a new coordingtan

and becomes a member of tbeordrole.

4 Semantics

The semantics of trust management languages is typicalgngoy a translation
into Logic Programming (LP)1[8]. We will follow the same route. Trust man-
agement credentials are by definition distributed amonfgreifit principals. The
use of negation creates an additional difficulty, also bsean logic programming
various different semantics exist to cope with negation. hafee chosen to use
the Well-Founded (WF) semantic$( for the reasons sketched below. The WF
semantics imposes no restrictions on the syntax of progrprogides arunique
model for each program (as opposed to e.g. the stable monelngies [L1]) and
enjoys an elegant fixed-point construction.

The WF semantics basically works as follows (we refer theregted reader
to [1Q] for details): For a program, consisting of a set of rulese aeratively
builds positive and negative facts. Positive facts areinbthas usual; any fact
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Table 2
Adding a new coordinator P is successfulF, F fail (N D = Not Defined)
ho] o
3 g5 2
S [ = ©
5 = S| 8| S S
T |3 3 & 5| 8 S
S > e |2 | =& 3
(&} @© @®© @© © [s) @®©
Alice (A) | {B} | {D} | {AB,C} | {D} | {E} | {EF} | {D}
Bob (B) || {C} { ND | ND |{F} | ND | ND
Carol (C) || {BA} | {} ND | ND |{f} | ND | ND

that can be derived by a rule from the already found factsdeddNegative facts
are obtained from ‘unfounded sets’ which contain curreatigecided facts which
no rule can derived even when the elements of this set arecsetundecided to
false. Thus setting this unfounded set to false will not@eantradictions. As we
cannot always obtain a positive or negative version of eacth) some atoms will
remain undecided and be assigned the value ‘undefinedthee/VF semantics is
three valued.

In a TM system it is impossible to avoid circular referencaas] we cannot ex-
pect policies to be (locallyjtratified Stratification basically means that one can
restructure a logic program into separate parts in such athatynegative refer-
ences from one part refer only to previously defined partghd\it the possibility
of local stratification we cannot refer to tiperfect model semanti¢g3]. For the
same reason, we certainly have to refer tini@e valued semanticdNext to the
truth valuestrue andfalse we have to admit the valuaghdefined In short, this
is because we cannot expect the completion of a policy to benaistent logic
program in the sense described 2%].

The handling of positive circular references, afivr «— B.r B «—
A.r} should be done in accordance with the semantid®®Tf we should obtain
that some entities, for examplé, do not belong toA.r. This forces us to exclude
Kunen’s semanticslp] (i.e. the semantics of logical consequences of the com-
pletion of the program together with the weak domain closggumptions), and
Fitting’s semanticsg]: in both semantics the query “doésbelong toA.»?” would
returnundefined The WF semantics does return false for this membership/quer

Example 4.1 Consider the prograr® with the following clauses:
pi-q. q - p. ri-q. s - . t - —s. U - S,

In the well-founded model P we have thap andq are falser is true ands, ¢, and

u are undefined. (On the other hand, all predicates would befuradl in Kunen’s
semantics.)
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4.1 Translating RTto GLP

We first give the translation to LP f&T, and, using this translation, the semantics
of a set ofRT, policy statements. Next we extend this to a translation fROln to
GLP and the semantics for a setR®f., policy statements.

The semantics of a set BfT, policy statements is commonly defined by translating
it into a logic program18]. Here, we depart from the approach of Li et al8] by
referring to the role names as predicate symbols. The sgaiedy «— D is, for
example, translated to A, D) in the Prolog program. Intuitively;(A, D) means
that D is a member of the rold.r.

Definition 4.2 Given a setP of RT, policy statements, theemantic program
SP(P), for P is the logic program defined as follows (recall that symbtdsts
ing with “?” represent logical variables):

e ForeachA.r «+— D € P add toSP(P) the clause (A, D)

e ForeachA.r «+— B.r; € P add toSP(P) the clause(A,?7) - r(B,?Z)

e Foreachd.r «+— A.ry.ry € PaddtoSP(P)the clause(A,77) :- r1(A,7Y),
ro(?Y, 7))

e For eachA.r «— B;.ry N By.ry € P add toSP(P) the clause (A, 77) :-
7“1(31, ?Z), TQ(BQ, ?Z)
Thesemantic®f a role A.r is a set of memberg that make the predicatd A, 7)
true in the semantic programd.r]p = {Z | SP(P) Er(A, Z)}

We write SP(P) = r(A, Z) if r(A, Z) is true in the unique well-founded model of
P. (For negation-free programs this model coincides witHehst Herbrand model

used for the semantics &T, by Li at al [18].) We now extend the translation of
RT, to that ofRT; by adding the translation of the exclusion rule.

Definition 4.3 Given a setP of RT, policy statements, theemantic program
SP(P), for P is thegenerallogic program defined as follows:

e For eachA.r «— B.ry © B.ry € P add toSP(P) the clauser(A,?Z) :-

r1(B1,77), —ry(Bs, 7 Z)

e All other rules are as in definitiof.2

Thesemantic®f a role A.r is a set of memberg that make the predicai€ A, 7)

true in the semantic programd.r]p = {Z | SP(P) Er(A, Z)}

Note that, unlike before, the value of the semantical pnognaay give value ‘un-
defined’ forr(A, Z). In this case the agett is not considered to be a member of
the role, nor of the negated role.

Example 4.4 Consider a system with entities, B, C, D, rolesA.r, B.r andC.r
and the following policy rules:

Ar+—— BroCr Cr+«—BroAr Bor+«—D

HereD is a member o3.r, however,D is not a member of eithet.r or C.r. Note
that as a result we have that despite the presence of thdnuke— B.r & C.r the
role B.r can have members that are neitherdim nor inC.r.

8
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The rules forA.r andC.r in the example above are referred to as negative circular
dependenciesd.r depends negatively ofi.r andC'.r, in turn, depends negatively
on A.r. The example shows that care is required when reasoning gbbcaies
which have negative circular dependencies.

4.2 Virtual Communities - translation to GLP

Having introduced an example of virtual community decisioaiking in Sectior?,

its formalism in Subsectio3.3 we now give the GLP semantics of the example.
TranslatingRT;, credentials to GLP is straightforward using the rules preegkin
Subsectiom.l For the convenience of the reader we present a completeypoli
and the corresponding GLP rules Appendix A If one asks Alice to add to
the group of coordinators she needs to chedk i a member of thé.addCoord
This is equivalent to checking whethaaldCoord(A,Dholds after the translation to
GLP. She does this by checking whetligis a logical consequence of the semantic
programS P(P) by first finding the semantics of the rodeaddCoordand checking

if it contains entityD. The semantics of the rolk.addCoordwith respect to the
programP is as follows:

[A.addCoordr = {D}.

The semantics of the rolésallCandidatesand A.objectionToAddthese roles de-
fine the roleA.addCoord are shown below:

[A.allCandidatef> = {D} [A.objectionToAdd, = {E£, F'}.

The semantics of a role may also be an empty [g8tagreeToAdd» = {}.

5 Credential Chain Discovery

In this section we extend the standard chain discovery ilgorto RT; following

the construction of the well-founded semantics. Recatl it definition of a role
A.r is the set of all credentials with heatlr. We assume thatl stores (or at
least, is able to find) the complete definition of each of héegd.r, i.e. that the
credentials involved are issuer-traceable. The main diffian the chain discovery

is to obtain thaf3 is not a member of a linked rolé.r.»’. For this we need to check
that every potential membér of A.r does not have? in its role C.r’. So who are
the potential members of.»? Thanks to negation in context we can provide a
reasonable overestimation of this set using chain disgdeeRT:

Definition 5.1 For a policy P the context policyP+ is the policy obtained by
replacing each credential of the fotdy «+— B;.ri©By.r5 € Pby Ar «— By.ry
and leaving the other credentials unchanged. We[eal]». the contextof the
role A.r.

The following lemma relates roles with their contexts.

9
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Lemma 5.2 For any policyP and role A.r we have: IfSP(P) = r(A, B) then
SP(P+) =r(A,B) andif SP(P+) |~ r(A, B) thenSP(P) = —r(A, B).

The first part of this lemma states that any role is containé$ context[A.r]p C
[Ar]py. If B € [Ar]p this means that(A, B) is undefined or false i$ P(P).
The second part of the lemma states thaBif¢ [A.r]», it must be the latter,
r(A, B) is false inSP(P). In the algorithm below we build a set of credentials
C together with a set of context membership fafts and a set of positive and
negative membership facfs

Step 1 InitialiseZ = 0, Z+ = () andC = the definition of roleA.r.

Step 2 Discover context and credentials (classical chain disgofor Z+ and(C).
We look for new credentials top down; any credential thatl@gossibly be rel-
evant for roleA.r is added taC. We look for the context ofd.r bottom up; any
fact that can be derived from the credentials that we havedos added t&@+.
Repeat the following until no changes occur: For each crigglenf the following
formin(C:

[B.’f’() — C] add’f’Q(B, C) toZ+

[B.ro «— C.r1] add the definition of”.r; to C and add-(B, D) to Z+ for all
T (C, D) in Z+

[B.rg «+— Ci.r1 N Cy.ro] add the definitions of”;.r; and C5.r, to C add
ro(B, D) to I+ whenever (Cy, D) andry(Cs, D) in Z+.

[B.rg «— C.ry.r5] add the definition ofC.r; and, for each;(C, D) € 7+,
the definition of D.r, to C. Add r¢(B, D) to Z+ whenever for somé&” we have
r(C,Y) andry(Y, D) in Z+.

[B.rg +— Cy.rp © Cs.1r5] add the definitions of”;.r; and Cs.r; to C, add
ro(B, D) to Z+ for everyr,(Cy, D)

Step 3 Discover positive facts iff (extended chain discovery 1).
We updateZ similar to Z+ in the previous step, only the last case) (changes.
Repeat untilZ does not change, for credentialgdmof the following form:

[B.rg «— Claddry(B,C)toZ

[B.rg «— C.ri]addry(B, D) toZ forallr (C,D)inZ

[B.rg «— Cy.r1NCy.rp) addry(B, D) toZ whenever (Cy, D) andry(Cy, D)
inZ.

[B.rg «— C.ri.rp] Add ro(B, D) to Z whenever for som& we haver; (C,Y)
andry(Y, D) inZ.

[B.rg «— Ci.r1 © Cy.rp] @add (B, D) to Z wheneverr,(Cy, D) € Z and
either(—ry(Cy, D)) € Zorry(Cy, D) & T+.

Step 4 Discover negative facts b (extended chain discovery 2).

We search for facts which are useful when negatéd imitialiseZ/ = (). We say an
atomr(X,Y) isnot yet false (NYH¥ itis a member of the context and not assumed
or known to be false, i.ex(X,Y) € 7+, r(X,Y) ¢ U and—r(X,Y) ¢ Z. Afact
ro(Cy, D) is useful if it is not yet false andr,(Cs, D) can be used to derive a fact,
i.e. B.rg «— C1.rp © Co.ry € C andry(Cy, D) € Z. Choose one useful fact and
add it tolA.

10
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Next we try to show that facts it are false by showing that no rule can possibly
derive a fact iri/. To achieve this we may need to assume that other facts are als
false, i.e. add them .
For each fact:(B, D) in 4 and matching rulé3.r «— e € C perform:

[B.r «— (] Do nothing.

[B.r «<— C.r] This rule cannot be used to derivéB, D) if r(C, D) is false
thus if 1 (C, D) is NYF then add it td/.

[B.r «— Cy.r1 N Co.ro] If r(Cy, D) andry(Cy, D) are both NYF then choose
one to add t@/.

[B.T — 01-7“1 o 02.7’2] If rl(Cl,D) is NYF andT’Q(Cg,D) g 7 then add
7“1(01, D) told.

[B.r «— C.ry.rp] For all Y with v (C,Y) NYF: If ro(Y, D) is NYF choose
one ofr(C,Y) andry(Y, D) and add it td/.

* Try each possible choice in the substep above and if thetiegdl has no
elements in common with then add-1/ to Z.
Repeat steps 3 and 4 urifiremains unchanged.
(End of algorithm.) The algorithm correctly finds the mensbef the roleA.r:

VB: r(A,B) eI < Be[Ar]p

It follows the steps in the construction of the well-foundeanantics in such a way
thatZ is, at each stage, a sufficiently large subset of the weltded model.

6 Implementation

In the current prototype storage is centralised and we assbat all credentials
can be traced by the issuer. In such a case, Linear resolutibrSelection func-
tion for General logic programs (SLG) resolution of XSB wlcan be used to
compute answers to queries according to the WF modeRfBy [5]. XSB is
a research-oriented, commercial-grade Logic Programrmystem for Unix and
Windows-based platforms. XSB provides standard prologtionality but also
supports negations and constraints. Using SLG resoluti®B ¥rolog can cor-
rectly answer queries for which standard prolog gets loaniinfinite branch of a
search tree, where it may loop infinitely. A number of integato other software
systems including Java and ODBC are available. DLV data8pard the Smod-
els systemZ20] can also be used to provide an initial implementatio®df,. The
DLV system B] is a system for disjunctive logic programs. It is distribdtas a
command line tool for both Windows and Linux operation sgste DLV is capa-
ble of dealing with disjunctive logic programs without fuion symbols allowing
for strong negations, constraints and queries. DLV usesdifferent notions of
negation: negation as failure and true (or explicit) negatBy default, DLV han-
dles negation as failure by constructing the stable moaeésécs for the program.
This standard behaviour can be changed using a commandgti@@nd then a
WF model is built instead. The true or explicit negation egses the facts that

11



CzENKO, TRAN, DOUMEN, ETALLE, HARTEL, DEN HARTOG

explicitly are known to be false. On the contrary, negatisiiedlure does not sup-
port explicit assertion of falsity. Models of programs antng true negation are
also called “answer sets”. The Smodels syste@ provides an implementation of
the well-founded and stable model semantics for rangeictsd function-free nor-
mal programs. The Smodels system allows for efficient hagddf non-stratified
ground programs and supports extensions including buiitctions, cardinality,
and weight constraints. The Smodels system is availaliiereéts a C++ library
that can be called from user programs or as a stand-alonegomnogith default
front-end (parse. We implemented the program introduced in sub-sectiorod.3
three systems: XSB, Smodels and DLV. To test the performahtiee program
on these systems, we use two parameters: number of coandir(@oords) and
number of iterations (Iters). The higher the number of cowtbrs is, the more
complex the program is. The program is also executed regligatecompare per-
formance more correctly. Tabk.2 in the appendix reports the execution time of
the program measured by the CPU time obtained. We cannotarentipe execu-
tion time between XSB and the other two DLV and Smodels bex&B is the
goal-oriented system while DLV and Smodels build and rethtenwhole model
for the program. Because of this XSB is faster than the othersystems. DLV
provides better execution time than Smodels, especialgmvthe complexity of the
program increases.

7 Related Work

So far little attention has been given to trust managemenirinal communities.
Most of the existing approaches focus on reputation-basstimodels in P2P net-
works [26]. Abdul-Rahman and Hailesl] propose a trust model that is based
on real world social trust characteristics. They also finunfal logic based trust
management to be ill suited as a general model of trust. Teepitus claim they
refer to the early work of Burrows and Abadl][ and Gong, Needham, and Ya-
halom [L2], which are more relevant to formal protocol verificatiomanhto formal
reasoning on trust management. To support their work tregyndhat logic based
trust management systems are not suitable to be automadteckxisting literature
on automated trust negotiation (ATN) yields a contradictetatement (see Sea-
mons et al. 24]). Pearlman et al.41] present a Community Authorisation Service
- a central management unit for a community that helps toreafthe policy of a
virtual community. Such a central point of responsibilityeg not fit well in the
spirit of P2P networks because of their highly distributaetune. Pearlman et al.
also require that there a centralised policy exists for auglrcommunity. How-
ever, the policy of a virtual community may have a distrilobutdaracter and can
be seen as a product of the policies of the community memligwslla and van
der Torre B] take the same direction and emphasise the distinctiondstwautho-
risations given by the Community Authorisation Service gednissions granted
by resource providers in virtual communities of agents.yTiegard authorisation
as a means used by community authorities to regulate thssofeustomers to
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resources that are not under control of these authoritiesoring to Boella and
van der Torre, permission can be granted only by the actaalree owner.

As we conclude in Sectiof, virtual communities are also not supported by
the existing trust management languages, even though tieeadeequirements for
such languages have been investigagil |

Herzberg et al. propose irly] a prolog-based trust management language
(DTPL) together with a non-monotonic version of it (TPL).éihapproach is very
different from ours in the sense that TLP allows fagative certificatesamely
“certificates which are interpreted as suggestions notust @ user”. This far-
reaching approach leads to a more complex logical inteapost, which includes
conflict resolution. As opposed to this, our approach isnaaily simpler and
enjoys a well-established semantics. Jajodia etld], (Wang et al. 7], Barker
and StuckeyZ], have in common that they imposetatifieduse of negation. Be-
cause of this, they can refer to the perfect model semanfisswve explained in
Section4, in the context of DTM, we cannot expect policies to be dieati Our
approach is thus more powerful than the approaches basée stratifiable nega-
tion. Dung and Thang in7] propose a DTM system based on logic programming
and thestable model semanti¢$1].

8 Conclusions and future work

We present the languad®l., which adds a construct for ‘negation-in-context’ to
theRT, trust management system. We argue the necessity of sucktuadand il-
lustrate its use with scenarios from virtual communitiesottannot be expressed
within the RT framework.

We provide a semantics f&T, by translation to general logic programs. We
show that, given the complete policy, the membership latian be decided by
running the translation in systems such as XSB, DLV datalody @models. We
also show how, for the case that credentials are issueralpéedl9], the chain
discovery algorithm foRT, can be extended t8T.. We are currently employing
RT; to specify virtual community policies in the Freeband pcbjeSHARE. In the
future we plan to examine the complexity of the presentedncti@covery algo-
rithm, ad hoc methods to minimise communication overhead safe methods for
chain discovery in non-‘issuer traces all’ scenarios. A parnson with reputation
systems will also be made.

In section5 we have assumed that the credentials are issuer traceabthan
we are able to obtain all relevant credentials. In our sgerthars is realistic; as
the coordinators play a central role, they are generallyrassl to be available
sufficiently often and have sufficient resources to stor@ then credentials. In
general collecting all credentials can be difficult, for exae, credentials may be
stored elsewhere, entities may be unreachable or messayebarost. In such
a situation, we cannot safely determine thais not in B’s role r by absence of
credentials. Instead we could askto explicitly state thatd is not a member of
B.r. This is sufficient if we know the context of a role (and thusiehhnegative

13



CzENKO, TRAN, DOUMEN, ETALLE, HARTEL, DEN HARTOG

facts we need). More advanced mechanisms to guaranteg séfeiles and a
precise definition of which policies are safe using which hagism is subject of
further research.
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Appendix A
Table A.1
Virtual Community - translation to GLP

RT5 rules GLP semantics
A.addCoord— A.allCandidates> addCoordA, ?Y):- allCandidate§A, ?Y"),

A.objectionToAdd —objectionToAddA, 7Y).
A.allCandidates— allCandidategA, 7Y'):- allCoord 4, 77),

A.allCoordagreeToAdd agreeToAd{?Z, ?Y).
A.objectionToAdd— objectionToAdd A, ?Y):- allCoord A, 7 Z),

A.allCoorddisagreeToAdd disagreeToAd(r Z, 7Y).
A.disagreeToAdd— A.allCandidates> | disagreeToAd@4, 7Y ):- allCandidategA, 7Y),

A.agreeToAdd —agreeToAddA4, 7Y).
A.allCoord«+— A.allCoordcoord allCoord 4, ?Y):- allCoord A, ?Z),

coord?Z,?Y).
A.allCoord«+— A allCoord 4, A).
A.coord+— B coord A, B).
B.coord«+— C coord B, ().
C.coord«— B coord C, B).
C.coord+— A coordC, A).
A.agreeToAdd— D agreeToAddA, D).
A.disagreeToAdd— FE disagreeToAd4, ).
B.disagreeToAdd— F' disagreeToAd@B, F).
C.disagreeToAdd— F' disagreeToAd(C, F).
Table A.2
Execution time of the program on the XSB, SMODELS, and DL\ayss
10 Coords 30 Coords 50 Coords
Num. of Iterations Num. of Iterations Num. of Iterations

1 10 20 1 10 20 1 10 20

DLV 0.05s| 0.81s| 1.54s| 0.06s| 0.83s| 1.55s| 0.07s| 0.86s| 1.60s
SMODELS | 0.12s]| 1.22s| 2.32s| 0.16s| 1.35s| 2.66s| 0.19s| 1.53s| 2.94s
XSB ~
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