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A bstract

W epropose am ethod for engineering security protocols that are aw are
of tin ing aspects. W e study a sin pli ed version of the wellknown N eed—
ham Schroederprotocoland the com plete Y ahalom protocol, where tin ing
inform ation allow s the study ofdi erent attack scenarios. W em odelcheck
the protocols using UPPA A L. Further, a taxonom y is obtained by study-
ing and categorising protocols from the well known Clark Jacob lbrary
and the Security P rotocol O pen R epository (SPORE) lbrary. Finally, we
present som e new challenges and threats that arise when considering tim e
in the analysis, by providing a novelprotocolthat uses tim e challenges and
exposing a tin ing attack over an Im plem entation of an existing security
protocol.
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1 Introduction

Security protocols {like distributed program s In general{ are sensitive to the
passage oftim e. W hy then, dom ost m ethods for the form alanalysis of security
protocols [, B, B, M] not take tim e into account? T he answ er is that ignoring
tin e sin pli es the analysis, at the cost of m aking the analysis less realistic.
T he role of tim e in the analysis of security protocols has recently received som e
attention, but this attention hasbeen con ned m ostly to tim estam ps, which we
discuss m ore thoroughly in the Related W ork section. Here we focus on other
issues related to tim Ing in the analysis of securiy protocols. It is our intention
in this paper to expose these issues clearly so analysis approaches can address
them thoroughly.

In the design and in plem entation ofa security protocoltw o aspects oftin ing
m ust be considered at som e stage:

Tine can In uence the ow ofmessages. For instance, when a m essage
doesnot arrive In a tim ely fashion (ie. tim eouts), retranam issionsor other
actions have to be considered.

T Im e nform ation can be used in the protocolm essages (eg. tin estam ps).

The In uence oftim e on the ow ofm essages is not considered by state of
the art m ethods Pr analysing protocols. However, we believe i to be crucial
because (1) If the protocol does not decide what action to take in the case of
tin eouts, the im plem entation w ill eventually have to consider these issues; (2)
The e ciency and security of the in plem entation depends critically on these
soeci ¢ decisions; and (3) The tin Ing of message ows in a protocol can be
exploited by an attacker. A s an exam ple of such an exploit we describe a tin ing
attack on an im plem entation of Abadi’s P rivate A uthentication protocol

M aking judicious use of tim ing inform ation in a protocol has received at-
tention but m ostly in the lim ited setting of using tin e stam ps as opposed to
nonces. T in e nform ation can be used to In uencem essage owsaswell W e i
lustrate thisby designing a novelprotocolthat usestim ed challenges, ie. special
m essages w hich controlthe tin ing of a protocol.

Sum m arising, we believe that tin Ing issues are an In portant and hitherto
nsu ciently studied aspect of the design and in plem entation of securiy pro—
tocols. T his paper presents a step tow ards a theory that includestine asa rst
class citizen in securiy protocolanalysis.

1.1 Contributions

O ur study covers several issues in the study of tin e in security protocols.

F irstly, in Sectionlll we study which kinds tin ing issues, like tin eouts and
retrangm issions, m ay arise in the study of security protocols. W e then
proceed in Section Ml to present a m ethod for the design and analysis of
security protocols that consider these tin ing issues. T he m ethod is based



on m odelling security protocols using tin ed autom ata M]. In support of
the m ethod we use UPPAAL W] as a tool to sinulate, debug and verify
security protocols against classicalsafety goals like secrecy and authentica—
tion, In a real tim e scenario, using reachability properties. A s exam ples,
we analyse a sinpli ed version of the Needham Schroeder protocol [ll]
and the fiilllYahalom protocol M] in Section M.

Secondly, in Sectionll, we categorise the protocols from the Clark and
Jacob lbrary and the SPORE lbrary into di erent pattems of m essage
ow s w ith tin eouts. W e analyse the e clency and security ofeach ofthe

pattems.

Finally, in Sectiorll we illustrate som e novel opportunities and di culties
that appear when considering tim e in the design and analysis of security
protocols.

First, in Section Ml we give an exam ple protocol that accom plishes au—
thentication by exploiting the tim eliness of m essages. T he protocol uses
tin e in a conceptually new way, by em ploying tin e challenges as a re—
placem ent for nonces.

A s a second exam ple of a noveldi culty in Section M, we describe how
tim ing attacks ] can be applied to security protocols, by describing an
attack over Abadi’s private authentication protocol M]. A lthough these
protocols can be m odelled as tim ed autom ata, thus pem itting general
veri cation, we lave the detailed veri cation as future work since for
this we need a m odel checker that is also prokabilistic (ke Hl] or FH]):
our nondetemm inistic intruder of UPPAAL is too powerfil]l, since it can
alw ays guess correctly tin es and values even if the probability of guessing
isnegligble.

1.2 Related W ork

M any approaches ocus on the study of protocols that use tin estam ps [, I,
N

Recent work of Delzanno etal. ] presents an autom atic procedure to
verify protocols that use tim estam ps, lke the W ide M outhed Frog protocol. In
their work, di erently from ours, a global clock is assum ed, and tin eouts and
retransm issionsare not discussed . Evansand Schneider ] present a fram ew ork
for tin ed analysis. D i erently from our (UPPAAL) m odel checking, it is based
on a sam idecision procedure with discrete tine. In that work, the usage of
retranam issions is hinted at as fitture work, but not (yet) addressed. Lowe [l]
also analyses protocols w ith tin ing Infom ation; his work shares w ith us the
m odel checking approach, although Lowe’s approach isbased on a discrete tin e
model. A global clock is also assum ed, and tin eouts nor retranam issions are
addressed. C loser to ours is the work of G orrieriet al. ], in which a realtim e
process algebra is presented for the analysis of tin e-dependent properties. T hey
focus on com positionality results, and no m odel checking is presented. G orrieri



et al. also show how tin eouts can be m odelled, although retranam issions are
not discussed.

Regarding our tin ing attack upon Abadi’s protocol, Focardiet al Jll] de—
velop form alm odels for Felten and Schneider’s web privacy tin ing attack [l];
their m odelling activity sharesw ith our work the idea ofusing tin ed autom ata
for analysis, although our attack illustrates a tim ing attack over a \pure" secu—
rity protocol.

2 T in eouts and retransm issions

To illustrate how tim e In uences the analysis of security protocols (even when
it does not explicitly use tin ng inform ation), consider the follow ing protocol,
w ritten in the usualnotation:

1:A ! B : Magp
2:B ! A H MBA

Here, rst A sendsmessage M pp to B, and later B sendsmessage M g »

to A . This high-level view does not consider tin ing. To consider tine, we

rst need to assum e that both A and B have tim ers. In this paper, we do not
require tin ers between parties to be synchronised (see below for a discussion).
T he next step consists in distinguishing the di erent operationsthat occur, w ith
their respective tim es. In Step 1, it takes som e tin e to create M p 5 . T he other
operation that takes tin e is the actual sending of the m essage, . the tine i
takesM pp to travel from A to B . This tranam ission tin e is unbounded, since
the m essage m ay be lost or intercepted, and therefore A m ay need to tim eout:
After A sends M g, she starts a timer that will tin eout if M g5 (Step 2 of
the above protocol) is not received after som e waiing, say ta CFjgurel 1)) .
C larly, ta should be greater than the tin e of creating M 5 » , plus the average
tin e of sending both M a3 and M za . In general, A does not need to start
waiting for a response inm ediately affer sending a m essage; for instance, A
could hibbemate (or start doing anothertask) for som e tim e 55 before beginning
to expect the response M g . This results n a windowed tin eout F igurell
(ii)). Typically, the values for s, and tn depend on in plem entation details.
However, an in plem entation independent quantitative analysis could already
give an early indication of what attacks can be m ounted for som e values that
are no longer possble for others (eg. a snallert, and a larger s, ).

Another issue that is not considered either is that the action to be taken
when a tin eout occurs is sensitive. T ypically, the In plicit assum ption is that
the protocol should abort, as it is the case in Figurell (1). This m eans that
the protocolparty that reaches the tin eout deduces that a fault has happened.
However, aborting m ay not consist only of stopping execution altogether. For
exam ple, if we consider protocols w ith severalparties, we m ay w ish that when
a party tin eouts it also com m unicates its decision to abort to other, still active
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parties. For instance, consider the follow ing protocol:

1:A ! B : Mas A starts tim er expecting M g a
2:A'! S : Mas S starts session tim er
3:B ! A M MBA

Here, if A tim es out on Step 2, i could com m unicate the abort decision to
S, as shown in in Figurel @ii).

Aborting execution is not the only feasble action to perform after a tim e—
out W], and in principle protocols could successfiillly execute when m essages
do not arrive at certain m om ents. Even ifwe do assum e that a faul occurred,
aborting m ay not be the best choice: som etin es, m essage retranam ission is a
better, m ore e cient and also m ore realistic option, as depicted in Figure Ml
(iv) . In this case, a question which arises is whether to retranam i the original
message M rg PrFigurell (iv)), or to recom pute som e parts before resending
the m essage. Here, the tradeo is, as usual, between e ciency versus security.

T in e Infom ation can also be Included in the contents of M o5 and M g5 .
A typicalvalue to include is a tin estam p, to prevent replay attacks. H owever,
this requires secure clock synchronisation of A and B, which is expensive (see
M ills ] for a security protocolto achieve this). In fact, this is the reason for
which Bellovin et al. recom m end to sw itch to nonces in the K erberos protocol
M. Recently, the analysis of security protocols using tin estam ps has received
considerable attention from the research communiy (see Related W ork in Sec—
tion M) . T herefore, in this paper we do not pursue this direction.

3 A M ethod for Analysing Security P rotocols

W e use tin ed autom ata W] to m odel protocol participants, and this has several
advantages. F irstly, ourm ethod requires the designer to provide a precise and
relatively detailed protocol speci cation, which helps to disam biguate the pro—
tocol behaviour. Secondly, tim ing valies like tin eouts need to be set at each
state, while retransm issions can be speci ed as transitions to other protocol
states.



O nce m odelled as autom ata, the protocol can be fed to the realtim e m odel
checker UPPAAL, which allow s the protocol to be sin ulated and veri ed. T he
sin ulation provides the designer w ith a good insight of the inner workings of
protocol, and already at this stage soeci ¢ tin ing values like tim eouts can be
tuned. Then the designer can proceed w ith veri cation of speci ¢ properties.
A susual n m odel checking, veri cation of the protocol is autom atic for nite
scenarios.

The resulting autom ata m odel is an inform ative and precise description of
the security protocol, and thus, it provides a practicalway to strengthen in ple—
m entations while keeping e ciency in m ind.

A s a third and nalstep we propose to transfer tim ing inform ation back to
the high level protocoldescription. T his serves to highlight the role of tine In
the In plem entation, but also (as we w ill dem onstrate in Section ), to m ake
tin ing an integralasgpect of the protocoldesign.

3.1 Timed autom ata and UPPAAL

In this paper, the tin ed autom ata of A lur and D ill are used form odelling M.
In general, tin ed autom ata m odels have an In nite state space. The region
autom aton construction, however, show s that this In nie state space can be
m apped to an autom aton with a nite number of equivalence classes (regions)
as states M]. Finite-state m odel checking techniques can then be applied to
the reduced, nite region autom aton. A number of m odel checkers for tin ed
autom ata is available, for instance, K ronos ] and UPPAAL M.

P arallel com position of autom ata is one of the m ain sources for expressive—
ness. This operation allow s to decom pose com plex behaviour, thus supporting
transparent m odelling. W hen com posing autom ata in parallel, we need also to
provide som e form of comm unication. For the tin ed autom ata we use In this
paper, com m unication com es in form ofhand-shake synchronisation. Two par—
allel autom ata can share a synchronisation channel, ie. both have a transition
labelled w ith a com plem enting channelnam g, eg. synchronise! (and synchro—
nise!) in the exam ple ofF igurel. T hese transitionsm ay only be taken together,
at the ssmemoment. In Figurell we see an exam ple fr a transition, labelled
by a guard that has to be true when the transition is taken, a synchronisation
channel, and a variable update.

D ata tranam ission is typically m odelled by a synchronisation, where global
variables are updated. T hese global variables contain the data that are trans-
m ited.
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Figure 2: Exam ple transition w ith guard, synchronisation and update

T in ed autom ata extend \classical" autom ata by the use of realvalued clock
variables. A 1l clock variables increase w ith the sam e gpeed (derivation 1). For
tin ed autom ata wem ake a di erence between a state and a location: a state is
a location where all clocks have a xed value. In this sense a location symbol-
ically represents an in nite set of states, for all the di erent clock valuations.
In Figure ll an elem entary fragm ent of tin ed autom ata is shown. W hen the
transition from location Ito location ITtakesplace, the clock clock is reset to 0.
Location ITm ay only be left at tine D, where D is a constant. The nvariant
clck< =D at location II enforces that the transition to IIT has to be taken at
tineD.

! clock:=0 clock==D
O -O -O

clock<=D

Figure 3: Basic tin ed autom aton fragm ent w ith a clock and a constant D

T ypically, the nitial Jocation ofan autom aton is denoted by a double circle.
W e also m ake use of comm ited locations, which have the property that they
have to be left mmediately. In m ost cases comm ited locations are used to
m odel a sequence of actions w ith atom ic execution.

T he properties veri ed by the m odel checker of UPPAAL are reachability
properties, lke \there is a state where property p holds reachable from the
Initial state", or the dual \in all reachable states property p holds". T he latter
is falsi ed ifthe m odel checker nds a state that doesnot satisfy p. In this case
a diagnostic trace from the initial state to the state that does not satisfy p is
produced by the m odel checker; it serves as counterexam ple.

W e use thism echanism to nd attacks. If we can characterize for exam ple
the fact that som e secret is not secret any m ore as a propositionalproperty, and
the m odel checker nds a state where this property holds, the diagnostic trace
describes a sequence of actions that leads to this state, which gives precisely the
attack.

N ote that in this context veri cation com esvery m uch in the guise ofdebug—
ginhg. Finding an attack requires an adequate problem m odel. Not nding an
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Figure4: OurUPPAAL M odel

attack increases the con dence in the m odelled protocol, but does not exclude
that attacks could be found in otherm odels for the sam e protocol.

3.2 Overview ofthe UPPAAL M odel

Let us now describe the general form of ourm odel, in som e detail. W e m odel
the protocol participants (nitiator, responder, etc) and the intruder as tim ed
autom ata. Additionally, we m odel cryptography as another autom aton, the
cryptographic device, which acts as an in partial party that requlates the access
to data. In Figurell we illustrate a scenario consisting of one initiator and one
responder. Here, boxes in bold represent our general intruder and the crypto—
graphic device, while dashed boxes represent the actual initiator and responder.
T hese participants use the cryptographic device to perform operations, but com —
m unicate through the intruder (thus the intruder is identi ed w ith the netw ork
itself, obtaining a D olev Yao lke intruder ). ourm odelling ism odular, and
allow sus to \plug in" di erent participants (eg., In the analysis of the Y ahalom
we add a server), while the bold boxes, . the intruder and the cryptographic
device, are the core m odel.

W hile m odelling security protocols as tin ed autom ata in UPPAAL, we will
focus on m odelling the tim es required by the agents to encrypt and decrypt
values (@nd generate nonces), but not on the actualtin e that takes the sending
(tranam ission tim es are assum ed to be unknown). T herefore, for our resuls to
be usefi], we assum e that com puting tin es (eg. cryptographic operations) are
not negligble w xrit. com m unication tim es, and thus choices for tin eout values
depend both on com m unication and com puting tin es.

3.3 M odelling cryptography

T he autom aton fr a cryptographic device is presented in Figurel. T his cryp—
tographic device perform s nonce generation and public key cryptography. Later
we also use a device for sym m etric cryptography, w hich can be obtained from the
one in F igurell in a straightforw ard m anner. In fact, ourm ethod allow sdi erent
cryptographic devices to be plugged in as needed (eg. to add hashing). Basi-
cally, the device m odel is a shared table containing pairs of plaintexts and keys.



start_encrypt?
index<max
plainfindex]:=param1,

finish_encrypt!

_encryp key[index]:=param2,
result:=index,
index:=index+1

gen_nonce? O start_decrypt?
gennonce:=
gennonce+seed
+paraml, -
result:= g;:rqniie:qrgxpﬂ
non ’
gennonce key[param1]* 10==param2
result:=plain[param1]
finish_nonce!

Figure 5: T im ed autom aton for a C ryptographic D evice

The st service of the cryptographic device is to provide fresh nonces to the
protocol participants (@and also the intruder). T he process of nonce generation
is started via synchronisation on the gen_nonce channel. T he localvariable gen—
nonce is ncrem ented w ith the constant seed, m odelling the new nonce creation.
A fter synchronisation, a global result variabl is updated wih a generated
nonce, and the device nishesby synchronising on the nish nonce channel.

Encryption and decryption are m odelled by two local arrays to the crypto—
graphic device, nam ely plain and key. W hen a party wants to encrypt som e
value d w ith key k, it synchronisesw ith the device via the channel start encrypt.
If the device has still room in its tables, it stores d in the plain array and k
in the key array. As a result, i sets In the global variabl result the index
In which d and k reside in the arrays. This index is the \ciphertext". Upon
decryption, the ciphertext is provided to the cryptographic device, which then
checks that the provided key is correct: Since we m odel publickey encryption,
the private key of a public key k is sin ply m odelled as a function £ which is
unknown to the intruder; In our case we sin ply et £ k) = 10k, and m ake sure
the Intruderhasnot the ability tom ultiply by 10, hence cannot guess the private
keys of agents.

State constructions Now that we have the cryptographic device, an honest
agent can use di erent state constructions to perform cryptographic operations.
In F igurell we show the di erent kinds of state constructionsused in ourm odels,
which designers should use asbuilding blocks for the representation of protocol
participants.

Tn the upper left of F igurell we see the building block for nonce generation.
Here, a protocolparticipant rst resetsthe clock t, assigns its identity to variable
param (used by cryptographic device to provide di erent nonces to di erent
participants) and then resvia the gen_nonce channel. Then the participant

10



_ )
GEN_NONCE: @ gen_nonce! 4 finish_nonce? {C)

=0, t<= t>=time_gennonce
param:=ID time_gennonce  var:=result
. )

ENCRYEL: @ start encrypt! |\ finish_encrypt? {@
t:=0, time encrypt t>=time_encrypt
paraml:=plain — var:=result
param2:=key

. )

DECRYEL: @ start_decrypt! e finish_decrypt? {@
t:=0, tir;e decrypt t>=time_decrypt
paraml:=cipher — var:=result
param2:=key

Figure 6: State constructions: nonce generation (above), encryption Mm iddl)
and decryption (oottom )

enters a state In which it wais until the tin e of nonce generation happens
(time_gennonce), synchronises via the finish nonce channel and obtains the
retum value via variable result. E ncryption and decryption are analogous, and
only di er in that they use two param eters paraml and param?2 (for plaintext
and key In the fom er, and ciphertext and key in the latter).

34 M odelling the adversary

T he intruder, presented in Figqure ll, works basically as a D olev-Yao intruder
1. The intruder m odels the network itself, by acting as an interm ediary of
com m unication betw een the initiator and responder. T his ism odelled by letting
the Intruder synchronise on both channels initm sg and resp.m sg. Upon syn-—
chronising by receiving a m essage, the ntruderm oves to state (SINT 1), where
it saves the m essage msg in its localvariable data and resets an index variable
i which bounds the total num ber of actions allowed to do before continuing
execution. T hen, the Intruder m oves to state (SINT 3), where it m akes a non—
determ inistic choice for an action. M ore precisely, i can decide to:

{ Choose an identity in its localvariabl pk (State SINT 4)

{ Encrypt a value (State SINT 5)

{ D ecrypt a value (State SINT 6)

{ G enerate a nonce (State SINT 7)

{ Save variable data asm essage msg.

T he intruder can then continue to perform these actions, choose to send a m es—
sage or sinply block a message and continue the execution. M oreover, the
Intruder can also delay arbitrarily a m essage, by waiing in state (SINT 2).

11



pk:=

flag==true, pk:=AlicePk
i<max_op (©) PzBobPk ()

INT4
izitl S IntruderPk datar=pk,
flag:=false

it msg> SINTL ?’_‘jtg“:msg' ENCRYPT

i~ ()
resp_msg? paamli=data, -~/

- SINT3(C param2:=pk
init_msg! SINT6 DECRYPT

C ()
&/ paraml:=data,
param?2:=IntruderPrivateK ey

=i+l SINT7 GEN_NONCE
©
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IntruderPk

data:=resuilt,
flag:=true

Figure 7: Schem a for the tin ed autom aton for the Intruder

4 A nalysing protocols

W e rst consider a sin ple protocol to illustrate our technique. Later, we m ove
on to analyse the m ore com plex Yahalom protocol.

41 An exam ple protocol

In this section we study and model n UPPAAL a sinpli ed version of the
N eedham Schroeder protocol, thoroughly studied In the literature (see eg. .
D i erently from the Needham Schroeder protocolwhose goal is to achieve m u—
tualauthentication, our sin pler protocolain s at authenticating the iniiator A
to a responderB only (we do not lose generality here, this is just a sin p1i cation
to in prove presentation). T he protocol is as follow s:

1:A! B : A
2:B! A : fNgogk,
3:A! B : fNgogk,

In the rstmessage, the initiator A sends a m essage containing its identity
to the responder B . W hen B receives this m essage, it generates a nonce N ,
encrypts it w ith the public key K5 of A and sends it back to A . Upon receipt,
A decrypts thism essage w ith her private key, ocbtains the nonce N 5 , reencrypts
it with the publickey Ky ofB and sends it back to B .

W e can now move on to descrbe the actual initiator, responder and in—
truder. Both the Iniiator and responder have local constants time_out, which
represent their tin eout values. A Iso, the initiator, responder and intruder have

12



local constants time_gennonce, time_encrypt and time_decrypt that repre—
sent the tin e required to generate a nonce, encrypt a value or decrypt a value,
respectively for each agent.

The autom ata for the initiator and responder of our sin ple protocol pre—
sented above are given in Fiqurell (the dashed transitions of the responder cor-
respond to retransm issions, discussed in Section [l . The hitiator A starts
her execution when activated via channelstart (State SI0). T he actual identity
of the mnitiator role is set via the globalvariabl init_id (this and other role
variables are chosen by the Init autom aton, descrbed below ). The nitiator
saves init_id asthe rstm essage (see protocolm essage 1). Then, the initiator
starts her protocolexecution, by ring via the channelinitm sg. A fter this, the
initiator starts a clock t and waits for a response, or until t reaches time_out
(State SI2). If the tin eout occurs, the protocol is aborted (@ retranam ission at
this point would be equivalent to restart the protocol) . If a response is received
before the tim eout via the initm sg channel, A tries to decrypt the received
m essage msg. This takes tin e time_decrypt for the initiator. A fter the de-
cryption, the initiator reencrypts the obtained nonce (stored in result) and

nally sends the last m essage via the initm sg channel, setting to true is local
boolean variable finish.

T he responder autom aton B works sin ilarly to the initiator. A ffer receiving
the start signal, B waits for the m essage containing the clain ed identiy of A
(State SR1). W hen received, B saves the rst message In the local variable
claimed_id. A fter this, B generates a nonce by contacting the cryptographic
device. W hen ready (State SR3), B encrypts the nonce w ith the value received
In M essage 1 (we dentify dentities with public keys). A fter nishing the en—
cryption (State SR4), the m essage is sent and B starts to wait for a response
(State SR5). If an answer com es before the tim eout, B decrypts the m essage
and checks that the challenge is indeed the one B sent. If so, the localboolean
variable finish is set to true.

41.1 Veri cation

W ew ish to verify that our sin ple protocol indeed accom plishes authentication of
A toB . To thisend, we w illm odel check one session of the protocol containing
one initiator, one regponder and one Intruder. W e use a special Init autom aton
that instantiates the initiator and responder w ith identities (ke A, B and I),
and then starts the execution run by broadcasting via the start channel. The
init autom aton is given in Fiqurell.

The property we check, AUT, is shown In Table 1. AUT states that ifwe
reach a state in which the responder has nished executing but the clain ed
id (corresponding to the st m essage of protocol) does not coincide w ith the
actual dentity of the initiator, the protocolis awed. Indeed, a state In which
the initiator can \lie" and still force the regponder to nish m eans that authen—
tication is violated. T his is one of the possibl form s of authentication failure.
Tt is outside the scope of this paper to illustrate di erent authentication aws
(see Lowe ] and C rem ers et al. ] or m ore on authentication notions).
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start? Si1
sio © -(©) t<=time_out
msg:=init_id init_msg! .
init_msg! t:=0 init_msg?
INITIATOR: finish=true paraml:=msg,
========= msg':.re&ﬂ{ param2::init_id*10
ENCRypT ~ Paami=resut, DECRYPT
param2:=init_party
GEN_NONCE
SR1 SR2 - _ SR3
start? resp_msg? na:=result
-O -© -O O
<=ti 7 claimed_id:=msg, !
hallenge fetimeout - 1:=resp_id paraml:=na, |
RESPONDER: © L paraml:=resp_i !
___________ ==result resp_msg? I t>=time_out param2:= i
___________ finish:=true | param2:=result } claimed id w
; resp_msg! - L |
param2:=resp_id* 10 A\ =0 /C\/msg.—result !
SRSK/(\‘ US\R 4 |
~ |
DECRYPT t<=time_out - t>=time out ENCRYPT )

Figure 8: Schem as oftim ed autom ata for the Initiator (top) and the R esponder
(bottom )

init_id:=
IntruderPk

resp_party:=
IntruderPk

resp_id:=
IntruderPk

init_party:=
IntruderPk

init_id:=
BobPk

init_party:=
BobPk

init_id:= init_party:= resp_id:= resp_party:=
AlicePk AlicePk AlicePk AlicePk
Figure 9: T m ed autom aton for the Init autom aton
AUT = E <> Responder:finish and
Responderclaimed id!= resp_party
AUTy, = E<> Initiator:finishand

Initiatorticks < [Responder:itime encrypt
+ Responder time gennonce + Server time encrypt 2
+ Servertime decrypt) 1

Tabl 1: UPPAAL properties
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A! I A 1:I®8)! B : B
Ia)! B A 2:B! IB) : fNpogk,
B! I@) :fNgogk, 3:I8)! B : fNpaok,

I! A :fNBgKA
Al I :fNBgKI
1) ! B :fNpo,

LLORD B P

Tabl 2: Left: A m an-in-them iddle attack. Right: A replay attack.

Ifweuse a long tin eout forB , ie. B time out Intruder:time decrypt +
Intrudertime_encrypt +
A time_encrypt+ A time_decrypt, UPPAAL ndsam an-in-them iddl attack,
presented on the left hand side of Tabk M. T his attack is sin ilar to Lowe's at-
tack ], in which an attacker ©ols B into thinking he is com m unicating w ith
A, while In reality A only taks to I. O f course, we could patch the protocol
as Lowe did. But, in the context of tim e, it is Interesting to m odekcheck the
protocolw ith a tighter tin eout, . B time_out < Intruder:itime decrypt +
Intruder:itime encrypt + A time_encrypt + A time decrypt. W hen this con-
straint is veri ed, the m an-in-the-m iddl attack vanishes. O f course, we cannot
pretend that B know s the intruder’s tim es of encryption and decryption. en—
cryption/decryption N evertheless, B can set B time_out = A itime_encrypt +
A :time_decrypt, kaving no space for any interruption.

A second attack which is ndependent oftin eouts (even ifwe setB time_out =
0! wassurprisingly found by UPPAAL; thistin e, the vulnerability ism uch sim -
pler. W e report it on the right hand side of Tablkl. T his attack corresponds to
a \re ection" replay attack W]. This attack occurs when the intruder sin ply
replies B 'sm essage. T he attacker fools B into thinking its com m unicating w ith
hin self, whilke i is not true in reality. Interestingly, suppose we change m essage
3 of the protocolto 3% A ! B :fNgy + 1gk, . Now, the above replay attack
is prevented, since m essage 2 is not valid as m essage 3 anym ore. O f course, a
patch a la Lowe for both also prevents both problem s:

1:A! B : A
2:B! A : fB;Npg,
3:A! B : fNgok,

Having nd con m ation that our fram ework is capable of nding untim ed
attacks (and thus con m ing known attacks), we proceed to provide a good
baseline to study extended security protocols w ith tim ing issues, like tim eouts
and retransnm issions.

4.1.2 Retransm issions

Consider again the autom aton for the responder, given in Figurell. In state
SR 4, the responder sends the challenge fN g gk, , and waits for a response In
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state SR5. If the response does not arrive before the tim eout, the responder
sin ply aborts. Now we consider possible retranam issions that allow the proto—
col to recover and continue its execution. W ith tim ed autom ata, retransm is—
sions are easy to m odelby adding transition arrow s from state SR 5 to previous
states of the autom aton (the dashed lines in Figurell); These transitions are
guarded, allow Ing to perform the action only when the tim eout is reached (.,
t >= time_out). A further re nem ent not explored here would be to add coun—
ters so that the num ber of retransm issions can be lim ited before aborting.

W e consider tw o potential target states for the tim eout of the R esponder in
SR 5, nam ely states SR 3 and SR 2. Choosing the form er corregoonds to retrans—
m iting the exact sam e m essage that was sent before, fN gk , . On the other
hand, linking the retransm ission arrow to SR 2 corresoonds to recom puting the
whole m essage, by creating a new nonce N and sending N gk, -

W e in plem ented both strategies in ourUPPA A L m odel. A scan be expected,
retranan itting the exact m essage once has the e ect of duplicating the tim eout
for B, and thus the m an-in-the-m iddle attack becom es possibl even for tight
tim eout values. O n the other hand, recom puting the whole m essage preserves
the security ofthe protocol, at a higher com putationalcost. T hisevidences that
Indeed these design decisions are in portant forboth security and e ciency, and
a carefilanalysis can help to choose the best tin eouts and retranam issions for
a practical Im plem entation.

42 A realprotocol

Having illustrated our approach w ith a sin pl exam pl we now study a m ore
realistic protocol], the Yahalom protocol M. This protocolaim s at authentica—
tion of A and B aswellas key distribution of A and B using a shared server S
with whom both A and B share secret keysKas and Kps .

O ur choice isbased on the fact that Yahalom isa com plex and strong proto—
col, w ith no know n attacks over it H owever, a m odi cation proposed by Abadi
et al. ] has a known type- aw attack). Our ain is to study the protocol in
m ore detail (and thus closer to an im plem entation) with tim Ing inform ation.
T he protocol is as ollow s:

1:A ! B AN,

2:B ! S BifNg jA;Na Gk, ¢

3:5! A : fB;KapiNaNeGk,,ifA;KaniNgdk,;
4:A ! B fA;KapiNgOk,.;ENg Ok ,,

Here we use sym m etric encryption, and key K y v is shared between X and
Y.

To m odel concatenation in an e cient way, we gathered several m essage
com ponents into a 16 bit eld, thus keeping the state space as sm allaspossible.
In our case, we assum e that nonces have 4 bits, agent id’s 2 bits and keys 4
bits. To access these values, we use bit-w ise and w ith appropriate m asks, and
(left,right) bit shifts. O ur intruder has also the capability to do the shifts and
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m ask, and we also rem oved the \public key" choice from the intruder of F igure
B. W e have m odelkd the protocolin UPPAAL (the iniiator, responder, server
and intruder are shown in Figurc[ll) .

A swe did w ith the previous protocol, rst we check whether authentication
of A to B could be falsi ed, using property AUT from Tabl M. T his property
isnot satis ed, con m ing that Yahalom is secure. Now wem ove to study tin e
sensitive issues.

T here are tw o places in which tin eouts and retranam issions can occur in this
protocol The rstone isin M essage 1: A fler A sends herm essage, she startsa
tin er waiting form essage 3. Now , suppose that a tin eout occurs, and A wants
to retranam it herm essage. W e can be con dent that resending the sam e nonce
N willnot a ect security, since In any case it was already sent in the clear in
the st tine. However, an interesting tim ing issue arises here. An answer that
is received too early by A could be suspicious, because som e tin e m ust pass
while B taksto S. IfA knowsB ’s and S’s encryption and decryption tin es,
A could even delberately \hdbbemate" (eg. to save energy) until the response is
lkely to arrive (thism odels a w indowed tin eout, see Figurell (ii)). W e m odel
checked this property by m easuring the tin e after A sends her m essage, and a
response arrive (we count ticks, the dashed loop transition of the nitiator in
Figurc[ll . The speci ed property isAU Ty, shown in Tabkl. This property
is not satis ed, con m ing that there is no way that the initiator can receive
a valid answer before the tin e required by the responder and server to process
A'’s request. In an in plem entation, it is reasonable for A to set a tin eout like
above, since it is realistic to assum e that A can know the regoonder and server’s
tin es of encryption and decryption.

The second tin eout is set by B after sending his m essage at step 2. If
a tin eout occurs, the retranam ission decision is m ore delicate: Tt is not clear
w hetherB should resend the originalm essage, should recom puteN 5 orw hether
B should abort, since clearly N, cannot be recom puted. Intuiively, Ny could
be reused. W em odelled In UPPAAL the retransm ission of the exact m essage
(as the dashed transition of the responder in Figurc[lll) . W hen wem odel check
again property AU Ty, we obtain that it is still unreachable, con m ing that in
that case an e cient retransm ission of the sam e m essage 2 by B is secure.

However, by ocbserving the m essages ow , we know that ifB tin eouts then
it is very likely that A has also reached its tim eout and aborted (see Figurell
(iv)). Thism ainly happensbecause since A isunsure whetherB is alive or not,
and thus A ’s tim eout needs to be tight. If A knew that B is alive and waiting
foran answer from S, then A could extend its tin eout. W e then sketch a m ore
e cient in plem entation in Figure M, in which at M essage 2 B also sends a
Soecial sulm m essage notifying A of the subm ission to S. Then A can extend
its tim eout w ith m ore con dence (the second dashed line in Figurclll). In the
case sulm isnever received by A , she can send an abort m essageto B . O focourse,
in this sin ple m odel the attacker can also send this m essages, thus perform ing
denial of service attacks; In any case, our attacker is pow erfiil enough to stop
com m unication altogether.

In sum m ary, for the Yahalom protocolwe obtain that retranan itting for the
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Figure 11: An m ore detailed In plem entation of Yahalom

regoponder is secure, and also that the Initiator can be In plem ented to e ciently
\hibemate" a safe am ount of tin e before receiving a response.

5 Taxonomy ofm essage ow s in security proto-—
cols

The ow ofm essagesofm any protocols ollow a smn allset of speci cpattems. By
exploring the wellknow n C lark Jaccb lbrary ] ofauthentication protocols and
the Security P rotocols O pen R epository (SPORE) M], wewere able to categorize
the protocols in four categories, as shown in Figurelll. To each pattem, we add
the corresponding tin eouts, and analyze their in pactson security and e ciency.

For the original references of the protocols, the interested reader m ay consul
the C lark Jacob lbrary W] and the SPORE lbrary M.

N ot shown In this categorization are non-interactive protocols which do not
wait for m essages and thus do not require tim eouts. In this category fall the
W ide M outhed Frog protocol, the CCITT X 509 sin ple pass protocoland the
CAM protocol form obile IP.

First, we discuss the sinplest pattem in Figure lll (1). This is a three-
m essage exchange w ith tw o participants. T his pattem is the sin plest and also
the m ost secure one from tim Ing point of view , since tin eouts can be set tight,
due to the pihgpong nature of the exchanges. To this pattem correspond
both the exam ple protocol of Section Il and the one in Section M, and also
the protocols CCIT T 509 three pass, the Sham ir R ivest and Adlem an T hree—
Pass protocool, the ISO XXX Key ThreePass (and their repeated protocols),
the Sm artR ight view -only protocol (from SPORE) and the D i eHelln an key
exchange protocol. W ith a fourth m essage from B to A in the sam e fashion we

nd the Andrew Secure RPC protocol. Adding a third participant S, but still
doing ping-pong exchanges, we can add the Needham Schroeder sym m etric key
protocoland the D enning Sacco protocol.

Secondly, we identify threeparty protocols, In which a server S also takes
part in the communication Figure lll (ii)) but pingpong exchanges are not
anym ore used. This pattem is potentially unsafe and ine cient for A, since
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she has to wai until a long tim eout as elbpsed after the rst m essage before
receiving an answer from S. This is due to the fact that three m essages have
to be exchanged after A’s initial m essage. By consuling again the C lark and
Jacob lbrary and the SPORE repository, we see that the O tway R ees protocol,
the G ong m utualauthentication protocol, the W oo-Lam m utualauthentication
protoco], the C arlsen protocol, and nally the K ehne Schoenw alder Langendor—
fer K SL) protocolall 211 in this category. A dding ping-pong exchanges before
and after the exchanges of F igure[llwe nd the Needham SchroederP ublic key
protocol. A dding a ping-pong exchange before F igurelll, and rem oving the last
exchange gives us the SPLICE /A S protocol.

Thirdly, we see a pattem to which only the Kao Chow protocolbelongs in
F jgure- (iii) . Thispattem is howeverbetter than (ii), since shorterand fewer
tinm eouts are used: A needs to wai for the tin eout corresoonding to only two
m essages (instead of three as in (ii)), and B has to wait for only one tin eout
(com paring to two tim eouts In (ii)).

Finally, n Figurclll (iv) we see the last pattem. T his pattem is worse than
(iii) since B needs to wait longer (for two m essages instead of one in (iii)).
However, it is unclear whether it is better than (ii), which uses two tin eouts
of one m essage each: the actuale ciency and security depends on the actual
tin eout values used in each case. This category is inhabited by the Yahalom
and Neum an Stubblbine protocols.

A B A B S A S B A B S
; ; — —
I I I I
o : I :@ I I :
= i I
o I éi :
I -
I
@ (i) (i) (i)

Figure 12: Typicalm essage ow s for authentication protocols

T his taxonom y show s how authentication protocols can be categorized into
a handfiil of pattems. The e ciency and securiy that an in plem entation ofa
protocolw ill have depends on w hich pattem the protocol follow s, and thus it is
usefiil to analyze the pattems In isolation from the actualprotocols.
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6 Beyond m odel checking: N ovel issues consid-
ering tm e

So far our m ethod has been used for analysis purposes, fe. to m odel, classify
and debug security protocols as a source of hints for the in provem ent of the
protocolim plem entations. W e now explore som e ideas to in prove the protocols
them selves, and also present the threat of a m ore subtle attack, based only on
tin Ing.

6.1 Using tin e as inform ation: T In ed C hallenges

Som etin es it can be usefiilto nclide other tim ed Inform ation than tim estam ps,
even if the clocks are not synchronised. Consider the follow ing protocol, ob—
tained by om itting the encryption ofthe last m essage ofthe (patched) protocol
of Section [Hl:

1:A! B : A
2:B! A : fB;Npg,
3:A! B : Nj

Even though Ny isnow sent in the clear, this protocolstill achieves authen—
tication of A to B, although now the nonce obviously cannot be regarded as a
shared secret. Still, the intruder can prevent a successful run of the protocol
(eg. by intercepting m essage 3), hence the protocol is as strong as it was before
in this respect.

In agine now a situation in which there is a link from A to B In which data
can be sent very fast, but at a high cost per bi sent. For exam ple, think that
the high cost of sending inform ation com es from the fact that we have devices
w ith a very lin ited am ount of energy, like w ireless sensor netw orks for instance.
A tematively, in som e netw orks, operators charge according to quality of service,
and m any netw orks have asym m etric links (eg. Cable m odem and AD SL).

A ssum e therefore that, sending Ny in message 3 is expensive and not de—
sirable. W e propose a solution based exclusively on using tim e as infom ation.
Let ap be the average tin e it takes for a m essage to be sent from A to B,
and analogously pa . Then consider the \tim ed" variant of the above proto-
col, dem onstrating how tin ing inform ation is brought back to the (abstract)
protocol kevel (fe. Step 3 of Section ) :

1:A! B : A
2:B ! A : fB;tsok,
3:A! B : \ack"attmmety AB BA

In M essage 2, instead of a nonce, B generates som e random tin e value
t8 > ap + Ba,cOncatenates it with B ’s identiy and encrypts the m essage
with A’s public key. Then, B starts a tim er t and sends the m essage. Upon
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reception, A extracts tg , waits tine tp AB Ba , and replies the single
bit m essage \ack". W hen B receives this m essage, the tim er is stopped and
B checks that t is su clently close to g ; if so, A is authenticated to B. O £
course, the am ount of noise in the tin e m easurem ents in uences what wem ean
by \su ciently close" above. Also, to be realistic, the length in bits of t

should be sn allenough, otherw ise B would be waiting too long; thiswould give
an intruder the chance to guess tz , and answer the \ack" at the appropriate
tin e. However, we can strengthen the protocolas follow s:

1:A! B : A

2:B! A : fB;tg,;iits, %k,

3:A! B : \ack"attimety, AB BA
n+ 3:A! B : \ack"attinety, AB BA

Forexample, ff t5, is of length 4 bits, for i2 [l:n], then the totalanswer is
n bits, n com parison w ith an answer of 4n bits required in the nonce protocol.

O f course, sending several short m essages can be worse than sending one
long m essage, In which case our protocol would not be so useful. In general,
the value of n must be chosen as am all as possible, depending on the desired
security and network latency. A fast network allow s us to reduce n and at the
sam e tin e Increm ent the length ofty,, ori2 [L:n].

Intuitively, the sent tin es ofthe \ack"’s represent nfom ation, and the above
protocols exploit that. To the best of our know ledge, this is a novel usage of
tim e in securiy protocols.

A pplication Thisprotocolcan be used to authenticate a whole chain of net—
work packets, as follow s. Suppose A has a large sequence of n packets which
must be stream ed to B over a network. For instance, these packets can rep-
resent an audio stream in the Intemet. W e want to authenticate the audio
stream , but we do not wish to spend lots of resources on doing this. Let
5,2 fagt Basiast Bat Cgforsomeconstant C and p; denote packet i,
forl i n.Then the protocolbecom es:

1:A! B : A;n

2:B! A : fB;,;iiu, %k,

3:A! B : pattinets, AB BA
n+ 3:A! B : p, attinety, AB BA

W hen tg, is as + pa, i is the delay introduced by A is zero, de. p; is
sent right away. However, when tg, is a5 + sa + C, thedelay isC . To be
as e cient aspossble, C should be chosen to be them Inimum am ount oftim e
that allow s B to distinguish the delay m odulated by A .
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In this protocol, only one bit is authenticated per packet. However, the
larger the n is, the m ore con dence we can obtain of A ’s authentication.

D iscussion In thisprotocol, we are In reality exploiting a welkknow n feature
of channel coding: a so-called tim ing covert channel. In such a channel, the
transm itting party m odulates packets so that inform ation can be passed even if
its not allow ed by the environm ent. O ur usage di ers in three ways:

F irstly, we use am ixed approach, n which som e inform ation is sent in the
standard channel, and other is sent in the tin ing channel.

A second di erence ism ore findam entalthan the previousone. O urusage
of tim ing channel is purposely public, and there is no environm ent trying
to stop the unauthorized inform ation ow . T in ing is used only because
of is practical advantages, nam ely low bandw idth.

Finally, in our protocol both com m unicating parties do not trust each
other on principle: Indeed, ours is an authentication protocol

6.2 Tin ing Leaks in an im plem entation of P rivate A u-—
thentication P rotocol

W e now present a threat over in plem entation of security protocolsw ith branch-
Ing: the so called tin ing attack. W e illustrate this by show ing an attack over a
careless in plem entation of Abadi’s P rivate A uthentication (PAP) protocol [H]
(T he second protocol). Tt is worthw hile to m ention that the protocolhas been
proved correct by Abadiand Foumet M, na setting w ithout tin e Into consid-
eration. W e assum e that each agent X has a set of com m unication parties Sy ,
listing the agents with whom X can comm unicate. The ain of the protocol is
to allow an agent A to com m unicate privately w ith another agent B . H ere \pri-
vately" m eans that no third party should be abl to Infer the identities of the
parties taking part In the comm unication (ie. A andB) PAP Goall).M ore-
over, if A wants to comm unicate wih B but A 8 Sy, the protocol should also
conceal B 's identity (and presence) to A PAP Goal2). A run of the protocol
In which A wants to comm unicate w ith B proceeds as follow s:

1. A generatesanonceN , . Then, A preparesam essageM = f\hello";Na ;Ka 9k, ,
and broadcasts (\hello";M ).

2. W hen an agent C receivesm essage (\hello";M ), it perfom s the follow ing
three steps:

(@) C tries to decrypt M wih is own private key. If the decryption
fails, which inpliesthatC € B ), then C createsa \decoy" m essage
fN gx (creating a random K , and keeping K 1 secret), broadcasts
(\ack";fN gk ) and nish its execution. If decryption sucoeeds, then
C = B (and so from now on we will refer to C as B). B then
continues to the next step.
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) B checksthat A 2 Sy . Ifthis fails, ie. A 8 Sz, then B createsa
\decoy" m essage fN gx , broadcasts (\ack";fN gx ) and nishes exe—
cution. O therw ise B continues to the next step.

(c) Finally, B generates a fresh nonce N , and broadcasts the m essage
(\ack";f\ack";N» ;Np ;Kg 9k, )-

Tt is interesting to see the use of \decoy" m essages, to prevent attacks in which
an intruder I prepares a message M = f\hello";N¢ ;K 5 gk, , In personating
agent A . If decoy m essages w ere not present, then I would send (\hello";M ),
and deduce whether A 2 Sy by noticing a regponse from B . However, using
decoys only helps to confiise an attacker doing tra ¢ analysis, and breaks dow n
when considering a \tin ed" intruder, aswe will show in the next section.

A n attack over an iIm plem entation ofthe P rivate A uthentication pro—
tocol

W e show an attack in which T can ndwhetherA 2 Sy . T he attack is illustrated
in Figurell, where I is trying to attack A, B and C, which since I does not
know their identities are called X , Y and Z . First, suppose that T 8 Sy (the
attack for the case In which T 2 Sy is analogous). First T needs to know how
long, on average, it takesto B to com pute each step ofthe protocolas described
above. To discover this T could prepare various m essages:

1. Firstly, I sendsam essage (\hello";fN gk ), where K is not the public key
ofany otherparticipant. T hiswould generate a num ber ofdecoy responses
from the other participants, which T can tine (Step 1 in Figurclll, for
tines x, y and z).

2. Secondly, I sends a message (\hello";f\hello";N ;K 19k , ). Again, this
generates decoy resgoonses from the other partieswhich I can tine (Step
2 In the gure). However, if B is present, then one response w ill have
longer tin e (fe. we get tin es %, z and y° w ith y° Jonger than y), re ecting
the successfildecryption and check that I 8 Sy performed by B Recall
we assum e that I 8 Sg ). Up to thispoint, I has inform ation that allow s
hin to infer B ’s presence (hence the dashed circle In the gure); Thus,
this attack already violates goal?2 of Abadi’s requirem ents M]: B should
protect its presence if a party X is willing to comm unicate wih B but
X B Sy (Step 2).

3. Finally, ifB ispresent, then I sendsm essage (\hello";f\hello";N ;K n gk , ).
T hiswould generate again the sam e decoy resoonses, except one that takes
longer (Step 3 1 the gqure, Prx, z and y® wih y® longer than y%. If
this response takes the sam e tim e as the above item , then I can deduce
that A B Sy . O themw ise, if the response takes longer (re ecting the nonce
generation Ny and encryption perform ed by B ) then I can deduce that
A2 Sp.
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si=(p Jse=ia ) sc-

Figure 13: The attack over the PAP protocol. Here X , Y and Z are unknown
identities by the intruder I. A, B and C are real ddentities, w ith corresoonding

Sa,Sp and S¢ sets. Finally, %, v, v%, y® and z are tin ing values. D ashed circles
indicate the Intruder’s know ledge of inner values.
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IfT 2 Sy, then the second step above retums the longest tim €, and the third
m essage would take either kss tin e or equal.

A fter recording this inform ation, I has three tin e values ty;45 and . t
corresponds to the tin e In which B isnot present; i correspondsto the tin e in
which B ispresentbut iscom m unicatingparty X 8 Sy . Finally, tb, corregoonds
to the case In which B is present and its com m unicating party X 2 Sy . W ith
these values at hand, now an attacker can check ifA 2 Sy foran arbirary A .

T Im Ing in networks is often accurate but if the accuracy is too low, the
Intruder can repeat the tin ings (i), (i) and (i) and perform statisticalanalysis
to increase the probability of the inferences to be correct Jll]. W e propose this
as future work, when we have a probabilistic, tin ed m odel checker at disposal.

7 Conclusions

Security protocolanalysisisam ature eld ofresearch that hasproduced num er—
ous results and valuable tools for the correct engineering of security protocols.
Despie a large body of literature on the sub fct, m ost analysis m ethods do
not take tin e into consideration W ith the exception of a few papers, consid-
ering m ainly the use of tin estam ps). W e argue that this is not realistic as all
distribbuted protocols need to in plem ent tim eouts (possbly followed by retrans—
m issions).

In this paper we address som e of the issues that need to be considered when
Including tin erelated param eters In the engineering process.

Our rst contrbution is a m ethod for the design and analysis of security
protocols that consider tin ing issues. W e m odel securiy protocols using tim ed
autom ata, and use UPPAAL to sin ulate, debug and verify securiy protocols in
a realtin e setting. To thisend, we em ploy a generalD olev-Y ao style ntruder
(haturally encoded n UPPAAL), and we rem ark that m odelling the intruder
as a tin ed autom ata in plicitly extends its power to take into account the tin e
sensitivity. O ur m ethod allow s us to specify security protocols in detail, w ith
tin eouts and retranam issions, which is closer to an im plem entation than the
classical analysis with eg. CASPER ] or constraintbased m ethods [, M),
thereby increasing the con dence in the analysis.

Secondly, by analyzing the protocols In the Clark and Jacob lbrary and
the SPORE lbrary, we see that m ost protocols schem as (w rit. tin eouts and
retranan issions) t into a sm allnumber of comm on pattems. W e analyse the
e ciency and security of each of the pattems.

O ur third contribution is an illustration of the in plicit infom ation carried
by tin Ing. The m ere act of sending a message at a speci cmoment in tin e,
and not another, carries nform ation. W e propose a novel security protocolthat
exploits this fact to achieve authentication. T he protocol replaces the standard
noncesw ith tin ed challenges, w hich m ustbe replied at speci cm om entsin tin e
to be successful. A Ithough it is a prelin inary idea, it exposes clearly the fact
that security protocols can use and take advantage of tim e.
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Finally we address threats speci cally involving tin ing should also be con-
sidered; speci cally, tim ing attacks. W e illustrate these attacks in the context
of security protocols, w here branching allow s an intruder to deduce inform ation
that is Intended to be kept secret. Speci cally, we m ount an attack overan in —
perfect in plem entation of A badi’s private authentication protocol M. Solutions
to avoid tim Ing attacks in the in plem entations are usually expensive (including
noise Inection or branch equalisation), and it is not our purpose to nvesti-
gate them ; here we m erely lift the known problem of tim Ing attacks (typically
m ounted against the cryptosystem obtain secrets keys) to security protocols In
general, where the inform ation leakage can be, In principle, anything.

O ne possible direction of future work is to consider a tin ed and probabilistic
m odel checker (in the lines of ] or M), that would allow us to study the
protocols of Section 6. M oreover, a probabilistic setting would allow us to
m odel, m ore realistically, the network latency. This, n tum, would provide us
wih a nerm ethod to tune sensitive tin ing values. A nother possible direction
for future research would be to Inplem ent a com piler from a m eta notation
(sin ilar to the standard notation, plus tin Ing inform ation) supporting sym bolic
term s, to UPPAA L autom ata. U tin ately, these directions of future work would
contrbute to a m ethod of secure system s engineering.
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