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A bstract

W eproposea m ethod forengineering security protocolsthatareaware

oftim ing aspects.W estudy a sim pli�ed version ofthe well-known Need-

ham Schroederprotocoland thecom pleteYahalom protocol,wheretim ing

inform ation allowsthestudyofdi�erentattack scenarios.W em odelcheck

theprotocolsusing UPPAAL.Further,a taxonom y isobtained by study-

ing and categorising protocols from the wellknown Clark Jacob library

and theSecurity ProtocolO pen Repository (SPO RE)library.Finally,we

presentsom enew challengesand threatsthatarisewhen considering tim e

in theanalysis,byprovidinganovelprotocolthatusestim echallengesand

exposing a tim ing attack over an im plem entation ofan existing security

protocol.
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1 Introduction

Security protocols {like distributed program s in general{ are sensitive to the

passageoftim e.W hy then,do m ostm ethodsfortheform alanalysisofsecurity

protocols[15,26,13,9]nottaketim einto account? Theansweristhatignoring

tim e sim pli�es the analysis,at the cost ofm aking the analysis less realistic.

Theroleoftim ein theanalysisofsecurity protocolshasrecently received som e

attention,butthisattention hasbeen con�ned m ostly to tim estam ps,which we

discussm ore thoroughly in the Related W ork section. Here we focuson other

issuesrelated to tim ing in the analysisofsecurity protocols.Itisourintention

in thispaperto expose these issuesclearly so analysisapproachescan address

them thoroughly.

In thedesign and im plem entation ofasecurityprotocoltwoaspectsoftim ing

m ustbe considered atsom e stage:

� Tim e can in
uence the 
ow ofm essages. For instance,when a m essage

doesnotarrivein atim ely fashion (i.e.tim eouts),retransm issionsorother

actionshaveto be considered.

� Tim einform ation can beused in theprotocolm essages(e.g.tim estam ps).

The in
uence oftim e on the 
ow ofm essagesisnotconsidered by state of

the artm ethods for analysing protocols. However,we believe it to be crucial

because (1)Ifthe protocoldoes notdecide whataction to take in the case of

tim eouts,the im plem entation willeventually have to considerthese issues;(2)

The e�ciency and security ofthe im plem entation depends critically on these

speci�c decisions;and (3) The tim ing ofm essage 
ows in a protocolcan be

exploited by an attacker.Asan exam pleofsuch an exploitwedescribea tim ing

attack on an im plem entation ofAbadi’sPrivateAuthentication protocol.

M aking judicious use oftim ing inform ation in a protocolhas received at-

tention but m ostly in the lim ited setting ofusing tim e stam ps as opposed to

nonces.Tim einform ation can beused to in
uencem essage
owsaswell.W eil-

lustratethisbydesigninganovelprotocolthatusestim ed challenges,i.e.special

m essageswhich controlthe tim ing ofa protocol.

Sum m arising,we believe that tim ing issues are an im portantand hitherto

insu�ciently studied aspectofthe design and im plem entation ofsecurity pro-

tocols.Thispaperpresentsa step towardsa theory thatincludestim easa �rst

classcitizen in security protocolanalysis.

1.1 C ontributions

O urstudy coversseveralissuesin the study oftim e in security protocols.

� Firstly,in Section2 westudy which kindstim ing issues,liketim eoutsand

retransm issions,m ay arise in the study ofsecurity protocols. W e then

proceed in Section 3 to presenta m ethod for the design and analysisof

security protocolsthatconsiderthesetim ing issues.Them ethod isbased
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on m odelling security protocolsusing tim ed autom ata [3]. In supportof

the m ethod we use UPPAAL [4]asa toolto sim ulate,debug and verify

securityprotocolsagainstclassicalsafetygoalslikesecrecyand authentica-

tion,in a realtim e scenario,using reachability properties. Asexam ples,

we analyse a sim pli�ed version ofthe Needham Schroeder protocol[25]

and the fullYahalom protocol[8]in Section 4.

� Secondly,in Section5,we categorise the protocols from the Clark and

Jacob library and the SPO RE library into di�erent patterns ofm essage


owswith tim eouts.W eanalysethee�ciency and security ofeach ofthe

patterns.

� Finally,in Section6 weillustratesom enovelopportunitiesand di�culties

thatappearwhen considering tim e in the design and analysisofsecurity

protocols.

First,in Section 6.1 we give an exam ple protocolthat accom plishes au-

thentication by exploiting the tim eliness ofm essages. The protocoluses

tim e in a conceptually new way,by em ploying tim e challenges as a re-

placem entfornonces.

Asa second exam ple ofa noveldi�culty in Section 6.2,we describe how

tim ing attacks[16]can be applied to security protocols,by describing an

attack over Abadi’s private authentication protocol[2]. Although these

protocols can be m odelled as tim ed autom ata,thus perm itting general

veri�cation, we leave the detailed veri�cation as future work since for

thiswe need a m odelcheckerthatisalso probabilistic (like [12]or[23]):

our nondeterm inistic intruder ofUPPAAL is too powerful,since it can

alwaysguesscorrectly tim esand valueseven iftheprobability ofguessing

isnegligible.

1.2 R elated W ork

M any approachesfocuson the study ofprotocolsthatuse tim estam ps[14,17,

26,5,21].

Recent work ofDelzanno et.al. [14]presents an autom atic procedure to

verify protocolsthatusetim estam ps,likethe W ideM outhed Frog protocol.In

theirwork,di�erently from ours,a globalclock isassum ed,and tim eoutsand

retransm issionsarenotdiscussed.Evansand Schneider[17]presentafram ework

fortim ed analysis.Di�erently from our(UPPAAL)m odelchecking,itisbased

on a sem i-decision procedure with discrete tim e. In that work,the usage of

retransm issionsishinted atasfuture work,butnot(yet)addressed.Lowe[26]

also analyses protocols with tim ing inform ation;his work shares with us the

m odelchecking approach,although Lowe’sapproach isbased on a discretetim e

m odel. A globalclock is also assum ed,and tim eouts nor retransm issions are

addressed.Closerto oursisthework ofG orrierietal.[21],in which a real-tim e

processalgebraispresented fortheanalysisoftim e-dependentproperties.They

focuson com positionality results,and no m odelchecking ispresented.G orrieri

4



et al. also show how tim eouts can be m odelled,although retransm issionsare

notdiscussed.

Regarding our tim ing attack upon Abadi’s protocol,Focardiet al[19]de-

velop form alm odelsforFelten and Schneider’sweb privacy tim ing attack [18];

theirm odelling activity shareswith ourwork theidea ofusing tim ed autom ata

foranalysis,although ourattack illustratesa tim ing attack overa \pure" secu-

rity protocol.

2 T im eouts and retransm issions

To illustrate how tim e in
uencesthe analysisofsecurity protocols(even when

itdoesnotexplicitly use tim ing inform ation),considerthe following protocol,

written in the usualnotation:

1:A ! B : M A B

2:B ! A : M B A

Here,�rst A sends m essage M A B to B ,and later B sends m essage M B A

to A. This high-levelview does not consider tim ing. To consider tim e, we

�rstneed to assum e thatboth A and B have tim ers. In thispaper,we do not

require tim ersbetween partiesto be synchronised (see below fora discussion).

Thenextstep consistsin distinguishingthedi�erentoperationsthatoccur,with

theirrespectivetim es.In Step 1,ittakessom etim e to createM A B .The other

operation thattakestim e isthe actualsending ofthe m essage,ie. the tim e it

takesM A B to travelfrom A to B .Thistransm ission tim e isunbounded,since

the m essage m ay be lostorintercepted,and therefore A m ay need to tim eout:

After A sends M A B ,she starts a tim er that willtim eout ifM B A (Step 2 of

the above protocol) is not received after som e waiting,say tA (Figure 1 (i)).

Clearly,tA should be greaterthan the tim e ofcreating M B A ,plusthe average

tim e ofsending both M A B and M B A . In general,A does not need to start

waiting for a response im m ediately after sending a m essage; for instance,A

could hibernate(orstartdoing anothertask)forsom etim esA beforebeginning

to expect the response M B A . This results in a windowed tim eout (Figure 1

(ii)). Typically,the values for sA and tA depend on im plem entation details.

However,an im plem entation independent quantitative analysis could already

give an early indication ofwhatattackscan be m ounted forsom e values that

areno longerpossibleforothers(eg.a sm allertA and a largersA ).

Another issue that is not considered either is that the action to be taken

when a tim eoutoccursis sensitive. Typically,the im plicit assum ption is that

the protocolshould abort,as it is the case in Figure 1 (i). This m eans that

theprotocolparty thatreachesthetim eoutdeducesthata faulthashappened.

However,aborting m ay notconsistonly ofstopping execution altogether. For

exam ple,ifwe considerprotocolswith severalparties,we m ay wish thatwhen

a party tim eoutsitalso com m unicatesitsdecision to abortto other,stillactive

5



(iv)

A BM A B

tA

sA M B A

A BM A B

M B A

M A S

abort!
tA

tS

S A BM A B

M B A

tA

sA

tA

A M A B

M B A

B

(i) (ii) (iii)

Figure1:Left:Tim eouts(i)typical(ii)windowed;Right:tim eoutactions(iii)

retransm ission (iv)chained abort.

parties.Forinstance,considerthe following protocol:

1:A ! B : M A B A startstim erexpecting M B A

2:A ! S : M A S S startssession tim er

3:B ! A : M B A

Here,ifA tim esouton Step 2,itcould com m unicate the abortdecision to

S,asshown in in Figure1 (iii).

Aborting execution isnotthe only feasible action to perform aftera tim e-

out [24],and in principle protocols could successfully execute when m essages

do notarriveatcertain m om ents.Even ifwe do assum ethata faultoccurred,

aborting m ay not be the best choice: som etim es,m essage retransm ission is a

better,m ore e�cient and also m ore realistic option,as depicted in Figure 1

(iv).In thiscase,a question which arisesiswhetherto retransm itthe original

m essage(M A B forFigure1 (iv)),orto recom putesom epartsbeforeresending

the m essage.Here,the tradeo� is,asusual,between e�ciency versussecurity.

Tim e inform ation can also be included in the contents ofM A B and M B A .

A typicalvalue to include isa tim estam p,to preventreplay attacks.However,

thisrequiressecure clock synchronisation ofA and B ,which isexpensive (see

M ills[28]fora security protocolto achievethis).In fact,thisisthe reason for

which Bellovin etal.recom m end to switch to noncesin the K erberosprotocol

[6]. Recently,the analysisofsecurity protocolsusing tim estam pshasreceived

considerableattention from the research com m unity (see Related W ork in Sec-

tion 1.2).Therefore,in thispaperwedo notpursuethisdirection.

3 A M ethod for A nalysing Security Protocols

W eusetim ed autom ata [3]to m odelprotocolparticipants,and thishasseveral

advantages.Firstly,ourm ethod requiresthe designerto provide a precise and

relatively detailed protocolspeci�cation,which helpsto disam biguate the pro-

tocolbehaviour. Secondly,tim ing values like tim eouts need to be set at each

state,while retransm issions can be speci�ed as transitions to other protocol

states.
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O ncem odelled asautom ata,theprotocolcan be fed to therealtim e m odel

checkerUPPAAL,which allowsthe protocolto be sim ulated and veri�ed.The

sim ulation provides the designer with a good insight ofthe inner workingsof

protocol,and already atthis stage speci�c tim ing values like tim eouts can be

tuned. Then the designer can proceed with veri�cation ofspeci�c properties.

Asusualin m odelchecking,veri�cation ofthe protocolisautom atic for�nite

scenarios.

The resulting autom ata m odelisan inform ative and precise description of

thesecurity protocol,and thus,itprovidesa practicalway to strengthen im ple-

m entationswhile keeping e�ciency in m ind.

Asa third and �nalstep weproposeto transfertim ing inform ation back to

the high levelprotocoldescription. Thisservesto highlightthe role oftim e in

the im plem entation,butalso (aswe willdem onstrate in Section 6.1),to m ake

tim ing an integralaspectofthe protocoldesign.

3.1 T im ed autom ata and U PPA A L

In thispaper,the tim ed autom ata ofAlurand Dillare used form odelling [3].

In general,tim ed autom ata m odels have an in�nite state space. The region

autom aton construction,however,shows that this in�nite state space can be

m apped to an autom aton with a �nite num berofequivalence classes(regions)

as states [3]. Finite-state m odelchecking techniques can then be applied to

the reduced,�nite region autom aton. A num ber ofm odelcheckers for tim ed

autom ata isavailable,forinstance,K ronos[30]and UPPAAL [4].

Parallelcom position ofautom ata isone ofthe m ain sourcesforexpressive-

ness. Thisoperation allowsto decom pose com plex behaviour,thussupporting

transparentm odelling.W hen com posing autom ata in parallel,we need also to

provide som e form ofcom m unication. Forthe tim ed autom ata we use in this

paper,com m unication com esin form ofhand-shakesynchronisation.Two par-

allelautom ata can sharea synchronisation channel,i.e.both havea transition

labelled with a com plem enting channelnam e,e.g. synchronise! (and synchro-

nise!) in theexam pleofFigure2.Thesetransitionsm ay only betaken together,

atthe sam e m om ent. In Figure 2 we see an exam ple fora transition,labelled

by a guard thathasto be true when the transition istaken,a synchronisation

channel,and a variableupdate.

Data transm ission istypically m odelled by a synchronisation,where global

variablesare updated. These globalvariablescontain the data thatare trans-

m itted.
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var_v>const_c
synchronise!
var_w:=var_w+1

Figure2:Exam pletransition with guard,synchronisation and update

Tim ed autom ataextend \classical"autom ataby theuseofreal-valued clock

variables. Allclock variablesincrease with the sam e speed (derivation 1). For

tim ed autom ata wem akea di�erencebetween a stateand a location:a stateis

a location where allclockshave a �xed value.In thissense a location sym bol-

ically representsan in�nite set ofstates,for allthe di�erent clock valuations.

In Figure 3 an elem entary fragm ent oftim ed autom ata is shown. W hen the

transition from location Ito location IItakesplace,theclock clock isresetto 0.

Location IIm ay only be left at tim e D,where D is a constant. The invariant

clock< = D at location IIenforces that the transition to IIIhas to be taken at

tim e D.

I II

clock<=D

III
clock:=0 clock==D

Figure3:Basictim ed autom aton fragm entwith a clock and a constantD

Typically,theinitiallocation ofan autom aton isdenoted by a doublecircle.

W e also m ake use ofcom m itted locations,which have the property that they

have to be left im m ediately. In m ost cases com m itted locations are used to

m odela sequenceofactionswith atom icexecution.

The properties veri�ed by the m odelchecker ofUPPAAL are reachability

properties,like \there is a state where property p holds reachable from the

initialstate",orthe dual\in allreachablestatesproperty p holds".Thelatter

isfalsi�ed ifthem odelchecker�ndsa statethatdoesnotsatisfy p.In thiscase

a diagnostic trace from the initialstate to the state that does notsatisfy p is

produced by the m odelchecker;itservesascounterexam ple.

W e use thism echanism to �nd attacks. Ifwe can characterize forexam ple

thefactthatsom esecretisnotsecretany m oreasa propositionalproperty,and

the m odelchecker�ndsa state where thisproperty holds,the diagnostic trace

describesa sequenceofactionsthatleadsto thisstate,which givesprecisely the

attack.

Notethatin thiscontextveri�cation com esvery m uch in theguiseofdebug-

ging. Finding an attack requiresan adequate problem m odel. Not�nding an
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Figure4:O urUPPAAL M odel

attack increasesthe con�dence in the m odelled protocol,butdoesnotexclude

thatattackscould be found in otherm odelsforthe sam eprotocol.

3.2 O verview ofthe U PPA A L M odel

Letusnow describe the generalform ofourm odel,in som e detail. W e m odel

the protocolparticipants (initiator,responder,etc) and the intruder astim ed

autom ata. Additionally, we m odelcryptography as another autom aton,the

cryptographic device,which actsasan im partialparty thatregulatestheaccess

to data.In Figure4 weillustrate a scenario consisting ofoneinitiatorand one

responder. Here,boxesin bold representourgeneralintruderand the crypto-

graphicdevice,whiledashed boxesrepresenttheactualinitiatorand responder.

Theseparticipantsusethecryptographicdevicetoperform operations,butcom -

m unicatethrough theintruder(thustheintruderisidenti�ed with thenetwork

itself,obtaining a Dolev Yao likeintruder[15]).O urm odelling ism odular,and

allowsusto \plug in" di�erentparticipants(eg.,in theanalysisoftheYahalom

we add a server),while the bold boxes,ie.the intruderand the cryptographic

device,arethe corem odel.

W hile m odelling security protocolsastim ed autom ata in UPPAAL,wewill

focus on m odelling the tim es required by the agents to encrypt and decrypt

values(and generatenonces),butnoton theactualtim ethattakesthesending

(transm ission tim esareassum ed to be unknown).Therefore,forourresultsto

be useful,weassum ethatcom puting tim es(e.g.cryptographicoperations)are

notnegligible w.r.t.com m unication tim es,and thuschoicesfortim eoutvalues

depend both on com m unication and com puting tim es.

3.3 M odelling cryptography

The autom aton fora cryptographicdevice ispresented in Figure5.Thiscryp-

tographicdeviceperform snoncegeneration and publickey cryptography.Later

wealsouseadeviceforsym m etriccryptography,which can beobtained from the

onein Figure5in astraightforwardm anner.In fact,ourm ethod allowsdi�erent

cryptographic devices to be plugged in asneeded (eg. to add hashing). Basi-

cally,thedevicem odelisa shared tablecontaining pairsofplaintextsand keys.
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gennonce:=
gennonce+seed
+param1,
result:=
gennonce

gen_nonce?

finish_nonce!

plain[index]:=param1,
key[index]:=param2,
result:=index,
index:=index+1

index<max
start_encrypt?

finish_encrypt!

start_decrypt?

param1<max,
key[param1]*10==param2

finish_decrypt!

result:=plain[param1]

Figure5:Tim ed autom aton fora CryptographicDevice

The �rstservice ofthe cryptographic device is to provide fresh nonces to the

protocolparticipants(and also the intruder). The processofnonce generation

isstarted via synchronisation on thegen noncechannel.Thelocalvariablegen-

nonce isincrem ented with theconstantseed,m odelling thenew noncecreation.

After synchronisation,a globalresult variable is updated with a generated

nonce,and the device �nishesby synchronising on the � nish nonce channel.

Encryption and decryption are m odelled by two localarraysto the crypto-

graphic device,nam ely plain and key. W hen a party wantsto encryptsom e

valued with key k,itsynchroniseswith thedeviceviathechannelstartencrypt.

Ifthe device has stillroom in its tables,it storesd in the plain array and k

in the key array. As a result,it sets in the globalvariable result the index

in which d and k reside in the arrays. This index is the \ciphertext". Upon

decryption,the ciphertextisprovided to the cryptographicdevice,which then

checksthatthe provided key iscorrect:Since we m odelpublic-key encryption,

the private key ofa public key k is sim ply m odelled as a function f which is

unknown to the intruder;in ourcase we sim ply letf(k)= 10k,and m ake sure

theintruderhasnottheability tom ultiply by10,hencecannotguesstheprivate

keysofagents.

State constructions Now thatwehavethe cryptographicdevice,an honest

agentcan usedi�erentstateconstructionsto perform cryptographicoperations.

In Figure6weshow thedi�erentkindsofstateconstructionsused in ourm odels,

which designersshould useasbuilding blocksfortherepresentation ofprotocol

participants.

In theupperleftofFigure6 weseethebuilding block fornoncegeneration.

Here,aprotocolparticipant�rstresetstheclockt,assignsitsidentitytovariable

param (used by cryptographic device to provide di�erent nonces to di�erent

participants) and then �res via the gen nonce channel. Then the participant

10



===========
GEN_NONCE:

t<=
time_gennonce

gen_nonce!
t:=0,
param:=ID

t>=time_gennonce
finish_nonce?

var:=result

=========ENCRYPT:
t<=
time_encrypt

start_encrypt!
t:=0,
param1:=plain
param2:=key

t>=time_encrypt
finish_encrypt?

var:=result

DECRYPT:
t<=
time_decrypt

start_decrypt!
t:=0,
param1:=cipher
param2:=key

=========
t>=time_decrypt
finish_decrypt?

var:=result

Figure 6: State constructions: nonce generation (above),encryption (m iddle)

and decryption (bottom )

enters a state in which it waits untilthe tim e of nonce generation happens

(time gennonce),synchronises via the finish nonce channeland obtains the

return valueviavariableresult.Encryption and decryption areanalogous,and

only di�er in that they use two param etersparam1 and param2 (for plaintext

and key in the form er,and ciphertextand key in the latter).

3.4 M odelling the adversary

The intruder,presented in Figure 7,works basically as a Dolev-Yao intruder

[15]. The intruder m odels the network itself,by acting as an interm ediary of

com m unication between theinitiatorand responder.Thisism odelled by letting

the intrudersynchronise on both channelsinitm sg and resp m sg.Upon syn-

chronising by receiving a m essage,the intruderm ovesto state (SINT1),where

itsavesthe m essagemsg in itslocalvariable data and resetsan index variable

i which bounds the totalnum ber ofactions allowed to do before continuing

execution. Then,the intruderm ovesto state (SINT3),where itm akesa non-

determ inistic choiceforan action.M oreprecisely,itcan decide to:

{ Choosean identity in itslocalvariablepk (State SINT4)

{ Encrypta value (State SINT5)

{ Decrypta value(State SINT6)

{ G eneratea nonce(State SINT7)

{ Savevariabledata asm essagemsg.

Theintrudercan then continueto perform theseactions,chooseto send a m es-

sage or sim ply block a m essage and continue the execution. M oreover,the

intrudercan also delay arbitrarily a m essage,by waiting in state (SINT2).

11



SINT4

SINT5 ENCRYPT

SINT6 DECRYPT

SINT7 GEN_NONCE

SINT3
SINT2

SINT1

param1:=data,
param2:=pk

param1:=data,
param2:=IntruderPrivateKey

param1:=
IntruderPk

flag==true,
i<max_op

i:=i+1

pk:=AlicePk

pk:=BobPk
pk:=
IntruderPk

flag:=false

data:=pk,
flag:=false

msg:=data

init_msg?

resp_msg?

data:=msg,
i:=0

init_msg!

resp_msg!

i<max_op
i:=i+1

i<max_op,
data<100

i:=i+1

i<max_op
i:=i+1

data:=result,
flag:=true

Figure7:Schem a forthe tim ed autom aton forthe Intruder

4 A nalysing protocols

W e �rstconsidera sim ple protocolto illustrate ourtechnique.Later,we m ove

on to analysethe m orecom plex Yahalom protocol.

4.1 A n exam ple protocol

In this section we study and m odelin UPPAAL a sim pli�ed version of the

Needham Schroederprotocol,thoroughly studied in theliterature(seeeg.[25]).

Di�erently from the Needham Schroederprotocolwhosegoalisto achievem u-

tualauthentication,oursim plerprotocolaim satauthenticating theinitiatorA

toaresponderB only (wedonotlosegeneralityhere,thisisjustasim pli�cation

to im provepresentation).The protocolisasfollows:

1:A ! B : A

2:B ! A : fN B gK A

3:A ! B : fN B gK B

In the �rstm essage,the initiatorA sendsa m essagecontaining itsidentity

to the responderB . W hen B receivesthis m essage,it generatesa nonce N B ,

encryptsitwith the public key K A ofA and sendsitback to A.Upon receipt,

A decryptsthism essagewith herprivatekey,obtainsthenonceN B ,reencrypts

itwith the public key K B ofB and sendsitback to B .

W e can now m ove on to describe the actualinitiator,responder and in-

truder.Both the initiatorand responderhave localconstantstime out,which

representtheirtim eoutvalues.Also,theinitiator,responderand intruderhave
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localconstants time gennonce,time encrypt and time decrypt that repre-

sentthe tim e required to generatea nonce,encrypta valueordecrypta value,

respectively foreach agent.

The autom ata for the initiator and responder ofour sim ple protocolpre-

sented abovearegiven in Figure8 (thedashed transitionsoftherespondercor-

respond to retransm issions,discussed in Section 4.1.2). The initiatorA starts

herexecution when activated via channelstart(StateSI0).Theactualidentity

ofthe initiator role is set via the globalvariable init id (this and other role

variables are chosen by the Init autom aton,described below). The initiator

savesinit id asthe�rstm essage(seeprotocolm essage1).Then,theinitiator

startsherprotocolexecution,by �ring via thechannelinitm sg.Afterthis,the

initiatorstartsa clock tand waitsfor a response,oruntiltreachestime out

(State SI2).Ifthe tim eoutoccurs,the protocolisaborted (a retransm ission at

thispointwould beequivalentto restarttheprotocol).Ifa responseisreceived

before the tim eout via the initm sg channel,A tries to decrypt the received

m essage msg. This takes tim e time decrypt for the initiator. After the de-

cryption,the initiator reencrypts the obtained nonce (stored in result) and

�nally sendsthelastm essagevia theinitm sg channel,setting to true itslocal

boolean variablefinish.

Theresponderautom aton B workssim ilarly to theinitiator.Afterreceiving

the startsignal,B waitsforthe m essage containing the claim ed identity ofA

(State SR1). W hen received,B saves the �rst m essage in the localvariable

claimed id. After this,B generatesa nonce by contacting the cryptographic

device.W hen ready (StateSR3),B encryptsthenoncewith thevaluereceived

in M essage 1 (we identify identities with public keys). After �nishing the en-

cryption (State SR4),the m essage is sentand B startsto waitfora response

(State SR5). Ifan answercom es before the tim eout,B decrypts the m essage

and checksthatthechallengeisindeed the oneB sent.Ifso,the localboolean

variablefinish issetto true.

4.1.1 Veri�cation

W ewish toverifythatoursim pleprotocolindeed accom plishesauthentication of

A to B .To thisend,wewillm odelcheck onesession oftheprotocolcontaining

oneinitiator,oneresponderand oneintruder.W eusea specialInitautom aton

thatinstantiatesthe initiatorand responderwith identities(like A,B and I),

and then startsthe execution run by broadcasting via the startchannel. The

initautom aton isgiven in Figure9.

The property we check,AU T,isshown in Table 1. AU T statesthatifwe

reach a state in which the responder has �nished executing but the claim ed

id (corresponding to the �rstm essage ofprotocol)does not coincide with the

actualidentity ofthe initiator,the protocolis
awed.Indeed,a state in which

theinitiatorcan \lie" and stillforcetheresponderto �nish m eansthatauthen-

tication isviolated. Thisisone ofthe possible form sofauthentication failure.

Itisoutside the scope ofthispaperto illustrate di�erentauthentication 
aws

(seeLowe[26]and Crem ersetal.[11]form oreon authentication notions).
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SI2

t<=time_out
SI1

SI0

INITIATOR:

DECRYPTENCRYPT

=========

start?

msg:=init_id init_msg!
t:=0

init_msg?
param1:=msg,
param2:=init_id*10

param1:=result,
param2:=init_party

init_msg!
finish:=true,
msg:=result

GEN_NONCE

DECRYPT ENCRYPT

SR1

t<=time_out
RESPONDER:
===========

SR4SR5
t<=time_out

SR3SR2
start?

msg:=result
resp_msg!
t:=0

param1:=result
param2:=resp_id*10

resp_msg?
challenge
==result
finish:=true

na:=result

param1:=na,
param2:=
claimed_id

resp_msg?

claimed_id:=msg,
param1:=resp_id

t>=time_out

t>=time_out

Figure8:Schem asoftim ed autom ata fortheInitiator(top)and theResponder

(bottom )

init_id:=
AlicePk

init_id:=
BobPk

init_id:=
IntruderPk

init_party:=
AlicePk

init_party:=
BobPk

init_party:=
IntruderPk

resp_id:=
AlicePk

resp_id:=
BobPk

resp_id:=
IntruderPk

resp_party:=
AlicePk

resp_party:=
BobPk

resp_party:=
IntruderPk

start!

Figure9:Tim ed autom aton forthe Initautom aton

AU T = E < > Responder:finish and

Responder:claimed id!= resp party

AU Ty = E < > Initiator:finish and

Initiator:ticks< (Responder:time encrypt

+ Responder:time gennonce+ Server:time encrypt� 2

+ Server:time decrypt)� 1

Table 1:UPPAAL properties
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�:1 A ! I :A 1:I(B )! B : B

�:1 I(A)! B :A 2:B ! I(B ) : fN B gK B

�:2 B ! I(A) :fN B gK A
3:I(B )! B : fN B gK B

�:2 I ! A :fN B gK A

�:3 A ! I :fN B gK I

�:3 I(A)! B :fN B gK B

Table2:Left:A m an-in-the-m iddleattack.Right:A replay attack.

Ifweusea long tim eoutforB ,ie.B :time out � Intruder:time decrypt+

Intruder:time encrypt+

A:time encrypt+ A:time decrypt,UPPAAL �ndsam an-in-the-m iddleattack,

presented on the lefthand side ofTable 2.Thisattack issim ilarto Lowe’sat-

tack [25],in which an attackerfoolsB into thinking he iscom m unicating with

A,while in reality A only talks to I. O fcourse,we could patch the protocol

as Lowe did. But,in the contextoftim e,it is interesting to m odel-check the

protocolwith a tighter tim eout,ie. B :time out < Intruder:time decrypt+

Intruder:time encrypt+ A:time encrypt+ A:time decrypt.W hen thiscon-

straintisveri�ed,them an-in-the-m iddleattack vanishes.O fcourse,wecannot

pretend that B knows the intruder’s tim es ofencryption and decryption. en-

cryption/decryption Nevertheless,B can setB :time out = A:time encrypt+

A:time decrypt,leaving no spaceforany interruption.

A secondattackwhichisindependentoftim eouts(evenifwesetB :time out =

0!) wassurprisinglyfound byUPPAAL;thistim e,thevulnerabilityism uch sim -

pler.W ereportiton therighthand sideofTable2.Thisattack correspondsto

a \re
ection" replay attack [29]. Thisattack occurswhen the intrudersim ply

repliesB ’sm essage.TheattackerfoolsB into thinking itscom m unicating with

him self,whileitisnottruein reality.Interestingly,supposewechangem essage

3 ofthe protocolto 30:A ! B :fN B + 1gK B
. Now,the above replay attack

isprevented,since m essage 2 isnotvalid asm essage 3 anym ore. O fcourse,a

patch �a la Loweforboth also preventsboth problem s:

1:A ! B : A

2:B ! A : fB ;N B gK A

3:A ! B : fN B gK B

Having �nd con�rm ation thatourfram ework iscapable of�nding untim ed

attacks (and thus con�rm ing known attacks),we proceed to provide a good

baseline to study extended security protocolswith tim ing issues,like tim eouts

and retransm issions.

4.1.2 R etransm issions

Consider again the autom aton for the responder,given in Figure 8. In state

SR4,the responder sends the challenge fN B gK A
,and waits for a response in

15



state SR5. Ifthe response does not arrive before the tim eout,the responder

sim ply aborts.Now we considerpossible retransm issionsthatallow the proto-

colto recover and continue its execution. W ith tim ed autom ata,retransm is-

sionsareeasy to m odelby adding transition arrowsfrom stateSR5 to previous

states ofthe autom aton (the dashed lines in Figure 8);These transitions are

guarded,allowing to perform the action only when the tim eoutisreached (ie.,

t > = time out).A furtherre�nem entnotexplored herewould beto add coun-

tersso thatthe num berofretransm issionscan be lim ited beforeaborting.

W econsidertwo potentialtargetstatesforthetim eoutoftheResponderin

SR5,nam ely statesSR3 and SR2.Choosing theform ercorrespondsto retrans-

m itting the exactsam e m essage thatwassentbefore,fN B gK A
. O n the other

hand,linking the retransm ission arrow to SR2 correspondsto recom puting the

wholem essage,by creating a new nonceN 0

B and sending fN 0

B gK A
.

W eim plem ented both strategiesin ourUPPAAL m odel.Ascan beexpected,

retransm itting theexactm essageonce hasthee�ectofduplicating thetim eout

forB ,and thus the m an-in-the-m iddle attack becom es possible even for tight

tim eoutvalues. O n the otherhand,recom puting the whole m essage preserves

thesecurity oftheprotocol,atahighercom putationalcost.Thisevidencesthat

indeed thesedesign decisionsareim portantforboth security and e�ciency,and

a carefulanalysiscan help to choosethe besttim eoutsand retransm issionsfor

a practicalim plem entation.

4.2 A realprotocol

Having illustrated our approach with a sim ple exam ple we now study a m ore

realistic protocol,the Yahalom protocol[8]. Thisprotocolaim satauthentica-

tion ofA and B aswellaskey distribution ofA and B using a shared serverS

with whom both A and B sharesecretkeysK A S and K B S.

O urchoiceisbased on thefactthatYahalom isa com plex and strongproto-

col,with no known attacksoverit(However,a m odi�cation proposed by Abadi

et al.[7]has a known type-
aw attack). O ur aim is to study the protocolin

m ore detail(and thus closer to an im plem entation) with tim ing inform ation.

Theprotocolisasfollows:

1:A ! B : A;N A

2:B ! S : B ;fN B ;A;N A gK B S

3:S ! A : fB ;K A B ;N A ;N B gK A S
;fA;K A B ;N B gK B S

4:A ! B : fA;K A B ;N B gK B S
;fN B gK A B

Here we use sym m etric encryption,and key K X Y isshared between X and

Y .

To m odelconcatenation in an e�cient way,we gathered severalm essage

com ponentsinto a 16 bit�eld,thuskeeping thestatespaceassm allaspossible.

In our case,we assum e that nonces have 4 bits,agent id’s 2 bits and keys 4

bits. To accessthese values,we use bit-wise and with appropriate m asks,and

(left,right)bitshifts. O urintruderhasalso the capability to do the shiftsand
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m ask,and wealso rem oved the\publickey" choicefrom theintruderofFigure

7.W e havem odelled the protocolin UPPAAL (the initiator,responder,server

and intruderareshown in Figure10).

Aswedid with thepreviousprotocol,�rstwecheck whetherauthentication

ofA to B could be falsi�ed,using property AU T from Table 1.Thisproperty

isnotsatis�ed,con�rm ing thatYahalom issecure.Now wem oveto study tim e

sensitiveissues.

Therearetwoplacesin which tim eoutsand retransm issionscan occurin this

protocol.The�rstoneisin M essage1:AfterA sendsherm essage,shestartsa

tim erwaiting form essage3.Now,supposethata tim eoutoccurs,and A wants

to retransm itherm essage.W ecan becon�dentthatresending thesam enonce

N A willnota�ectsecurity,since in any caseitwasalready sentin the clearin

the�rsttim e.However,an interesting tim ing issueariseshere.An answerthat

is received too early by A could be suspicious,because som e tim e m ust pass

while B talksto S. IfA knowsB ’sand S’sencryption and decryption tim es,

A could even deliberately \hibernate" (eg.to saveenergy)untiltheresponseis

likely to arrive(thism odelsa windowed tim eout,seeFigure 1 (ii)).W e m odel

checked thisproperty by m easuring the tim e afterA sendsherm essage,and a

response arrive (we countticks,the dashed loop transition ofthe initiatorin

Figure 10). The speci�ed property isAU Ty,shown in Table 1. Thisproperty

is not satis�ed,con�rm ing that there is no way that the initiator can receive

a valid answerbefore the tim e required by the responderand serverto process

A’srequest. In an im plem entation,itisreasonable forA to seta tim eoutlike

above,sinceitisrealisticto assum ethatA can know theresponderand server’s

tim esofencryption and decryption.

The second tim eout is set by B after sending his m essage at step 2. If

a tim eout occurs,the retransm ission decision is m ore delicate: It is not clear

whetherB should resend theoriginalm essage,should recom puteN B orwhether

B should abort,since clearly N A cannotbe recom puted.Intuitively,N B could

be reused. W e m odelled in UPPAAL the retransm ission ofthe exactm essage

(asthedashed transition oftheresponderin Figure10).W hen wem odelcheck

again property AU Ty,we obtain thatitisstillunreachable,con�rm ing thatin

thatcasean e�cientretransm ission ofthe sam em essage2 by B issecure.

However,by observing the m essages
ow,we know thatifB tim eoutsthen

itisvery likely thatA hasalso reached itstim eoutand aborted (see Figure 1

(iv)).Thism ainly happensbecausesinceA isunsurewhetherB isaliveornot,

and thusA’stim eoutneedsto be tight. IfA knew thatB isalive and waiting

foran answerfrom S,then A could extend itstim eout.W ethen sketch a m ore

e�cient im plem entation in Figure 11,in which at M essage 2 B also sends a

specialsubm m essage notifying A ofthe subm ission to S. Then A can extend

itstim eoutwith m orecon�dence (the second dashed line in Figure 11).In the

casesubm isneverreceived byA,shecan send an abortm essagetoB .O fcourse,

in thissim ple m odelthe attackercan also send thism essages,thusperform ing

denialofservice attacks;in any case,our attackeris powerfulenough to stop

com m unication altogether.

In sum m ary,fortheYahalom protocolweobtain thatretransm itting forthe
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SI2t2<=1GEN_NONCE

INITIATOR:

DECRYPT

ENCRYPT

=========

msg:=Init_id<<
NonceLength,
param1:=Init_id

start?

init_msg?
param1:=(msg>>MaxLength)&MaxMask,
param2:=Init_id+Sharedkey,
tempmsg:=msg&MaxMask

init_msg!

t:=0, t2:=0,
na:=result&NonceMask,
msg:=na|msg,
ticks:=0

param1:=result&NonceMask,
param2:=(result>>NonceLength*2)&KeyMask

na==((result>>
NonceLength)&NonceMask),
Init_party==(result>>
(NonceLength*2+
KeyLength))&AgentMask

msg:=(tempmsg<<
MaxLength)|result,
finish:=true

init_msg!

ticks:=ticks+1,
t2:=0

t<=time_out,
t2==1

GEN_NONCE

SR5

t<=time_out

ENCRYPTSR1

DECRYPTDECRYPT

===========
RESPONDER:

resp_msg?

claimed_id:=(msg>>
NonceLength)&AgentMask,
param1:=Resp_id

param1:=msg&MaxMask,
param2:=(result>>NonceLength)
&KeyMask

nb:=result&NonceMask,
param1:=(nb<<(NonceLength+AgentLength))
|(claimed_id<<NonceLength)|(msg&NonceMask),
param2:=Resp_id+Sharedkey

resp_msg?

param1:=(msg>>
MaxLength)&MaxMask,
param2:=Resp_id+
Sharedkey

msg:=(Resp_id
<<MaxLength)|result

resp_msg!
t:=0

start?

nb==(result&NonceMask),
claimed_id==(result>>(NonceLength+
KeyLength))&AgentMask
finish:=true

t>=time_out

=======

DECRYPT ENCRYPT

ENCRYPT

SERVER:

serv_msg?

id1:=(msg>>MaxLength)
&AgentMask,
param1:=msg&MaxMask,
param2:=id1+Sharedkey

na:=result&NonceMask,
id2:=(result>>NonceLength)&AgentMask,
nb:=(result>>(NonceLength+AgentLength))&NonceMask,
param1:=nb|(na<<
NonceLength)|(KAB<<NonceLength*2)|
(id1<<NonceLength*2+KeyLength),
param2:=id2+Sharedkey

msg:=(result1<<
MaxLength)|result

param1:=nb|(KAB<<
NonceLength)|(id2<<
NonceLength+KeyLength),
param2:=id1+Sharedkey,
result1:=result

start?

serv_msg!
finish:=true

INTRUDER:
========= SINT5

ENCRYPT

SINT6

DECRYPT

SINT7

GEN_NONCE

SINT3
SINT2

SINT1

param1:=data,
param2:=IntruderKey

param1:=data,
param2:=
IntruderKey

param1:=
Eve

msg:=data

init_msg?

resp_msg?

data:=msg,
i:=0

init_msg!

resp_msg!

i<max_op
i:=i+1

i<max_op,
data<100
i:=i+1

i<max_op
i:=i+1

i:=i+1,
data2:=data

i<max_op data2:=data&MaxMask

data2:=data&NonceMask

data2:=
(data>>NonceLength)&AgentMask

data2:=(data>>MaxLength)&MaxMask

data2:=(data>>NonceLength*2)&KeyMask

data2:=
(data>>MaxLength)&AgentMask

serv_msg?

serv_msg!

i:=i+1
i<max_op

data:=data2

data:=data2
<<NonceLength

data:=
data2|data

data:=result

Figure 10: Tim ed autom ata schem as for the Yahalom Initiator (top),and re-
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abort

A B S1

2subm

3

4

Figure11:An m oredetailed im plem entation ofYahalom

responderissecure,and also thattheinitiatorcan beim plem ented to e�ciently

\hibernate" a safe am ountoftim e before receiving a response.

5 Taxonom y ofm essage 
ow s in security proto-

cols

The
ow ofm essagesofm anyprotocolsfollow asm allsetofspeci�cpatterns.By

exploringthewellknown Clark Jacob library [8]ofauthentication protocolsand

theSecurityProtocolsO pen Repository(SPO RE)[1],wewereabletocategorize

theprotocolsin fourcategories,asshown in Figure12.To each pattern,weadd

thecorrespondingtim eouts,and analyzetheirim pactson securityand e�ciency.

For the originalreferences ofthe protocols,the interested readerm ay consult

the Clark Jacob library [8]and the SPO RE library [1].

Notshown in thiscategorization arenon-interactiveprotocolswhich do not

wait for m essages and thus do not require tim eouts. In this category fallthe

W ide M outhed Frog protocol,the CCITT X.509 sim ple passprotocoland the

CAM protocolform obile IP.

First, we discuss the sim plest pattern in Figure 12 (i). This is a three-

m essageexchange with two participants.Thispattern isthe sim plestand also

them ostsecureonefrom tim ing pointofview,sincetim eoutscan be settight,

due to the ping-pong nature of the exchanges. To this pattern correspond

both the exam ple protocolofSection 4.1 and the one in Section 6.1,and also

the protocols CCITT.509 three pass,the Sham ir Rivest and Adlem an Three-

Pass protocol,the ISO XXX K ey Three-Pass (and their repeated protocols),

the Sm artRightview-only protocol(from SPO RE)and the Di�e-Hellm an key

exchangeprotocol.W ith a fourth m essagefrom B to A in thesam efashion we

�nd the Andrew Secure RPC protocol.Adding a third participantS,butstill

doing ping-pong exchanges,wecan add theNeedham Schroedersym m etrickey

protocoland the Denning Sacco protocol.

Secondly,we identify three-party protocols,in which a serverS also takes

part in the com m unication (Figure 12 (ii)) but ping-pong exchanges are not

anym ore used. This pattern is potentially unsafe and ine�cient for A,since
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she has to wait untila long tim eout as elapsed after the �rst m essage before

receiving an answerfrom S. This is due to the factthat three m essageshave

to be exchanged afterA’s initialm essage. By consulting again the Clark and

Jacob library and theSPO RE repository,weseethattheO tway Reesprotocol,

theG ong m utualauthentication protocol,theW oo-Lam m utualauthentication

protocol,theCarlsen protocol,and �nally theK ehneSchoenwalderLangendor-

fer(K SL)protocolallfallin thiscategory.Adding ping-pong exchangesbefore

and aftertheexchangesofFigure12we�nd theNeedham SchroederPublickey

protocol.Adding a ping-pong exchangebeforeFigure12,and rem ovingthelast

exchangegivesusthe SPLICE/AS protocol.

Thirdly,we see a pattern to which only the K ao Chow protocolbelongsin

Figure12(iii).Thispattern ishoweverbetterthan (ii),sinceshorterand fewer

tim eoutsare used: A needsto waitforthe tim eoutcorresponding to only two

m essages(instead ofthree asin (ii)),and B hasto waitforonly one tim eout

(com paring to two tim eoutsin (ii)).

Finally,in Figure12 (iv)weseethelastpattern.Thispattern isworsethan

(iii) since B needs to wait longer (for two m essages instead ofone in (iii)).

However,it is unclear whether it is better than (ii),which uses two tim eouts

ofone m essage each: the actuale�ciency and security depends on the actual

tim eout values used in each case. This category is inhabited by the Yahalom

and Neum an Stubblebine protocols.

(iv)

A A B S A S B A B SB

(i) (ii) (iii)

Figure12:Typicalm essage
owsforauthentication protocols

Thistaxonom y showshow authentication protocolscan be categorized into

a handfulofpatterns.The e�ciency and security thatan im plem entation ofa

protocolwillhavedependson which pattern theprotocolfollows,and thusitis

usefulto analyzethe patternsin isolation from theactualprotocols.
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6 B eyond m odelchecking: N ovelissues consid-

ering tim e

So far our m ethod has been used for analysis purposes,ie. to m odel,classify

and debug security protocols as a source ofhints for the im provem ent ofthe

protocolim plem entations.W enow exploresom eideasto im provetheprotocols

them selves,and also presentthe threatofa m ore subtle attack,based only on

tim ing.

6.1 U sing tim e as inform ation: T im ed C hallenges

Som etim esitcan beusefultoincludeothertim ed inform ation than tim estam ps,

even ifthe clocks are not synchronised. Consider the following protocol,ob-

tained by om itting theencryption ofthelastm essageofthe(patched)protocol

ofSection 4.1:

1:A ! B : A

2:B ! A : fB ;N B gK A

3:A ! B : N B

Even though N B isnow sentin theclear,thisprotocolstillachievesauthen-

tication ofA to B ,although now the nonce obviously cannotbe regarded asa

shared secret. Still,the intruder can prevent a successfulrun ofthe protocol

(eg.by intercepting m essage3),hencetheprotocolisasstrong asitwasbefore

in thisrespect.

Im aginenow a situation in which thereisa link from A to B in which data

can be sentvery fast,butata high costperbitsent. Forexam ple,think that

the high costofsending inform ation com esfrom the factthatwe have devices

with a very lim ited am ountofenergy,likewirelesssensornetworksforinstance.

Alternatively,in som enetworks,operatorschargeaccordingtoqualityofservice,

and m any networkshaveasym m etriclinks(eg.Cable m odem and ADSL).

Assum e therefore that,sending N B in m essage 3 is expensive and not de-

sirable.W e propose a solution based exclusively on using tim e asinform ation.

Let �A B be the average tim e it takes for a m essage to be sent from A to B ,

and analogously �B A . Then consider the \tim ed" variantofthe above proto-

col,dem onstrating how tim ing inform ation is brought back to the (abstract)

protocollevel(ie.Step 3 ofSection 3):

1:A ! B : A

2:B ! A : fB ;tB gK A

3:A ! B : \ack" attim e tB � �A B � �B A

In M essage 2, instead of a nonce, B generates som e random tim e value

tB > �A B + �B A ,concatenates it with B ’s identity and encrypts the m essage

with A’s public key. Then,B starts a tim er tand sends the m essage. Upon
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reception,A extracts tB ,waits tim e tB � �A B � �B A ,and replies the single

bit m essage \ack". W hen B receives this m essage,the tim er is stopped and

B checks that tis su� ciently close to tB ;ifso,A is authenticated to B . O f

course,theam ountofnoisein thetim em easurem entsin
uenceswhatwem ean

by \su� ciently close" above. Also, to be realistic, the length in bits oftB
should besm allenough,otherwiseB would bewaiting too long;thiswould give

an intruder the chance to guess tB ,and answer the \ack" at the appropriate

tim e.However,wecan strengthen the protocolasfollows:

1:A ! B : A

2:B ! A : fB ;tB 1
;:::;tB n

gK A

3:A ! B : \ack" attim e tB 1
� �A B � �B A

...

n + 3:A ! B : \ack" attim e tB n
� �A B � �B A

Forexam ple,iftB i
isoflength 4 bits,fori2 [1::n],then thetotalansweris

n bits,in com parison with an answerof4n bitsrequired in thenonceprotocol.

O fcourse,sending severalshort m essages can be worse than sending one

long m essage,in which case our protocolwould not be so useful. In general,

the value ofn m ust be chosen as sm allas possible,depending on the desired

security and network latency. A fastnetwork allowsusto reduce n and atthe

sam etim e increm entthe length oftB i
,fori2 [1::n].

Intuitively,thesenttim esofthe\ack"’srepresentinform ation,and theabove

protocolsexploit that. To the best ofour knowledge,this is a novelusage of

tim e in security protocols.

A pplication Thisprotocolcan beused to authenticatea wholechain ofnet-

work packets,as follows. Suppose A has a large sequence ofn packets which

m ust be stream ed to B over a network. For instance,these packets can rep-

resent an audio stream in the Internet. W e want to authenticate the audio

stream , but we do not wish to spend lots of resources on doing this. Let

tB i
2 f�A B + �B A ;�A B + �B A + C g forsom econstantC and pi denotepacketi,

for1� i� n.Then the protocolbecom es:

1:A ! B : A;n

2:B ! A : fB ;tB 1
;:::;tB n

gK A

3:A ! B : p1 attim e tB 1
� �A B � �B A

...

n + 3:A ! B : pn attim e tB n
� �A B � �B A

W hen tB i
is �A B + �B A ,it is the delay introduced by A is zero,ie. pi is

sentrightaway. However,when tB i
is�A B + �B A + C ,the delay is C . To be

ase�cientaspossible,C should be chosen to be them inim um am ountoftim e

thatallowsB to distinguish the delay m odulated by A.
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In this protocol,only one bit is authenticated per packet. However,the

largerthe n is,the m orecon�dence wecan obtain ofA’sauthentication.

D iscussion In thisprotocol,wearein reality exploiting a well-known feature

ofchannelcoding: a so-called tim ing covert channel. In such a channel,the

transm itting party m odulatespacketsso thatinform ation can bepassed even if

itsnotallowed by the environm ent.O urusagedi�ersin three ways:

� Firstly,weusea m ixed approach,in which som einform ation issentin the

standard channel,and otherissentin the tim ing channel.

� A second di�erenceism orefundam entalthan thepreviousone.O urusage

oftim ing channelispurposely public,and thereisno environm enttrying

to stop the unauthorized inform ation 
ow. Tim ing is used only because

ofitspracticaladvantages,nam ely low-bandwidth.

� Finally, in our protocolboth com m unicating parties do not trust each

otheron principle:Indeed,oursisan authentication protocol.

6.2 T im ing Leaks in an im plem entation of Private A u-

thentication Protocol

W enow presenta threatoverim plem entation ofsecurity protocolswith branch-

ing:theso called tim ing attack.W eillustratethisby showing an attack overa

carelessim plem entation ofAbadi’s Private Authentication (PAP)protocol[2]

(The second protocol).Itisworthwhile to m ention thatthe protocolhasbeen

proved correctby Abadiand Fournet[20],in a setting withouttim einto consid-

eration.W eassum ethateach agentX hasa setofcom m unication partiesSX ,

listing the agentswith whom X can com m unicate. The aim ofthe protocolis

to allow an agentA to com m unicateprivately with anotheragentB .Here\pri-

vately" m eansthatno third party should be able to inferthe identitiesofthe

partiestaking partin the com m unication (i.e.A and B )(PAP G oal1).M ore-

over,ifA wantsto com m unicate with B butA 62 SB ,the protocolshould also

concealB ’sidentity (and presence)to A (PAP G oal2).A run ofthe protocol

in which A wantsto com m unicatewith B proceedsasfollows:

1.A generatesanonceN A .Then,A preparesam essageM = f\hello";N A ;K A gK B
,

and broadcasts(\hello";M ).

2.W hen an agentC receivesm essage(\hello";M ),itperform sthefollowing

three steps:

(a) C tries to decrypt M with its own private key. Ifthe decryption

fails,(which im pliesthatC 6= B ),then C createsa \decoy" m essage

fN gK (creating a random K ,and keeping K � 1 secret),broadcasts

(\ack";fN gK )and �nish itsexecution.Ifdecryption succeeds,then

C = B (and so from now on we willrefer to C as B ). B then

continuesto the nextstep.
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(b) B checksthatA 2 SB . Ifthis fails,i.e. A 62 SB ,then B createsa

\decoy" m essagefN gK ,broadcasts(\ack";fN gK )and �nishesexe-

cution.O therwiseB continuesto the nextstep.

(c) Finally,B generatesa fresh nonceN B ,and broadcaststhe m essage

(\ack";f\ack";N A ;N B ;K B gK A
).

Itisinteresting to seetheuseof\decoy" m essages,to preventattacksin which

an intruder I prepares a m essage M = f\hello";N C ;K A gK B
,im personating

agentA. Ifdecoy m essageswere notpresent,then I would send (\hello";M ),

and deduce whether A 2 SB by noticing a response from B . However,using

decoysonly helpsto confusean attackerdoing tra�canalysis,and breaksdown

when considering a \tim ed" intruder,aswewillshow in the nextsection.

A n attack over an im plem entation ofthe P rivate A uthentication pro-

tocol

W eshow an attackin which Ican �nd whetherA 2 SB .Theattackisillustrated

in Figure 13,where I is trying to attack A,B and C ,which since I doesnot

know theiridentities are called X ,Y and Z. First,suppose thatI 62 SB (the

attack forthe case in which I 2 SB isanalogous). FirstI needsto know how

long,on average,ittakestoB to com puteeach step oftheprotocolasdescribed

above.To discoverthisI could preparevariousm essages:

1.Firstly,I sendsa m essage(\hello";fN gK ),whereK isnotthepublickey

ofanyotherparticipant.Thiswould generateanum berofdecoyresponses

from the other participants,which I can tim e (Step 1 in Figure 13,for

tim esx,y and z).

2.Secondly,I sends a m essage (\hello";f\hello";N I;K IgK B
). Again,this

generatesdecoy responsesfrom the otherpartieswhich I can tim e (Step

2 in the �gure). However,ifB is present,then one response willhave

longertim e(ie.wegettim esx,z and y0with y0longerthan y),re
ecting

the successfuldecryption and check thatI 62 SB perform ed by B (Recall

we assum e thatI 62 SB ).Up to thispoint,I hasinform ation thatallows

him to infer B ’s presence (hence the dashed circle in the �gure);Thus,

thisattack already violatesgoal2 ofAbadi’srequirem ents[2]: B should

protect its presence ifa party X is willing to com m unicate with B but

X 62 SB (Step 2).

3.Finally,ifB ispresent,then Isendsm essage(\hello";f\hello";N I;K A gK B
).

Thiswould generateagain thesam edecoyresponses,exceptonethattakes

longer (Step 3 in the �gure,for x,z and y00 with y00 longer than y0). If

this response takesthe sam e tim e asthe above item ,then I can deduce

thatA 62 SB .O therwise,iftheresponsetakeslonger(re
ecting thenonce

generation N B and encryption perform ed by B )then I can deduce that

A 2 SB .
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Step 3:

AB A;BSA = SB = SC =

I
x

X

A B

Y

C

zy

("hello";fN gK )

Z

::::::

AB A;BSA = SB = SC =

I
x

X

A B C

zy0

("hello";fN I;K IgK B
)

Z

::::::

I
x

X

A B C

zy00

("hello";fN I;K AgK B
)

Z

::::::

AB A;BSA = SB = SC =

Step 1:

Step 2:

Figure 13:The attack overthe PAP protocol.Here X ,Y and Z are unknown

identitiesby theintruderI.A,B and C arerealidentities,with corresponding

SA ,SB and SC sets.Finally,x,y,y0,y00and z aretim ing values.Dashed circles

indicatethe intruder’sknowledgeofinnervalues.
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IfI 2 SB ,then thesecond step abovereturnsthelongesttim e,and thethird

m essagewould takeeitherless tim e orequal.

After recording this inform ation,I has three tim e values t0;t1 and t2. t0

correspondsto thetim ein which B isnotpresent;t1 correspondsto thetim ein

which B ispresentbutitscom m unicatingpartyX 62 SB .Finally,t2 corresponds

to the case in which B ispresentand itscom m unicating party X 2 SB . W ith

thesevaluesathand,now an attackercan check ifA 2 SB foran arbitrary A.

Tim ing in networks is often accurate but ifthe accuracy is too low,the

intrudercan repeatthetim ings(i),(ii)and (iii)and perform statisticalanalysis

to increasethe probability ofthe inferencesto be correct[22].W e proposethis

asfuture work,when wehavea probabilistic,tim ed m odelcheckeratdisposal.

7 C onclusions

Securityprotocolanalysisisam ature�eld ofresearch thathasproduced num er-

ousresultsand valuable toolsforthe correctengineering ofsecurity protocols.

Despite a large body ofliterature on the subject,m ost analysis m ethods do

not take tim e into consideration (with the exception ofa few papers,consid-

ering m ainly the use oftim estam ps). W e argue thatthisisnotrealistic asall

distributed protocolsneed to im plem enttim eouts(possibly followed by retrans-

m issions).

In thispaperweaddresssom eoftheissuesthatneed to beconsidered when

including tim e-related param etersin the engineering process.

O ur �rst contribution is a m ethod for the design and analysis ofsecurity

protocolsthatconsidertim ing issues.W e m odelsecurity protocolsusing tim ed

autom ata,and useUPPAAL to sim ulate,debug and verify security protocolsin

a realtim e setting.To thisend,we em ploy a generalDolev-Yao style intruder

(naturally encoded in UPPAAL),and we rem ark that m odelling the intruder

asa tim ed autom ata im plicitly extendsitspowerto takeinto accountthe tim e

sensitivity. O ur m ethod allowsus to specify security protocolsin detail,with

tim eouts and retransm issions,which is closer to an im plem entation than the

classicalanalysiswith e.g. CASPER [26]orconstraint-based m ethods [27,9],

thereby increasing the con�dencein the analysis.

Secondly,by analyzing the protocols in the Clark and Jacob library and

the SPO RE library,we see that m ost protocols schem as (w.r.t.tim eouts and

retransm issions)�tinto a sm allnum berofcom m on patterns. W e analyse the

e�ciency and security ofeach ofthe patterns.

O urthird contribution isan illustration ofthe im plicitinform ation carried

by tim ing. The m ere act ofsending a m essage at a speci�c m om ent in tim e,

and notanother,carriesinform ation.W eproposea novelsecurity protocolthat

exploitsthisfactto achieveauthentication.Theprotocolreplacesthestandard

nonceswith tim ed challenges,which m ustbereplied atspeci�cm om entsin tim e

to be successful. Although it isa prelim inary idea,itexposesclearly the fact

thatsecurity protocolscan useand takeadvantageoftim e.
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Finally we addressthreatsspeci�cally involving tim ing should also be con-

sidered;speci�cally,tim ing attacks. W e illustrate these attacksin the context

ofsecurity protocols,wherebranching allowsan intruderto deduceinform ation

thatisintended to bekeptsecret.Speci�cally,wem ountan attack overan im -

perfectim plem entation ofAbadi’sprivateauthentication protocol[2].Solutions

to avoid tim ing attacksin theim plem entationsareusually expensive(including

noise injection or branch equalisation),and it is not our purpose to investi-

gate them ;here we m erely liftthe known problem oftim ing attacks(typically

m ounted againstthe cryptosystem obtain secretskeys)to security protocolsin

general,wherethe inform ation leakagecan be,in principle,anything.

O nepossibledirection offuturework isto consideratim ed and probabilistic

m odelchecker (in the lines of[12]or [23]),that would allow us to study the

protocols of Section 6. M oreover,a probabilistic setting would allow us to

m odel,m ore realistically,the network latency.This,in turn,would provide us

with a �nerm ethod to tune sensitivetim ing values.Anotherpossibledirection

for future research would be to im plem ent a com piler from a m eta notation

(sim ilarto thestandard notation,plustim ing inform ation)supporting sym bolic

term s,toUPPAAL autom ata.Ultim ately,thesedirectionsoffuturework would

contributeto a m ethod ofsecuresystem sengineering.
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