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Abstract nication. Availability of such devices has made it pos-

sible to deploy them in a networked setting for applica-
Wireless sensor networks offer the potential to span atiehs such as wildlife habitat monitoring [10], wild-fire
monitor large geographical areas inexpensively. Sensgngvention [7], and environmental monitoring [15]. As
however, have significant power constraint (battery life)ew sensing devices are developed, it is envisioned that
making communication very expensive. Another imposensor networks will be used in a large number of civil
tant issue in the context of sensor-based information sgsd military applications. Going beyond traditional tem-
tems is that individual sensor readings are inherently yperature, sound or magnetic sensors, a next generation of
reliable. In order to address these two aspects, sensemsor technology is emerging which can sense far more
database systems like TinyDB and Cougar enable iverse physical variables. In particular, highly sensi-
network data aggregation to reduce the communicatiive and selective biological/chemical sensors are in de-
cost and improve reliability. The existing data aggregeelopment for rapid detection of hazardous biological and
tion technigues, however, are limited to relatively sinmehemical agents [2, 3].

ple types of queries such agM, COUNT, AVG, and |n order to support advanced sensing technology, it is
MIN/MAX. In this paper we propose a data aggregatig@cessary to develop information and communication in-
scheme that significantly extends the class of queries thaktructure in which such sensors can be gainfully de-
can be answered using sensor networks. These quepie§ed. The MICA2 mote (available from Crossbow
include (approximate) quantiles, such as the median, fi&hnology [5]) with TinyOS operating system [13] de-
most frequent data values, such as tbasensusalue, veloped at UC Berkeley represents a typical building
a histogram of the data distribution, as well as ranggck of such an infrastructure. The key characteristic
queries. In our scheme, each sensor aggregates the gefdiCA2 motes is that it is severely limited in terms of
it has received from other sensors into a fixed (user speemputation capabilities, communication bandwidth, and
ified) size message. We provide strict theoretical guarayattery power. Another issue is the inherent unreliabil-
tees on the approximation quality of the queries in termg of the sensing functionality. Although as a first order
of the message size. We evaluate the performance of gllapproximation, sensor networks comprising multiple
aggregation scheme by simulation and demonstrate its @nsor nodes can be viewed as a distributed system or
curacy, scalability and low resource utilization for highla network of computers, the limited capabilities of indi-
variable input data sets. vidual sensor nodes necessitate a careful design of both
the communication and information infrastructure. Al-
. though hardware advances are likely to result in reducing
1 Introduction the footprint of such devices even more, the limitations
and unreliability will continue to remain. Numerous ef-
With the advances in hardware miniaturization and intisrts are in progress to build sensor networks that will be
gration, it is possible to design tiny sensor devices theftective for a broad range of applications [13].
combine sensing with computation, storage, and commuost common mode in which sensors and sensor net-
*The authors were supported by NSF grant 11S-0121562 and Ar works are deployed s in the context of monitoring and de-

Research Organisation grant DAAD19-03-D-0004 throughiniséitute tgc'uon of critical events in a physical enqunment._Typl—
for Collaborative Biotechnologies. cally, each sensor node collects data from its physical en-
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vironment and this data needs to be delivered to the useradings can be highly unreliable and even a handful of
through the network interconnection for further analysisutliers can introduce large errors in single aggregate val
The simplest way this can be accomplished is to let eashs such aaVERAGE and SUM. For example, the elec-
sensor node deliver its data periodically to the host coimenic nose project [2] based on chemical sensors deploys
puter, referred to as thease stationwhere the data can bea large sensor array for detecting chemical agents. The
assembled for subsequent analysis. This approach, hdistribution of values on the array is used as a chemical
ever, is wasteful since it results in excessive communicagnature to classify the agent as being safe or unsafe. In
tion. When combined with the fact that transmitting orguch environments, we envision that it is important not
bit over radio is at least three orders of magnitude masaly to estimate single-valued aggregate measure but also
expensive in terms of energy consumption than execastimate the distribution of the sensor values. By having
ing a single instruction, alternative approaches are lgleathe estimate of the data distribution available at the base
warranted. In order to address this problem, proposatation, users can pose more complex queries and perform
have been made to exploit the multi-hop routing protocatsore sophisticated analysis by computing median, quan-
in sensor networks in such a way that messages from ntilés, and consensus measures. Our goal in this paper is
tiple nodes are combined en-route from the sensor notieslevelop techniques that would enable such an estimate
to the base station [11]. Routing in such a network cai data distribution of sensor values be available at the
be visualized as a routing tree with the base station as base station in an energy efficient manner while provid-
root and nodes sending messages up the tree towardsrthestrict error guarantees.

root. Although this approach does reduce the number ofAlthough measures such aERAGE and MEDIAN
messages, it still suffers from the problem of larger meseem very similar at first glance, the amounts of resource
sage sizes as information passes through the routing weguired to compute them are very different. To compute
from the leaf nodes to the root node, i.e., the base statiaWERAGE, every node sends two integers to its parent,

Researchers at UC Berkeley [17, 16] (TinyDB projectine representing the sum of all data values of its children
and Cornell University [23] (Cougar) have developed eand the other is the total number of its children [16]. In
ergy efficient query processing architectures over senstier words AVERAGE can be computed by using con-
networks. Their approach is based on a couple of aiant memory and by sending constant sized messages.
servations : first, for a user, the individual sensor valué the other hand, to answerMEDIAN query accu-
do not hold much value. For example, in a sensor nestely, we need to keep track of all distinct values and
work spanning thousands of nodes, the user would litteus the message size and memory required to store it
to know the average temperature of an extended reggmows linearly with the size of the network. To get around
which might span a large number of sensors. Second, #xs difficulty we focus orapproximationschemes to an-
tracting all the data out of a sensor network is very inefwer quantile and related queries. For most sensor net-
cient in terms of bandwidth and power usage. It is muebork applications 100% accuracy is not necessary and
more efficient to gather an overview of the total range ofir approximation scheme can be adapted to meet any
data with aggregate measures SUCRAW@WBRAGE, SUM, user specified tolerance at the expense of higher mem-
COUNT, andMIN/MAX. In addition to energy benefits, agory and bandwidth consumption. To this end, we intro-
gregation can help us reduce the effects of error in sendace Quantile Digest or g-digest : a novel data structure
readings. Individual sensor readings are inherently unvehich provides provable guarantees on approximation er-
liable and, therefore, taking an average of multiple seror and maximum resource consumption. In more con-
sor values gives a more accurate picture of the true physiete terms, if the values returned by the sensors are inte-
cal data value. Based on these considerations the Cowggas in the rangf, o], then using g-digest we can answer
and TinyDB architectures have proposed usingetwork quantile queries using message sizavithin an error of
aggregatiornto compute such aggregates over the routi®(log(c)/m). We also outline how we can use g-digest
tree, minimizing both the number of messages as welltasanswer other queries such as range queries, most fre-
the size of the messages. Note that measures suchras quent items and histograms. Another notable property of
andMAX are not strictly aggregate measures and are grdigest is that in addition to the theoretical worst case
deed singleton sensor values. They are however easpaand error, the structure carries with itself an estiméte o
compute in the same data aggregation framework. error for thisparticular query.

Although aggregation measures suclhg8RAGE and  The organization of the rest of the paper is as follows.
SUM are sufficient in many applications, there are sitln section 2 we discuss the model we shall be working
ations when they may not be enough. In particular, wmth and some related work. Section 3 is devoted a to a
the context of biological and chemical sensors, individudétailed description of g-digest and how it performs in-



network data aggregation. In section 4, we shall sha&vl Related Work

how one can query g-digest to obtain quantities of inter- . . ]
est. Then in section 5 we move on to an experimenﬂ?e problems of decentralized routing, network mainte-

evaluation of our scheme under various inputs. Finafjgnce and data aggregation in sensor networks have led

we discuss extensions to g-digest and outline directidRsnovel research challenges in networking, databases,
for future work. and algorithms [14, 6]. In terms of providing database

gueries over sensor networks, TinyDB [17] at UC Berke-
ley and Cougar [23] at Cornell University are the two ma-
jor efforts. They provide algorithms for many interesting
aggregates such as\x, MIN, AVERAGE, SUM, COUNT.
For queries such a8EDIAN, TinyDB does not perform
any aggregation; all data is delivered to the base station
whereMEDIAN is calculated centrally [16]. Approximate
We consider a network of sensor devices, where all deaggregation schemes for more complex queries such as
ontours and wavelet histograms have been proposed for

vices are sensing in a common modality. Without loss TinvDB 121 Th laorith f fairl
generality, each sensor’s reading is assumed to be arti. TINyDB system [12]. These algorithms perform fairly

teger value in the rang, o, whereo is the maximum well in practice, but they do not provide any strict bounds

possible value of the signal. The network contains a sf@- error. Zha_\o etal. [24], hav_e also suggested algorithms
cial node, called base station, which is responsible fer i Qr constructing summaries likerx, AvG. The focus of

tiating the query, and collecting the data from the sensotrl%‘?'r work is however more on network monitoring and

When a query is initiated by the base station, the Senzg@mzensnce,dr_ather tr:ja?] database query. Considine et
organize themselves in a spanning tree, rooted at the se [4] have discussed how to computeUNT, SUM,

station, which acts as the routing tree for sensors to pro -EﬁAGlE na rgk()justl_fashlon "ll the FFJ)reszncekof fa|I|urest
gate their signal values towards the base station. Actu as lost and duplicate packets. Przydatek et. al. [20]

a routing tree is not essential to our purposes; the only e discussed secure ways to aggregate data, but with

guirements we impose on the routing scheme is that thgﬂely one aggrega_tlng nc_>d_e. Toour k_nowledge, t_h|s work
be no routing loops and no duplicate packets. The routitt h? f|rs_t to prow_de efficient approximate algorithm for
tree can be used for query dissemination as well. In tfid€ies like quantiles, consensus and range.

paper, we assume that the links between sensor nodes afd'€ data streams community has also dealt with very

reliable (no packets are lost), and focus exclusively on tRighilar problems where queries on large amounts of data
data aggregation problem. need to be answered with limited memory. In the data

stream model, the data is not stored and hence can be ex-

An aggregate such aEDIAN is intrinsically more dif- amined only once. In sensor networks the data is stored,
ficult to compute thamIN, MAX, or AVERAGE. In fact, pyt is distributed. In the context of data streams, Green-
under the natural assumption that each sensor only fR&id and Khanna [8] have proposed an efficient approx-
wards a fixed amount of data, it is easy to argue that ofgation algorithm for computing quantiles. Manku and
cannot calculate the median (or any other quantile) pigotwani [18] have provided approximate algorithms for
cisely. Imagine, for instance, a simple situation whefgding frequent items. Since this paper was submitted,
sensorA calculates the median based on the medians ¢§eenwald and Khanna [9] have proposed a distributed
ceived from two other sensofs andC'. Even if B and sensor network algorithm to find approximate quantiles
C know the exact median of their own data, there is @ing message size within an error ofO(log?(n)/m).
inherent uncertainty inl’s computation:A doesn'tknow The similarity between the problems that arise in sensor
the rank ofB's median in dataset af' and vice-versa. If hetworks and data streams suggest that it will be a fruitful

B andC aggregate data from sensors each, theA's ayvenue of research to exploit the insights gathered on one
estimate of the combined median can have errer/@fin  field on the other one.

the worst case.

2 Background and Related Work

This argument shows that, with the in-network aggre- . .
gation model, only an approximation of tp1an, or 3 The Quantile Digest
guantiles, is possible. Our scheme, in fact, shows the best
possible approximation quality (asymptotically), and oA query processing framework for a sensor database
fers a trade-off between the message size and the emeeds to support both single valued queries suckivas
guarantee. as well as more complex queries likg STOGRAM. Us-



ing the TinyDB framework, many single valued querigs not practicable in a sensor network setting. The over-
can be answered accurately with minimal resource usalg@ping buckets gives g-digest another advantage over
In order to support more complex query functionalitgqui-depth histogram, in being able to answer consensus
we propose a new summary structure, referred to as thegeries (frequent values).
digest (quantile digest), which captures the distributbn The plan for the rest of this section is as follows. First
sensor data approximately. g-digest has several inter@stsection 3.1 we discuss the properties of g-digest and
ing properties which allow it to be used in different wayshen how one builds it in a single sensor (section 3.2). In
section 3.3, we show how g-digests from different sensors
1. Error-Memory Trade-off: g-digest is an adaptiveare merged together. In section 3.4 we prove the memory
query framework in which users can decide for themanq error bounds on g-digest. Finally, in Section 3.5, we

selves the appropriate message size and error traglgsyy how g-digest can be represented in a compact fash-
offs. The error conscious user can set a high mayp_

imum message size and achieve good accuracy. A
resource conscious user can specify the maxim . .
message size he/she is willing to tolerate, and tlr‘?(gl Properties of g-digest
g-digest will automatically adapt to stay within this

bound and provide the best possible error guarantees. 1

The usefulness of this mode of operation is further g
extended by theonfidence factowhich is a part of

g-digest.

2. Confidence Factor The theoretical worst case error
bound applies to only very specific data sets which e
are unlikely to arise in practice. In any actual query,
the error is much smaller and the g-digest structure
contains within itself a measure of the maximum a
error accumulated. Sany answer provided by g-
digest comes with a strict bound of error.

3. Multiple Queries: Once a g-digest query has been ‘ 1 ‘ 2 ‘3 ‘ 4 ‘ 5 ‘ 6 ‘ 7‘ 8 ‘
completed the g-digest at the base station contains a
host of interesting information. We can extract infor- n=15,k=5,0=8
mation on quantiles, data distribution and consensus
values from this structure without further querying
the sensor nodes. Figure 1: g-digest: Complete binary tréebuilt over the

entire rang€l...o] of data values. The bottom most

The core idea behind g-digest is that it adapts to the dgdge| represents single values. The the dark nodes are in-

distribution and automatically groups values into varguded in the g-digesp, and number next to them repre-
able sizedbucketsof almost equal weights. Since gsent their counts.

digest is aimed at summarizing the data distribution and

to support quantile computation, it is useful to compare it A g-digest consists of a set of buckets of different sizes
with traditional database approaches such as histograaml their associated counts. Every sensor has a separate
The critical difference between g-digest and a traditiongddigest which reflects the summary of data available to it.
histogram is that g-digest can have overlapping bucketfie set of possible different buckets are chosen from a bi-
while traditional histogram buckets are disjoint. g-digesary partition of the value spade.., o as shownin Fig. 1.

is also better suited towards sensor network queries. Ftie depth of the tre& is logo. Each node) € T can
example, a simple equi-width histogram technique is no¢ considered a bucket, and has a rangein, v.max]
suitable for determining quantiles, because the weightwilfiich defines the position and width of the bucket. For
a bucket can be arbitrarily large resulting in unboundedample, root has a ranfe o], and its two children have
errors. For bounding errors in quantile queries, the maangeq1, o/2] and[c/2+ 1, o]. The nodes at the bottom-
appropriate approach would be to use an equi-depth hisest level have buckets of width(single values). Every
togram [19]. This technique, however, requires that tiecket or node has a countercpunt(v)) associated with
data be stored in sorted order in a single location, whiith




In any particular sensor, the g-digest is a subset of thélse ease of presentation, we shall now describe the process
possible buckets with their associated counts. From nofvcreation of a g-digest as if all the sensor data is avail-
on, we refer to a g-digest &3 and theconceptuacom- able ats. In a real sensor network all these values will be
plete tree ag’. The g-digest encodes information aboutistributed across different sensors. We will later discus
the distribution of sensor values. For example, the numlew g-digests are constructed in a distributed fashion on
of values which lie betweehando/2, is the total count multiple sensors.
of all nodes in the subtree rooted at fies /2] node. In
Fig. 1, the nodef corresponds to the rangg...8] and Algorithm 1 COMPRESSQ, n, k)
the total number of values in this rangeis-2 = 4. For 1. { =logo — 1;
the root nodg (range1 . . . 8]), the total number of values 2: while [ > 0 do

iS1+24+24+44+6=15. 3. forall vinlevel £do
The size of the g-digest is determined by a compress: if count(v) + count(vs) + count(v,) < | %]
sion parametek. The exact dependencefbn memory then
required will be spelled outin Section 3.4. Given the coms: count(vp)+ = count(v) + count(vs);
pression parametér a nodev is in g-digestif and only if  6: deletev andv, from Q;
it satisfies the followingligest property 7: end if
8: end for
9 (< (1-1,
count(v) < |n/k], (1) 10: end while
count(v) + count(v,) + count(vs) > |n/k]. (2)

To construct the g-digest we will hierarchically merge
wherev, is the parent andj is the sibling ofv. and reduce the number of buckets. We go through all
The only exception to this property are the root and leabdes bottom up and check if any node violates the digest
nodes. If a leaf’s frequency is larger tham/k | then too property. Since we are going bottom up, the only con-
it belongs to the g-digest. And since there are no par@faint that can be violated is Property 2, i.e. nodes whose
and sibling for root, its can violate property 2 and stiparent and sibling add up to a small count. For later nota-

belong to the g-digest. tional convenience we define a relatidn on the node
The first constraint (1) asserts that unless it is a legf follows:

node, no node should have a high count. This property

will be used later to prove error bounds on g-digest. The Ay = count(v) + count(v;) + count(v;)

second constraint (2) says that we should not have a ng

e . . .
and its children with low counts. The intuition behind thit ‘¢ €-v1 @ndu;, are the left and right child ob. So, if

property is that if two adjacent buckets which are siblin any nodes whose child violate Property 2, its children are

S . S o
have low counts, then we do not want to include two Segn_e_lré;ed W'tr? it Iby s_e:]tmg Its count rﬁ.” ﬁ?d delhe_tm(ig Its
arate counters for them. We merge the children into @s“ ren. The algorithm to execute t IS hierarchicalmerge

T : .described as COMPRESS (Algorithm 1). It takes the
parent and thus achieve a degree of compression. is

will be described in detail in the next section. Looking é{ncompre_ssed g-digest th-e number of readings and.
compression parametkras input. The next example will

Fig. 1 (» = 15, k = 5) we can check that indeed all node$ . L
; . make it clear how the compression is done.
satisfy these two properties.
EXAMPLE 1. Consider a set ofi = 15 values in the
range[l1, 8] as shown in Fig. 2(a). The leaf nodes from
left to right represent the valués2, ..., 8 and the num-
Consider a particular senserthat has at its disposal bers next to the nodes represent the count. The number of
data values. Each data value is an integer in the rargekets required to store this information exactly is 7 (one
[1,0]. An exact representation of the data will consiftucket per non-zero node). Let us assume a compression
of the frequencieg f1, fo, ..., fo}, wheref; is the fre- factork = 5, |n/k] = 3. In Fig. 2(a), children ot ¢, d
guency with which the data valugis observed, and violate digest property (2). So we compress each of these
>; fi = n. Inthe worst case, the storage required twdes by combining their children with them. Thus we ar-
store this data will b&(n) or O (o), whichever is smaller. rive at the situation in Fig. 2(b). At this point nodestill
Since transmitting this data via radio will be very expemwiolates the digest property. So we compress nodad
sive in a sensor network, we would like to constructarive at Fig. 2(c). Nodg still violates the digest prop-
compact representation of this data using g-digest. oty and so we compregsand arrive at our final g-digest

3.2 Building a g-digest



n=15k=5,0=8

tiple g-digests is no harder than merging two digests, we
shall now show how two g-digests can be merged.

Algorithm 2 MERGE@Q1(n1, k), Q2(n2, k))

1: Q — Ql U QQ;
2: COMPRESSQ, n1 + no, k);

The idea is to take the union of the two g-digest and add
the counts of buckets with the same rangei@, mazx)).
Then, wecompresshe resulting g-digest. The formal
MERGE algorithm is described in Algorithm 2. The fol-
lowing example shows the merger of two g-digests.

20,7 20

' Q. Q.
(d) ©
3 %]:, 11
9 15
r q
S
6
@)

Figure 2: Building the g-digest. The leaf nodes represent,
values|1...8] from left to right. Dark nodes in (d) are

included in g-digest.
17

shown in Fig. 2(d). Only nodes are required to store it.
O

We note some aspects of the g-digest now. Consider
noded which represents the rand® 8] in Fig. 2. The
only information that we can recover from the g-digest iSsg
that there were two values which were presentin the ori
inal value distribution in the rangé, 8|; the original in-
formation that there was a valdeand a valu& has been
lost. On the other hand the information on the ranges
and4 have been preserved perfectly. The g-digest can tell ] ) )
us that there were exactlyoccurrences of the valgeand Figure 3: Merging two g-digesp; and@s, shownin (a)
6 occurrences of valué. This emphasizes a key featur&nd (b). (c) shows the union of the two g-digests. (d) is
of g-digest: detailed information concerning data valu£l final g-digest after compression.
which occur frequently are preserved in the digest, while

less frequently 0(_:Cl_Jrring vqlues are lumped into Iarg@kAMPLE 2. Figure 3 shows the steps of merging two
buckets resulting in information loss. g-digestsQ, and Q,. For this examplen, — no —
200,k = 10 ando = 64. The tree on the left (3(a))
3.3 Merging g-digests shows a portion o), and tree in 3(b) shows the corre-
sponding portion of),. For the sake of clarity, we are
So far we have shown how the g-digest is built if all thenly showing a small subset (ranfe .. 8]) of the com-
data is available on a single sensor. But in a true senptate trees. The dark nodes are the nodes included in the
network setting we need to be able to build the g-digestdrdigest, whereas the light ones are just for visualization
a distributed fashion. For example if two sensersaand For the final g-digest; = ny +no = 400 and[%J = 40.
so send their g-digests to their parent sensor (parent in th@ he first step is to take the union of the two g-digests.
routing tree), the parent sensor needs to merge these T is shown in Figure 3(c). Notice the nodes in 3(a)
g-digests to construct a new g-digest and also add its oamd 3(b): after union, their counts have been added in
value to the g-digest. A single value can be considere@@). After this step, the g-digest could have some nodes
trivial g-digest with one leaf node. Since merging mulwhich violate the digest property. In 3(c), nodeandp



violate this property £, = 36 < 40, A, = 39 < 40). reasoning to prove the error bounds on quantile queries.
(Notice that no node can violate Property (1)). Hence,This bounds the maximum error in our scheme as shown
and p are merged with their respective children (showin the next lemma.

by the dashed rectangle). Figure 3(d) shows the final g-

digest. O Lemma 2. In a g-digest () created using the compres-
sion factork, the maximum error in count of any node is
logo |

3.4 Space Complexity and Error Bound k

. . Prf?of. Any value which should be counted tncan be
In this section we evaluate the space-accuracy trade-o

inherentin g-digest. g-digest is a small subset of the COH{_esent in one of the ancestorsigh T'. So the maximum

plete tree which contains only the nodes with significaﬁ[mr nv-

counts. This feature of the g-digest provides the following < .
theoretical guarantee on the size(@f error(v) < > count(x)

zE€ancestor(v)

Lemma 1. A g-digest ()) constructed with compression < Z n (Property 3
parameterk has a size at mostk. reancestor(v) k
Proof. Since nodes i) satisfy digest property (2), we < logo - n (height of tree iSog o)
have the following inequality: k

n O
Z (count(v) + count(vp) + count(vs)) > Q| - T
veQ Thus the relative errarrror(v)/n in any node’s count

islog(o)/k.

where|Q| is the size of the g-diges}. _ We now prove that after merging two g-digests, we can
Now, in the summation on the left hand side, the cougi| maintain the same error bounds.

of any node contributes at most once as each parent, sib-

ling and itself. Hence, Lemma 3. Given p g-digestsQ, Qz,...Q,, built on
ni,na,...n, values, each with maximum relative error
Z (count(v) + count(vy) + count(vs)) of 127 the algorithm MERGE combines them into a g-
veR digest ford n; values, with the same relative error.
= 3;200um(v) = 3n. Proof. Merging is a two step process: union step and
compression step. From Lemma 2, the compression al-
Hence, we get gorithm ensures that the error is less tﬁ%%r:ii, given that
the tree before compression had the same error bounds.
Q| - < 3n, So, we just need to prove that after the union step error is
k not more thar®?.
So the total size of the g-digestis. 0 After union, any node of @ is just the union of cor-

responding nodes; , vs, ...v, in g-digests, the error im

Any time a g-digest is created, information s lost. As isan be at most the sum of errors in countsQfvs, ...v,:
evident from Example 1, a node with small count will be
merged into its parent, and thus its count can recursivel logo
“ﬂoa%” to its ancgstor at any level. For example, the county rror(v) < Z error(vi) < Z g
of leftmost leaf in Fig. 2(a) ends up in the root of the tree 11
- L : . ogo log o
in Fig. 2(d). Similarly merging two digests can also lead = an ="
to information loss. For example consider the two nodes
marked as in Fig 3 (a) and (b). In the tre@, the infor- Hence, the relative error after union step is bounded by
mation for node has been merged injo So in the final 10%_ O
g-digest shown in Fig. 3(d), the nodeundercounts the
occurrence of that value. Some of that count is hidden inNow, we prove the error bounds on quantile queries.
nodep and some even in the root node. In the worst cagyt before we proceed, we would like to provide a defi-
the count of any node can deviate from its actual value bition of quantile query and explain how quantiles can be
the sum of the counts of its ancestors. We will use thismputed using g-digest.




In quantile query, the aim is the following: given a fracrepresent a g-digest tree in a compact fashion we num-
tion ¢ € (0,1), find the value whose rank in sorted seber the nodes from to 20 — 1 in a level by level or-
guence of thex values isgn. MEDIAN is a special case ofder, i.e. root is numbered 1 and its two children are num-
qguantile query, withy = 0.5. The relative erroe in the bered 2 and 3 etc. Now to transmit the g-digest we send a
query is defined as follows: if the returned value has trget of tuple of the following form{nodeid(v), count(v))

rankr, then the erroe is which requires a total oflog(20) + logn) bits for each
tuple. For example, the g-digest in Fig. 1 is represented
c=r=al as:{(1,1),(6,2),(7.2), (10,4), (11,6)}
n

We now describe how quantile queries can be answe&d
using g-digest. The intuition is as follow: Suppose we

did a post-ordertraversal on), and summed the count: . . . . .
P 2 In this section, we describe the possible queries that can

of all the nodes visited before a node This sume, is a : : .
. be supported using g-digest. We assume that the size of
lower bound on the number of values which are surely 1€53

thanv.maz. We report the value.maz asqth quantile g-digests isn, which means that the relative ereois less

. ' than3leso
for which ¢ becomes greater than (or equal §@). This m

sum would be the exact quantile, if all the non-leaf nodes
whose range contains af.max (ancestors of the leaf4 1  Quantile Query
node containing the single valuemax) had a count of
zero. But if they are non zero, some of the values countEde quantile query is: Given a fractigne (0, 1), find the
in them can be greater thanmax, and we have no way tovalue whose rank in sorted sequence ofith@lues ign.
determine that. For example, if we did&DIAN query  To find thegth quantile from g-digest, we sort the nodes
on Fig. 2(d), we will report the value as the answer, of g-digest in increasing right endpointsi¢x values);
but do not know whether the valuesgrwere less than or breaking ties by putting smaller ranges first. This li5} (
more thant. gives us thepost-ordertraversal of list nodes in g-digest.
Using Lemma 3, we know that this error is bounded Byow we scanL (from the beginning) and add the counts
(22 . ). Hence we can find the number of values le§§ nodes as they are seen. For some nadthis sum
thanv.maz with bounded error. The algorithm to do thi®ecomes more thagn, we reportv.max as our estimate
query efficiently on a g-digest is described in Section 40f the quantile.
Now we are ready to state the main result of this paperNotice that there are at leagt readings with value less
thanv.maz, hence rank ob is at leastyn. The source
Theorem 1. Given memoryn to build a g-digest, it is of error are readings with value less thamaz, present
possible to answer any quantile query with ereosuch in ancestors of. These will not be counted in quantile
that algorithm, sincev comes before its ancestorsin This
error is bounded byn (Theorem 1). So, the rank of value
reported by our algorithm is betweemn and (¢ + )n.
m Thus the error in our estimate is always positive, i.e., we
always give a value which has a rank greater than (or equal
to) the actual quantile.
For example, if we perform aMEDIAN query
on g-digest @ {(1,1),(6,2),(7,2),(10,4),(11,6)},
logo  3logo shown in Fig. 2(d), the sorted list. will be
N {(10,4), (11,6), (6,2),(7,2),(1,1)}.  The count at
node (11,6) will be more than0.5n (8), and we will
O report the valuetl as the estimated median. The error is
bounded by the count of node

Queries on g-digest

c< 3logo

Proof. Choose the compression factér to be m/3.
Lemma 1 says that the memory requiredris The er-
ror in quantile query:

3

3.5 Representation of a g-digest

. . 4.2 Other Queries
After computing the g-digest structure, each sensor has

to pack it, and transmit it to its parent. The main limi©nce the g-digest is computed, it can be used to provide
tation of sensor networks is their limited bandwidth. Tapproximate answers to a variety of queries.



e Inverse Quantile Given a valuer, determine its 200

rank in the sorted sequence of the input values.
75

1
In this case, we again make the same sorted ikt ( Xf
and traverse it from beginning to end. We report the__ | |
sum of counts of bucketsfor whichz > v.max as 50 O\
the rank ofr. The reported rank is betweeank(z)

andrank(x) +en, rank(x) being the actual rank of 1251 -

.
100 -

e Range Query. Find the number of values in the
given rangglow, high). 75 / 7
We simply perform two inverse quantile queries to

find the ranks ofow andhigh, and take their differ- 0 /
ence. The maximum error for this querylisn O/ﬂ

25

e Consensus Query Given a fractions € (0,1), find | ‘ | | | | |
i 0
all the vaIue; which are reported py more than 0 o5 50 75 100 125 150 175
sensors. This can be thought of finding a value on

which more than certain fraction of sensagreed Figure 4: A typical network routing tree for 40 nodes
These values are callé@equent items placed in a 208200 area.

¢

We report all the unit-width buckets whose count are

more thar(s —)n. Since the count of leaf bUCkethasérror in any g-digest and discard the query if it does not
an error of at-mostn (Lemma 2), we will find all the y a-dig query

values with frequency more tham. There will be satisfy the required precision. In experiments, for exam-

o ple, we work witho = 216 andm = 100, the theoretical
a small number of false positives; some values wi . - Slog o .
maximum error i%6% ~ 48%, but we get a confidence
count betweeis — €)n andsn may also be reported m

factor of ~ 9% for the g-digest at the base station. This
as frequent. . ! o

leads to huge savings in terms of transmission cost. No-
tice that the actual error in query can still be much smaller
4.3 The Confidence Factor thand (in experiments the actual error in the median was

close t02%).
In Theorem 1 we proved that the worst case error for a g-

digest of sizen is 31"%. But this worst case occurs for a
very pathological input set, which is unlikely in practices ~ Experimental Evaluation
Choosing the message size according to these estimates
will lead to useless transmission of large messages, wivga simulated our aggregation algorithm in C++. The sim-
a smaller one could have ensured the same required enlator takes the network topology (routing tree) and read-
bounds. So if the g-digest is computed by settingo a ings of sensors as the input. The base station initiates g-
value for which it isexpectedo deliver the required errordigest computation by sending a query to all its children,
guarantees, we still need a way to certify that those guahich forwards this query to their children, and so on.
antees are met. For this, we provide a way to calculate tftee leaf sensors send their value as g-digest to their par-
error in each particular g-digest structure. We call thés tlent. Each sensor then aggregates g-digests received from
confidence factor its children with its own reading, and then sends the ag-
If we define theweightof a path as the sum of thegregate to its parent. The quantile and range queries are
counts of the nodes in the path, the weight of the patierformed on the g-digest received at the base station.
from root to any node is equal to the sum of its ancestorsThe topology for the network was generated as follows.
So the maximum error is present in the path of g-digase assume that the sensors have a fixed radio range and
with the maximum weight. We define the confidence faare placed in a square area randomly. If two sensors are
tor 6 as: # = (maximum weight of any path from root towithin range of each other, they are considered neighbors.
leaf inQ) I n. This generates a network connectivity graph. The routing
This ensures that the error @ny quantile query is tree required for our simulation is simply a breadth first
bounded by. Hence, now we can find out the maximursearch tree over this graph with an arbitrary node chosen



as the root or the base station. In Fig 4, we show a typ-
ical network routing tree. When we vary the number of
sensors, we vary the size of the area over which they are
distributed so as to keep the density of sensors constant.
As an example, we used a 1000000 area for 1000 sen-
sors with equal radio ranges. For 4000 sensors, the terrain
dimensions were enlarged to 200P000 keeping radio
range constant.

Elevation

We ran our aggregation algorithm for “random” and
“correlated” sensor values. For the random case, each
sensor value is taken to belé bit random number. In
a real network, the values at sensors are not random, but
are correlated with their geographic location. To sim-
ulate such correlation we adapted geographic elevation
data available from the United States Geological Survey
(USGS) [21] which is shown in Fig 5. The sensors are as- ) ) )
sumed to be scattered over the terrain and the elevatioff iré 5: Three dimensional elevation data for Death Val-
the terrain at the sensor location is assigned as the sef@Which is used to model correlated data for our simu-
value. The terrain size was scaled to fit in with our sim{@tion. The bottom of the plot shows the contour lines for
lated terrain size and the elevation data was scaled to fit#§ terrain.

16 bits. All performance data we present is averaged o
5 different topologies.

er
Data Type| Msg Size (bytes) 6 Actual Error

. _ Random 160 13% 6.1%

We compare the performance of our algorithm with at;‘orrelated 160 2407 507

simple unaggregated data summarization scheme WHC'Random 100 6.6% 9.6%
we calllist. In this scheme, the summary is a list of dig : :

tinct sensor values and a count for each value. At e& C%‘Iorrelated 400 7.3% 1.9%

node, this list contains all the distinct sensor values thglp|e 1: Maximum possible error and actual error in me-
occur in the subtree rooted at the node. In other words Hﬂﬁn query

list structure is a histogram with bucket width There

is no information loss and we can answer quantile or his-

togram queries exactly. As the message progresses§® Accuracy and Message Size

wards the base station, more and more distinct values be-

gin to occur and the size of the message grows. In an 8000 sensor network, we measured the accuracy of
our algorithm in evaluating the median for different mes-
sage sizes. The error in this experiment is defined as the
ratio of rank error in the median estimated from g-digest

5.1 Range Queries and Histogram and number of values: (= {"="/21)) The results are
shown in Fig 7. As expected, the graph shows that the er-

As a first demonstration of our algorithm we build a higor declines very rapidly with growing message size and

togram of the correlated input data using range querkéh a message size a0 bytes, we already are down to

for 8000 nodes. We divided the data values is2cequi- 5% error. There is no significant difference in error for

width buckets and queried both g-digest died sum- random or correlated data.

maries to find the number of values in each bucket. TheWe also calculated the confidence factaf} for me-

resulting histogram is shown in Fig 6. On Fig 5 there agan calculation with varying message sizes. This data is

two relatively flat areas which are clearly identifiable ishown in Table 1. It is clear that the theoretically esti-

the contour plot: the empty area near the bottom left haf@ted accuracy is pessimistic compared to the actual ac-

corner and the area near the center. Sensors on thes€WACy achieved.

eas will contribute a lot of values which are close to eachNow we turn to a comparison of the message sizes re-

other. These features lead to two peaks (at 0 and 22K)jinred by g-digest and those requiredllsy. From Fig 7

the histogram which are very well captured by our aggrieis clear that a message size of 400 is sufficient to achieve

gation scheme. accuracy oR%. Compared to this, how much do we need

10
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Figure 6: Exact and approximate histogram of input dafféigure 7: Measured percentage error in median vs mes-
shown in Fig 5. The open boxes represent the exact tgage size (in bytes) for an 8000 node network.
togram while the solid thin bars represent the approximate

histogram obtained from g-digest. ) ) )
near to the base station. Q-digest does a much better job

at distributing load by requiring no node to transmit more

to pay for exact answers? The comparison is shown in IgiEjln 400 bytes.
8 which shows maximum message size for g-digest and
list for different numbers of sensors. Regardless of the3 Total Data Transmission

correlation in data values ar (the number of sensors), to
achieve2% accuracy our maximum message size need ig 10 we show the total amount of data transferred for

be no bigger thar00. For random data, the size fist g-digest andist. As expected, since the number of dis-

increases steadily with. Since the sensor values for théinct values is less for correlated scenario, the amount of
random case can be an'y integer betw@and65535, the data transferred is lower for correlated data. For a net-
number of distinct sensor values is roughly proportionalYY)ork size 0f1000, our scheme outperforms tliet algo-

the number of different sensors. For the correlated ca%@m by a factor o2, while for network size 08000, this

the number of distinct values in the input is only abouﬁ?cmr increases to abod;IT_h|s_s_hows that our scheme 'S
1500. So the maximum message sizelfst plateaus with | ighly scalable, and has significant performance benefits

increasing number of sensors. in the case of larger networks.

A more detailed view of the distribution of message .
sizes is shown in Fig 9. Given a message sizewe 2.4 Residual Power

?S(;( the questlorf\ g whlat fract'ﬂr(;r;? (;fht_otal no?_tes. tralnstmtghta transmission is very closely tied up with power con-
ed messages of size farger 7 This quantity IS plot- sumption in sensor networks. There are two common

tgd in the vgrtlcal axis. We compare this d|str|put|on f%etrics for measuring power consumption which we shall
list and g-digest (size 400 bytes) for random input vaé

. ) onsider in turn.
ues. For message sizes less than 400 bytedjsthend

g-digest the distribution is identical. For g-digest there 4 Totg power consumption This is the total power
are no nodes which transmit message of size larger than spent by all nodes in the network and is roughly
400 bytes. In comparison, about 5% (400 nodes) of nodes  poportional to total amount of data transmitted in
for thelist scheme do transmit messages larger than this. the network (Fig 10). In reality, power consumption
5% might look like a small number, but we immediately  hcreases super-linearly with total data transmitted.
realize that these nodes actually bear an unusually heavy Thisis because with increasing number of data pack-

load. 1% of nodes transmit messages of size bigger than g5 there is more contention for the wireless medium
3K and some nodes transmit messages of size up to 30K! 54 a lot of power can be spent in packet collisions.

These nodes represent nodes closer to the base station. In
any routing tree most of the nodes are near the leaf levels Lifetime: A more appropriate power consumption
and such nodes are very lightly loaded compared to nodes metric is the lifetime of the network. This is the time

11
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Figure 8: Maximum message sizes for different numbers
of sensors for naive unaggregated algorithm and our ag-
gregation algorithm. We fixed message size at 400 bytes

which gives about a 2% error (see Fig 7). Figure 9: Cumulative Distribution of number of nodes as

a function of message size. On the horizontal axis we have

at which network partition occurs because of nod8¥ssage size:, while on the vertical axis we have num-

running out of power. A slightly different definition0€r of nodes which transmltteq messages of size larger

of lifetime can be taken as the time required for tH8anm. Total number of nodes is 8000.

first node to run out of power. For a network which is

geared towards data aggregation, the nodes near the

base station shoulder the bulk of data transmission

and hence runs out of power fastest. Thus in general,

lifetime is a more useful indicator of the usable life

of the network than total power consumption.

1 10 100 1000 10000 100000
Message Size

With g-digest, even nodes close to the base station ;yq«

transmit very small amounts of data and the transmission g-digest-random ——

is distri ; g-digest-corr -———
burden is distributed much more equitably. So we can 80K | list-random - ]
expect the usable life time of the network to be vastly ex§ list-corr —e e
tended with our data aggregation scheme compared to tge
list scheme. We experimentally demonstrate this by cors %K | o 1
sidering theesidual powef sensor nodes after a query.'y
Let us assume that all nodes in the network start with th& 40K ) 1
same amount of battery power. After a query has bees . s ’
processed, different nodes will have different amounts of 20k | L s
power left depending on how much data each node trans- = T
mitted. This power leftis known as residual power. Resid- 0 E ‘ ‘ ‘ ‘ ‘ ‘
ual power is a measure of the load distribution in the net- 1000 2000 3000 4000 5000 6000 7000 8000

work. Number of Sensors

We simulated the effect of a single query on an 8000
node network where all nodes started out with eqLL;j{gure 10: Total data transmitted plotted as a function of
power of 40000 units. We assumed that for every b);@tal number of sensors for both random and correlated
transmitted, one unit of power is depleted. The results #ut. The message size for the aggregated scheme was
shown in Fig 11. On the horizontal axis we plot residugft at 160 bytes.
power fractionP which is defined as

_ Residual Power
"~ Initial Power
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query setting, such a digest will become outdated as sen-
sor values change. Itis possible to build a new g-digest by
sending in a new query; but a more efficient way would
be to send small updates such that the old g-digest can be
refreshed with new information.

In the current work, we have not taken into account the
effect of lost messages. The effect of lost messages can
be mitigated to some extent in a continuous query setting
where the digest is continuously updated. In that case the
parent can cache the g-digests received from its children
and if a g-digest from a child is lost, it can replace that
g-digest by the older one.

As presented in this paper, g-digest provides informa-
tion about the distribution of data values, but not infor-

. T lative distributi f nod ith resid mation concerningvherethose values occurred. Since g-
Figure 11: Cumulative distribution of nodes with residugfiyast is easily extensible to multidimensional data, we

power fraction. The inset shows a magnified view of thg | currently working on a multi-dimensional g-digest
_nght hand e_dge of the graph. T_he total number of no%ﬁere spatial information will be preserved and hence the
is 8000, g-digest message size is 400. user would be able to query not only about data values,
but the spatial locations of those values as well. We en-
On the vertical axis we plot the number of nodes whicfision that as querying architectures for sensor network
have residual power fraction less th& From Fig 11 becom(_e more and_ more spphlstlcated, the use of efficient
we see thatist does a very bad job of distributing load@PProximate algorithms will become very common.
More than one node (0.02% of 8000) have residual power
fraction less than /2, i.e. one query drained half the bat;
tery power availaéle for these nodes! At this consumBeferences
tion rate, after two queries usitigt, there will be at least
one exhausted node. On the other hand g-digest perfor
. The maximum message size for g-digest was set
to 400; hence no node spent any more than 400 units of
power. Thus all nodes had residual power fraction bet-
ter than 99%. In the worst case, g-digest will be able t
perform 100 queries before any node runs out of power.
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6 Discussion and Future Work

We have presented g-digest : a distributed data summa-
rization technique for approximate queries using limite 3]
memory. It accurately preserves information about hig
frequency values while compressing information about
low frequency ones. As such, it is a good approximation
scheme when there are wide variations in frequencies of
different values. Our experimental results indicate that o
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ily extensible to multidimensional data. For example to
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We have shown how a g-digest can be computed in ®]
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13

In Proc. of the 20th Intl. Conf. on Data Engineering
(ICDE), 2004

Crossbow
http://www.xbow.com

Corporation,



[6] D. Estrin, R. Govindan, J. Heidemannand S. Kumdd.7] S. Madden, S. Szewczyk, M.J. Franklin and D.

[7]

(8]

[9]

[10]

[11]

[12]

[13]

[14]

[15]

[16]

Next Century Challenges: Scalable Coordination in
Sensor Networks, IRroc of the Fifth Intl. Conf. on
Mobile Computing and Networks (MobiComp99
The Firebug Project, [18]
http://firebug.sourceforge.net

J. M. Greenwald, and S. Khanna. Space-efficie
Online Computation of Quantile Summaries. |
Proc. the 20th ACM SIGMOD Intl. Conf. on Man-
agement of Data (SIGMOD2001

foy

J. M. Greenwald, and S. Khanna. Power-Conservi
Computation of Order-Statistics over Sensor Net-
works. . InProc. of 23rd ACM Symposium on Prin-
ciples of Database Systems (POD&X)04

Habitat Monitoring on Great Duck
http://www.greatduckisland.net/

Island [21]

W. Heinzelman, Anantha Chandrakasan, and F2]
Balakrishnan. Energy-efficient Communication Pro-
tocols for Wireless Microsensor Networks, Pnoc.
Hawaaian Int'l Conf. on Systems Sciendanuary 23]
2000.

J.M. Hellerstein, W. Hong, S. Madden , and K.
Stanek. Beyond Average : Toward Sophisticatefg4]
Sensing with Queries, Iinformation Processing

in Sensor Networkseds. F. Zhao and L. Guibas,
Springer 2003.

J. Hill, R. Szewczyk, A. Woo, S. Hollar, and D. C.
K. Pister. System Architecture Directions for Net-
worked Sensors, IRroc. of Intl. Conf. on Architec-
tural Support for Programming Languages and Op-
erating Systems (ASPLQZP00

C. Intanagonwiwat, R. Govindan and D. Estrin. Di-
rected Diffusion: A Scalable and Robust Commu-
nication Paradigm for Sensor Networks,Rroc. of
the Sixth Intl. Conf. on Mobile Computing and Net-
works (MobiCom)2000

James Reserve Microclimate and Video Remote
Sensinghttp://www.cens.ucla.edu

S. Madden, M.J. Franklin, J. Hellerstein and W.
Hong. TAG: a Tiny AGgregation Service for Ad-
Hoc Sensor Networks, IRroc of 5th Annual Sympo-
sium on Operating Systems Design and Implementa-
tion (OSDI) 2002

14

Culler. Supporting Aggregate Queries Over Ad-Hoc
Sensor NetworksWorkshop on Mobile Computing
and Systems ApplicatipB002

G. Manku and R. Motwani. Approximate frequency
counts over data streams.Pmoc. 28th Conf. on Very
Large Data Bases (VLDBR002

G. Piatetsky-Shapiro and C. Connell. Accurate Esti-
mation of the Number of Tuples Satisfying a Condi-
tion, In Proc. of ACM SIGMOD Intl. Conf. on Man-
agement of Data (SIGMOD)984.

%] B. Przydatek, D. Song, and A. Perrig. Secure Infor-

mation Aggregation in Sensor Networks,Rroc. of
the First ACM Conf. on Embedded Networked Sys-
tems (SenSys2003

The United States Geological Survey EROS Data
Centerhttp://edc.usgs.gov/geodata/

Y. Yao and J. Gehrke, Query processing for Sensor
Networks, InProc. of the First Conf. on Innovative
Data Systems Research(CIDRDPO3

Y. Yao and J. Gehrke, The Cougar Approach to In-
Network Query ProcessingCM SIGMOD Record
vol. 31, pp 9, 2002

J. Zhao, R. Govindan and D. Estrin. Computing Ag-
gregates for Monitoring Wireless Sensor Networks,
The First IEEE Intl. Workshop on Sensor Network
Protocols and Applications (SNPA)003



