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Clarens Client and Server Applications

Conrad D. Steenberg and Eric Aslakson, Julian J. Bunn, Harvey B. Newman, Michael Thomas, Frank
van Lingen
California Institute of Technology, Pasadena, CA, 91125, USA

ThispaperdescribesPython,RO O T,Iguana and browser-based clientsforthe Clarensweb servicesfram ework.

Back-end servicesprovided include�leaccess,proxy escrow,virtualorganization m anagem ent,StorageR esource

Brokeraccess,job execution,and a relationaldatabase analysis interface.

1. Introduction

The Clarens web servicesplatform ,described in a

com panion article,[15]acts as a go-between for dis-

tributed clients on the wide area network to access

servicesusing the widely XM L-RPC and SOAP data

serializationstandardson top ofthelower-levelHTTP

protocol.Itsusefulnessm ustultim ately be m easured

by the usefulness of the services and clients them -

selves.

Thispaperisdivided into two partsdescribing the

currently im plem ented servicesaswellasclientstak-

ing advantageofthese services.

2. Services

A ratherterse overview ofthe currentClarensser-

vices are given below. The reader is referred to the

Clarens web page [2] for full docum entation of all

m ethodsand m odules.

2.1. File access

Accessing �les on a rem ote m achine rem ains the

m ostusefulservice any m iddleware productcan pro-

vide. This is evident from the m ore than 40 m illion

web serversthataredeployed worldwide[6].Although

the percentage ofstatic �lesserved ishard to gauge,

the SPECweb99 [13]benchm ark putsthisnum berat

70% ofrequests.

Clarens serves �les in two di�erent ways: in re-

sponse to standard HTTP G ET requests,as wellas

via a file.read() service m ethod. A virtualserver

rootdirectory can bede�ned foreach oftheabovevia

the servercon�guration �le which m ay be any direc-

tory on the serversystem .

The file.read() m ethod takesa �lenam e,an o�-

set and the num ber ofbytes to return to the client.

Error m essage are returned as serialized RPC re-

sponses. Network I/O is handed o� to the web

server,which uses the zero-copy sendfile() system

callwhere available to m inim ize CPU usage and in-

creasethroughput.

O ther�leaccessm ethodsincludefile.ls()to ob-

directory inform ation, and file.md5() to obtain a

hash valueforchecking �leintegrity.

2.2. Proxy escrow

Despite the use of asym m etric key cryptography,

keym anagem entrem ainsaproblem ,with privatekeys

and certi�cates(credentials)having to be presenton

theclientsystem .In thecasewherethesam ecreden-

tialsm ustbeused from di�erentplaces,e.g.aperson’s

desktop,laptop and other com puter system s,this is

inconvenient,aswellasdegrading the security ofthe

credentials.

In analogy to the M yProxy [5]project,Clarensof-

fersthe ability to store and retrieve short-lived,self-

signed certi�cates (called proxy certi�cates in G rid-

oriented literature).

The RPC API provides the m ethods

proxy.store(), proxy.retrieve(), and

proxy.delete() for m anaging stored proxy cer-

ti�cates. Com binations of private key/certi�cate

pairs or proxy/certi�cate pairs m ay be stored in

this way, with the certi�cate distinguished nam e

(DN) acting as a unique identi�er. The credential

inform ation is stored in encrypted form using a

sym m etric cipher using a password provided when

invoking the store m ethod. The password itselfis

notstored,forobviousreasons.

From the above itshould be obviousthatthis ap-

proach presentsa chicken-and-egg problem ofhaving

to present credentials in order to obtain credentials.

This m ay be solved in two sim ilar ways. As dem on-

strated duringtheoralpresentation,aweb portalm ay

be constructed that takes input from the user and

actsasan interm ediary to log into the Clarensserver

in question and retrieve the credentials. Thiscan be

donewith theportalresidingon an arbitrarym achine.

Secondly,the ability ofClarensto respond to HTTP

G ET requests(i.e.actasassim pleweb server)m aybe

used to constructsuch a portalon the Clarensserver

itself,which has access to the server m ethods as an

unprivileged user. These web portals m ay also be

accessed program m atically from within program s or

scripts.

Finally,itshould be noted thatitisup to the user
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Table I VO m anagem entusing the group m odule.

M ethod D escription

create Create a new group

delete Rem ove a group

add users Add m em bersto a group

add admins Add adm inistratorsto a group

users Liststhe group m em bers

admins Liststhe group adm ins

Table II ACL m anagem entusing the system m odule.

M ethod D escription

add acl allow Addsusersand groupsto theallow

listofa m ethod

add acl deny Addsusersand groupsto the deny

list

add acl spec Create a new ACL

del acl spec D elete an ACL

get acl spec LstACLs

m ay beperceived aslesssecurethan keeping the cre-

dentials on possibly m ultiple system s’as �les or in

web browsers.

2.3. Virtual organization management

TheClarensauthentication architecture[15]isbuilt

around theconceptofa hierarchicalvirtualorganiza-

tion (VO )ofgroupsand subgroupsofindividualsiden-

ti�ed by unique distinguished nam es (DNs). These

individualsm ay be both people orservers.

To easeadm inistration oftheVO ,a setofm ethods

isprovided in thegroup m oduleto create,delete,and

listgroupsand theirm em bersand adm inistrators.

Them ostim portantofthesem ethodsaredescribed

in TableI.

In addition to m anaging the VO structure, the

group m odule also providem ethodsto store,retrieve

and search forcerti�cates. Certi�cate Authority cer-

ti�catesm ay sim ilarly be searched and retrieved,but

notstored,since these certi�catesare used to ensure

theuniquenessofclientdistinguished nam es.Instead,

CA certi�cates are m anaged by the system adm inis-

tratorin theform of�lesstored in a designated direc-

tory.

2.4. Access control management

The Clarens authorization architecture is built

around theconceptofhierarchicalaccesscontrollists

for RPC m ethods [15]. To adm inister these ACLs,

m ethods are provided to create and m odify lists

of users and groups allowed access to a particular

2.5. Storage Resource Broker access

TheSDSC StorageResourceBroker(SRB)provides

a uniform interface to externalapplicationsto access

variousstoragem edia,including localand rem ote�le

system s,and tape storage. It is also a client-server

system ,with ClarensactingasanSRB clientonbehalf

ofits own clients. The Clarens SRB API provides

m ethodsto initialize a connection to the SRB server

and browse,store,and retrieve�les.

This interface is not currently deployed,however,

since it exposed a criticalim pedance m ism atch be-

tween these two client-server system s: Clarens uses

an entirely stateless connection protocol,while SRB

usesa statefulprotocol. Thism eansthatin the cur-

rentim plem entation a new SRB connection m ustbe

initiated upon each m ethod invocation by theClarens

client,which resultsin very poorperform ance.

W ork isunderway to rem edy thism ism atch by uti-

lizing Clarensagentsthatcan hold persistentconnec-

tionsto SRB on behalfofclients. Anotherapproach

being considered is to im plem ent a statefulprotocol

interfaceto Clarensitself.

2.6. Job execution

Nextto �le access,the ability to execute jobson a

rem otem achinerem ainsoneofthecornerstonesofdis-

tributed com puting. Using the Clarensdistinguished

nam eto system userm apping [15],system com m ands

can be executed by rem oteusers.

Clarens m akes use of a sm allcom piled program ,

called suexec to changetheperm issionsoftheresult-

ing process.Thisprogram can bem oreeasily audited

forsecurity. Upon receiptofa shellcom m and,a di-

rectory owned by the rem ote user is created where

thecom m and’soutputand errorm essagesarestored.

Theworking directory ofthe resultantprocessisalso

changed to thisdirectory,and any newly created �les

m aybeaccessedrem otelyusingajob ID which ism an-

aged by Clarens.

It should be pointed out that this interface is not

designed to schedule jobs on Clarens servers,but is

m ostusefulforhandingjobstotheschedulers(e.g.[3],

[8]) them selves,and retrieving the resultant output

�les.

This interface is currently used to develop inter-

active rem ote analysis using the CM S O RCA anal-

ysispackage,where analysisjobs them selves becom e

Clarens servers (albeit less featurefulones) that can

actaspersonalrem oteapplication serversto allow in-

teractivity with a long-running analysisprocesson a
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2.7. Relational database analysis
interface

An interface to the Stlbased O bjectCaching And

TransportSystem (SO CATS)beingdeveloped byCal-

tech, allows rem ote users to query large Physics

datasets using standard relational database (SQ L)

queries.

SO CATS resultsare returned in the form ofa ob-

ject�leform atted asa RO O T [10]tree,which can be

retrieved by theabove-m entioned �leaccessm ethods.

A RO O T interfaceto Clarensisalso described below,

which wassuccessfully dem onstrated atthe 2002 Su-

percom puting conference.

3. Clients

O ne of the express aim s of the Clarens architec-

ture isto use widely deployed interfacesto lowerthe

im plem entation barrier for new client applications.

Theavailability ofHTTP and SSL and SOAP/XM L-

RPC im plem entations on m ost platform s and pro-

gram m ingslanguageshelpsusachievethisgoalfairly

easily.

3.1. Python

Python [9] is a weakly typed, object oriented

scripting language. Its program s are com piled to

a platform -independent byte-code, sim ilar in m any

ways to Java. It’s built-in support for both HTTP,

SSL,and XM L-RPC,com bined with therapid proto-

typing abilitiesinherentin a scripting languagem ade

itnaturalto be used asthe defaultclient-side devel-

opm entlanguage.

ThePython Clarensclientisim plem ented asapure

Python class,called clarens clientthattakesan ar-

gum entfortheserverURL,and optionally thecerti�-

cateand privatekey �lesto beused in theconnection

to its constructor m ethod. The constructor m ethod

initiatesaconnection with theserveran authenticated

the userusing the credentialsstored in the standard

placesby the G lobustoolkit,including proxy creden-

tialsifthey exist,orthoseprovided totheconstructor

m ethod.

The clarens client object m aps all non-local

m ethod calls to rem ote procedure calls,handling se-

rializing/deserializing ofthe m ethod argum ents and

return valuestransparently.Thefollowing exam pleof

the echo.echo() m ethod dem onstratesthis:

>>> obj=clarens_client("http://server.org/")

>>> obj.echo.echo("Hello")

I.e.theecho.echo() rem otem ethod isinvoked di-

rectly from the com m and line,and the result is re-

turned as a native Python string to the caller. The

result is always returned as a list,indicated by the

squarebrackets.

3.2. ROOT

The object-oriented m odular architecture of the

RO O T [10]analysis package,com bined with its rich

setofbuilt-in objectsand wide adoption in the high

energyphysicscom m unitym akesitaveryusefulclient

forrem oteanalysisfunctionality.

In analogy to the Python client ,Clarens RO O T

clienthandlesauthentication transparently,and pro-

videsthe userwith a Clarensobjectto com m unicate

witthe rem ote server. This clientdoes notdo auto-

m atic serialization/deserialization of argum ents and

return values to native RO O T objects,a lower level

interfacem ustbeused instead forgeneralrem otepro-

cedurecalls.

It does, however, provide a convenient interface

to read rem ote �les using the Clarens server,via a

TCWebFile objectderived from the native TFile ob-

ject. Thisobjectprovidesallthe functionality ofthe

localversion,allowing transparentanalysisofrem ote

�les from the RO O T com m and line,scripts or com -

piled code by changing only the object type. Using

theinteractiveRO O T objectbrowseritispossibleto

browse the structure and content ofrem ote RO O T

�lesquickly and easily,with theability to display his-

togram sand othertypesofplotscontained in the re-

m ote�lesinteractively orprogram m atically.

The TFile base class supports a dynam ic local

cachingm echanism thatisused to optim ize�letrans-

fers,so that the extrem es oftransferring the whole

rem ote�le to the localclient,aswellasm aking a re-

m ote procedure callforsm allpartsofthe �le can be

avoided,striking a balance between bandwidth and

latency constraints.

Another convenience class is the

TCSystemDirectory, derived from the

TSystemDirectory base class. This class provides

an interface to the directory browsing functionality

in the Clarens file m odule, allowing the client to

interactively traverse the rem ote directory structure

using the RO O T objectbrowser.Any rem ote RO O T

�lesm ay be opened by clicking on theiriconsin the

browser. The TCSystemDirectory class m ay also

be used program m atically from RO O T scripts or

com piled C+ + program s.

3.3. IGUANA

IG UANA is an interactive visualization toolkit,

used fordetector and eventvisualization,aswellfor
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supportforaccessingrem oteO penInventor-form atted

�lesvia Clarensforlocaldisplay and m anipulation.

3.4. Browser interface

The web browser is currently the m ost widely

used distributed com puting tool, bar none. M od-

ern browsers have native support for SSL-encrypted

connectionsand client-side certi�cate authentication,

m aking itan idealplatform fora Clarensinterface.

Afterinitialexperim entswith usingclient-sideJava

appletsforcom m unicating with theserver,itwasde-

cided to use the Javascript language em bedded in

m ost browsers to handle this task. Since Clarens is

able to serve web pages in response to HTTP G ET

requests,thebrowserinterfaceisim plem ented asase-

riesofstaticweb pagesthatem bed Javascriptscripts

to handle com m unication and interface display using

dynam ic HTM L.Thisim plem entation elim inatesthe

need forclientstoinstallanyadditionalsoftwareapart

from a web browser,which m ostpeoplealready have.

The browser interface uses XM L-RPC for data

serialization since it is by far sim pler than the

m ore com plex SOAP protocol. As with the

Python interface,argum ent and return value serial-

ization/deserializationishandled transparentlybythe

provided Javascriptlibraries,m adeeasy by theobject

oriented,loosely typed natureofthe language.

Functionality currently provided include browsing

a rem ote �le repository,with the ability to download

�les,and virtualorganization m anagem ent.

4. Conclusion

Clarensprovidesa growing functionality for doing

distributed com puting in a G rid-based environm ent.

Couple with a setofusefulclientim plem entations,it

is hoped that it willbecom e a 
exible solution to a

wide rangeofdistributed com puting problem s.
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