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T his paper descrbes P ython, RO O T, Iguana and brow serbased clients for the C larens web services fram ew ork.
B ack-end services provided include Ile access, proxy escrow , virtualorganization m anagem ent, Storage R esource
B roker access, b execution, and a relational database analysis interface.

1. Introduction

The C larens web services platform , described In a
com panion article, 1] acts as a gobetween for dis—
tribbuted clients on the wide area network to access
services using the widely XM L-RPC and SOAP data
serialization standardson top ofthe lowerlevel HT T P
protocol. Tts usefiilness m ust ultin ately be m easured
by the usefilness of the services and clients them —
selves.

T his paper is divided into two parts describing the
currently in plem ented services as well as clients tak—
Ing advantage of these services.

2. Services

A rather terse overview of the current C larens ser—
vices are given below . The reader is referred to the
Clarens web page 1] r full docum entation of all
m ethods and m odules.

2.1. File access

Acoessing ls on a ram ote machine rem ains the
m ost usefiil service any m iddlew are product can pro—
vide. This is evident from the m ore than 40 m illion
web servers that are deployed w orldw idell]. A Ithough
the percentage of static les served is hard to gauge,
the SPECweb99 [[1]] benchm ark puts this num ber at
70% of requests.

Clarens serves ks In two di erent ways: in re—
soonse to standard HTTP GET requests, as well as
via a file.read() service m ethod. A virtual server
root directory can be de ned for each ofthe above via
the server con guration l which m ay be any direc—
tory on the server system .

The file.read() method takesa lname,an o -
set and the num ber of bytes to retum to the client.
Ermror m essage are retumed as serialized RPC re—
soonses. Network I/O is handed o to the web
server, which uses the zero-copy sendfile () system
call where available to m inim ize CPU usage and in—
crease throughput.

directory infom ation, and file.md5() to obtain a
hash value for checking I Integrity.

2.2. Proxy escrow

D espie the use of asymm etric key cryptography,
key m anagem ent rem ainsa problem , w ith private keys
and certi cates (credentials) having to be present on
the client system . In the case where the sam e creden—
tialsm ustbeused from di erentplaces, eg. aperson’s
desktop, laptop and other com puter system s, this is
Inconvenient, as well as degrading the security of the
credentials.

In analogy to the M yP roxy [l] proct, C larens of-
fers the ability to store and retrieve short-lived, self-
signed certi cates (called proxy certi cates in G rid-
oriented literature).

The RPC API provides the methods
proxy.store (), proxy.retrieve(), and
proxy.delete() fOr managing stored proxy cer—
ti cates. Combiations of private key/certi cate
pairs or proxy/certi cate pairs may be stored in
this way, wih the certi cate distinguished name
ON) acting as a unigue identi er. The credential
Inform ation is stored In encrypted form using a
symm etric cipher using a password provided when
Invoking the store method. The password iself is
not stored, for obvious reasons.

From the above it should be obvious that this ap-
proach presents a chicken-and-egg problem of having
to present credentials in order to cbtain credentials.
Thism ay be solved In two sin ilar ways. A s dem on—
strated during the oralpresentation, a web portalm ay
be constructed that takes input from the user and
acts as an intermm ediary to log into the C larens server
In question and retrieve the credentials. This can be
donew ith the portalresiding on an arbitrary m achine.
Secondly, the ability of C Jarens to respond to HT TP
GET requests (ie. actasassin pleweb server) m ay be
used to construct such a portalon the C larens server
itself, which has access to the server m ethods as an
unprivileged user. These web portals may also be
acoessed program m atically from w ithin program s or
scripts.
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Table I VO m anagem ent using the group m odule.

M ethod D escription

create C reate a new group
delete R em ove a group
add_users |Add m embers to a group

add_admins|A dd adm inistrators to a group
L ists the group m em bers
Lists the group adm ins

users
admins

Table IT ACL m anagem ent using the system m odule.

M ethod

add_acl_allow|A ddsusers and groups to the allow
list of a m ethod

A dds users and groups to the deny
list

Createanew ACL
Dektean ACL
LstACLs

D escription

add_acl_deny

add_acl_spec
del_acl_spec

get_acl_spec

m ay be perceived as lss secure than keeping the cre—
dentials on possbly multiple system s’ as les or in
web brow sers.

2.3. Virtual organization management

T he C Jarens authentication architecture ] isbuilt
around the concept of a hierarchical virtual organiza—
tion (VO ) ofgroupsand subgroupsofindividuals iden—
ti ed by unigque distinguished names ODNs). These
Individualsm ay be both people or servers.

To ease adm inistration ofthe VO , a set ofm ethods
isprovided In the group m odule to create, delete, and
list groups and their m em bers and adm inistrators.

T hem ost In portant ofthese m ethods are described
in Tabelk

In addition to managing the VO structure, the
group m odule also provide m ethods to store, retrieve
and search for certi cates. Certi cate Authority cer-
ti catesm ay sin ilarly be searched and retrieved, but
not stored, since these certi cates are used to ensure
the unigqueness of client distinguished nam es. Instead,
CA certi cates are m anaged by the system adm nis-
trator in the form of Ies stored in a designated direc—
tory.

2.4. Access control management

The Clarens authorization architecture is built
around the concept of hierarchical access control lists
for RPC methods [']. To adm inister these ACLs,
m ethods are provided to create and m odify lists

- -

2.5. Storage Resource Broker access

The SD SC StorageR esource B roker (SR B ) provides
a uniform interface to extemal applications to access
various storage m edia, incluiding localand rem ote I
system s, and tape storage. It is also a client-server
system ,w ith C larensacting asan SRB client on behalf
of its own clients. The Clarens SRB AP I provides
m ethods to Iniialize a connection to the SRB server
and brow se, store, and retrieve les.

T his interface is not currently deployed, how ever,
since it exposed a critical im pedance m isn atch be-
tween these two client-server system s: C larens uses
an entirely stateless connection protocol, while SRB
uses a statefulprotocol. Thism eans that in the cur-
rent in plem entation a new SRB connection m ust be
Initiated upon each m ethod invocation by the C larens
client, which results in very poor performm ance.

W ork isunderway to rem edy thism ism atch by uti-
lizing C Jarens agents that can hold persistent connec—
tions to SRB on behalf of clients. A nother approach
being considered is to Im plem ent a statefiil protocol
Interface to C larens itself.

2.6. Job execution

Next to Il access, the ability to execute pbson a
rem otem achine rem ains one ofthe comerstones ofdis-
tributed com puting. U sing the C Jarens distinguished
nam e to system userm apping 1], system comm ands
can be executed by rem ote users.

C larens m akes use of a an all com piled program ,
called suexec to change the pem issions of the result-
ing process. T his program can bem ore easily audied
for security. Upon receipt of a shell comm and, a di-
rectory owned by the rem ote user is created where
the com m and’s output and errorm essages are stored.
T he working directory of the resultant process is also
changed to this directory, and any new Iy created les
m ay be acoessed rem otely using a pb ID which ism an-
aged by C larens.

Tt should be pointed out that this interface is not
designed to schedule pbs on C larens servers, but is
m ostusefuilforhanding pbsto the schedulers eg. 1],
_]) them selves, and retrieving the resultant output

les.

This Interface is currently used to develop inter-
active rem ote analysis using the CM S ORCA anal-
ysis package, where analysis pbs them selves becom e
C larens servers (@beit less featurefiil ones) that can
act aspersonal rem ote application serversto allow n-—

- -
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2.7. Relational database analysis
interface

An interface to the Stlbased O b ct Caching And
Transport System (SOCAT S) being developed by C al-
tech, allows remote users to query large Physics
datasets using standard relational database (SQL)
queries.

SOCATS resuls are retumed in the form of a ob—
Bct le formatted asa ROOT [[1] tree, which can be
retrieved by the abovem entioned I accessm ethods.
A ROOT interface to C lJarens is also described below,
w hich was successfiilly dem onstrated at the 2002 Su—
percom puting conference.

3. Clients

One of the express ain s of the C larens architec—
ture is to use widely deployed interfaces to lower the
In plem entation barrier for new client applications.
The availability of HTTP and SSL and SOAP /XM L-
RPC inplem entations on most platform s and pro—
gram m Ings languages helps us achieve this goal fairly
easily.

3.1. Python

Python [] is a weakly typed, obfct ordented
scripting language. Its program s are com pilkd to
a platform -independent byte-code, sin ilar n m any
ways to Java. It's built-n support for both HTTP,
SSL, and XM L-RPC, com bined w ith the rapid proto-
typing abilities inherent in a scripting language m ade
i naturalto be used as the defaul client-side devel-
opm ent language.

T he P ython C larens client is In plem ented asa pure
Python class, called clarens_client that takesan ar-
gum ent for the serverURL, and optionally the certi —
cate and private key lesto be used in the connection
to its constructor m ethod. The constructor m ethod
niiatesa connection w ith the serveran authenticated
the user using the credentials stored in the standard
places by the G Iobus took i, including proxy creden—
tials if they exist, orthose provided to the constructor
m ethod.

The clarens_client ob®ct maps all non-local
m ethod calls to rem ote procedure calls, handling se—
rializing/deserializing of the m ethod argum ents and
retum values transparently. T he follow Ing exam ple of
the echo.echo () m ethod dem onstrates this:

>>> obj=clarens_client ("http://server.org/")

e O . T s w¥rT 7o wwn

Ie. the echo.echo () ram otem ethod is invoked di-
rectly from the comm and line, and the result is re—
tumed as a native Python string to the caller. The
result is always retumed as a list, Indicated by the
square brackets.

3.2. ROOT

The ob fctoriented m odular architecture of the
ROOT ] analysis package, com bined w ith its rich
set of built—=n ob Fcts and w ide adoption In the high
energy physics com m unity m akes it a very usefiillclient
for rem ote analysis unctionality.

In analogy to the Python client ,Clarens ROOT
client handles authentication transparently, and pro—
vides the user w ith a C larens ob fct to com m unicate
w it the rem ote server. This client does not do auto-—
m atic serialization/deserialization of argum ents and
retum values to native ROOT ob Fcts, a lower evel
Interface m ust be used Instead for generalrem ote pro—
cedure calls.

Tt does, however, provide a convenient interface
to read remote les using the C larens server, via a
TCWebF1ile ob fct derived from the native TFile ob-
ct. This ob ct provides all the functionality of the
localversion, allow Ing transparent analysis of rem ote

les from the ROOT comm and line, scripts or com —
pild code by changing only the ob Fct type. U sing
the Interactive ROO T ob Fct brow ser it is possble to
brow se the structure and content of rem ote ROOT

les quickly and easily, w ith the ability to display his-
togram s and other types of plots contained in the re-
mote Iles interactively or program m aticalky.

The TFile base class supports a dynam ic local
cachingm echanisn that isused to optin ize le trans—
fers, so that the extrem es of transferring the whole
rem ote le to the localclient, aswellasm aking a re—
m ote procedure call for an allparts of the I can be
avolded, striking a balance between bandw idth and
latency constraints.

Another convenience class is the
TCSystemDirectory, derived from the
TSystemDirectory base class. This class provides
an Interface to the directory brow sing functionality
In the Clarens file modul, allow Ing the client to
Interactively traverse the rem ote directory structure
using the ROO T ob ect brow ser. Any remote ROO T

les m ay be opened by clicking on their icons in the
browser. The TCSystemDirectory class may also
be used programm atically from ROOT scripts or
com pilked C+ + program s.

3.3. IGUANA

IGUANA is an interactive visualization toolkit,

T . - Cmm e~
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support or accessing rem ote O pen Inventor-form atted
lesvia Clarens for localdisplay and m anipulation.

3.4. Browser interface

The web browser is currently the most widely
used distribbuted com puting tool, bar none. M od-
em brow sers have native support for SSL-encrypted
oconnections and client-side certi cate authentication,
m aking it an dealplatform for a C larens interface.

A fter Initial experim ents w ith using client-side Java
applts for com m unicating w ith the server, it was de—
cided to use the Javascript language embedded in
m ost brow sers to handl this task. Since C larens is
able to serve web pages In response to HTTP GET
requests, the brow ser interface is in plem ented asa se—
ries of static web pages that em bed Javascript scripts
to handle com m unication and interface display using
dynam ic HTM L. T his In plem entation elim inates the
need forclientsto nstallany additional softw are apart
from a web brow ser, which m ost people already have.

The browser interface uses XM L-RPC for data
serialization since i is by far smmpler than the
more complex SOAP protocol As wih the
Python interface, argum ent and retum value serial-
ization/deserialization ishandled transparently by the
provided Javascript lbraries, m ade easy by the ob ct
oriented, loosely typed nature of the language.

Functionality currently provided inclide brow sing
a ram ote le repository, w ith the ability to download

ks, and virtual organization m anagem ent.

4. Conclusion

C Jarens provides a grow ing functionality for doing
distrbbuted com puting In a G rid-based environm ent.
Coupl wih a set of usefiil client In plem entations, i
is hoped that i willbecome a exble solution to a
w ide range of distributed com puting problem s.
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